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Chapter I 

INTRODUCTION

This dissertation is concerned with some theoretical aspects 

of the hardware fault diagnosis problem in digital switching systems. 

Traditionally, the study of this problem has been divided into separately 

considering combinational systems and sequential systems. It can be 

fairly said that, for the most part, difficulties in fault diagnosis of 

combinational systems are well understood and have been practically 

resolved. On the other hand, efforts of trying to extend results obtained 

in combinational systems to sequential systems have met only partial 

success and the problem of fault diagnosis in sequential systems remains 

essentially unsolved.

During the last few years, the use of large scale integrated circuits 

(LSIC) chips in digital switching systems has increased tremendously. 

Relative to the problem of fault diagnosis, the impact of this technology 

has been a mixed blessing. On the positive side, the need to determine 

a failure to a gate or flip-flop level has been completely eliminated. 

Furthermore, the cost of adding extra logic in an LSIC chip for the 

purpose of fault diagnosis has been relatively insignificant. However, 

several problems have arisen. One primary limitation on an LSIC 

chip is usually the number of pins (external terminals) which often 

severely restricts the ability of quickly determining the presence of a 

failure inside a chip. Since a formerly regarded subsystem may now 

1
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be just simply a component, almost all of the so called ’’random logic” 

chips are sequential in nature (i.e. containing memories and internal 

feedback lines). Thus any assumption that a purely combinational 

systems approach will satisfy most of the LSIC testing requirements 

is totally unrealistic. Furthermore, the yields of LSIC manufacturing 

are usually low (typically only 10% of the total units processed are 

usable) and any suggestion that no weird type faults can occur without 

analysis of individual circuit is obviously just a wishful thinking.

These facts and observations motivate this study of fault 

detection problem in sequential systems. Although the concept of 

fault diagnosis usually means fault detection and distinction, we will 

use ’’diagnosis” and "detection” interchangably in this investigation. 

This somewhat abuse in terminology is intended to underlie the fact 

that results obtained here are applicable in general to fault diagnosis 

and to emphasize the increasingly important role of fault detection 

in the area of fault diagnosis of sequential systems. To put our 

research and contributions in a proper perspective, a review of 

literature and historic background is now presented.
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Section 1.1 Review of Literature and Historic Backgrounds.

The most fundamental approach to the problem of fault diagnosis 

in combinational networks is a truth table method [ 28 ] in which all 

input combinations of the network are considered. An analysis procedure 

has also been developed which incorporates the network structure into 

an output Boolean expression [43 ] from which a fault table can be 

constructed. Although these methods give rise to optimum solutions, 

the amount of computation required is usually large so that their 

application is generally limited to small circuits. Armstrong [ 3 ] has 

used the concept of one-dimensional "Path Sensitizing " for analyzing 

a network and developed a procedure for deriving near optimal test sets 

for logical failures of stuck-at-1 and stuck-at-0. Roth [ 45 ] generalized 

this idea and formulated a procedure called D-algorithm which guarantees 

to generate a test for a fault if a test exists. More recently, Sellers 

et al [ 47 ] have used the concept of Boolean difference to derive test 

sets for combinational networks. Among these techniques, the D-algorithm 

has recently gained popularity and several successful implementations 

resulted in efficient computation have been reported [ 8 ] , [ 46 ] .

The more fundamental problem of determining properties of combinational 

systems’ behavior and structure conducive to fault tolerance, detection 

and location has been investigated recently by F. G. Gray [21 ] . His 

major contributions relative to the fault diagnosis problem have been 

a classification of combinational behaviors and structures according to 
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their "inherent" fault detectability and a generalization of the usual 

notion of fault location to the concept of partitioning a system under 

test into a definitely faulty set, an indeterminate set and a definitely 

fault-free set [ 22 ] •

A natural attempt to solve the problem of fault diagnosis in 

sequential networks is the extension of results obtained in combinational 

networks. This was first done by Galey, Norby and Roth [ 16 ] where 

they proposed to break the feedback loops in a sequential network and 

derived test sequences using the path-sensitizing concept. The technique 

does not work well when the network becomes sophisticated. Extensions 

of D-algorithm to sequential networks have been reported by Kubo [ 33 ] , 

Putzulu and Roth [ 44 ] and Breuer [ 10] • The basic approach they took 

here is that a sequential network can be regarded as a cascade connection 

of duplicated copies of a combinational network. The types of failures 

detected by these methods are limited to those whose detection do not 

depend on initial state.

Techniques widely practiced in industry involve randomly selecting 

test sets and simulating these test sets to determine which failures are 

detected by them. These methods are mostly based on the digital fault 

simulation work pioneered by the late Professor Seshu [ 48 ] • Another 

technique using physical fault simulation was first employed in the ’■ 

compilation of fault dictionary for the maintenance of Bell Telephone's 

No. 1 ESS central control as described by Tsiang and Ulrich [ 51 ] • In 
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the last technique, the test sets are manually derived by engineers who 

analyze each individual circuits.

The most fundamental technique in the diagnosis of sequential 

systems was first proposed by Hennie [26 ] . He used the concept of 

identifying initial state and final state at each step of test to verify the 

behavior of the network under test. The technique becomes very compli­

cated if the network does not have a distinguishing sequence. This method 

was later improved by several researchers, most notably Kime [ 29 ] 

and Kohavi and Kohavi[ 31 ] . Another important work in this area is 

a "synthesis for di agn os ability" point of view adopted by Kohavi and 

Lavallee [32 ] in which they proposed methods of modifying a given 

machine so that the modified machine has many distinguishing sequences.

The discussion presented above is not intended as an exhaustive 

survey of literature, but rather as a representative sampling of various 

contributions made in the area of fault diagnosis in digital switching 

systems. Extensive surveys of literature have been made by Short [ 50 ] 

and more recently by Bennetts and Lewin [ 4 ] .
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Section 1. 2 Problem Statement and Research Objectives.

The purpose of this research is to determine fundamental properties 

of sequential systems which are conducive to easy testing and to consider 

how some of these properties can be incorporated into the design of 

the proposed system. To accomplish this goal, the approach to be taken 

is system theoretic in the sense that formal model of sequential machine 

(finite automaton) is used to represent the system and formal methods 

are used in studying this model. Specifically, the following questions 

are considered:

i) Investigate properties of sequential machines that relate to 

"inherent” fault diagnos ability in the sense that the behavior 

can be easily verified and classify these machine according 

to some measure of ’’easiness”.

ii) Determine methods of realizing (simulating) machines ( or 

behavior) that are not diagnosable by diagnosable machines 

using augmentation to the specified input-output behavior. 

By diagnosable, in this context, we mean the machine possesses 

a distinguishing sequence.

iii) Given a known set of faults in a machine, determine conditions 

under which the given machine can be tested against the occurence 

of any fault in this set and, if testable, determine an optimum 

test set.
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iv) Investigate properties of machine structure and behavior that 

are conducive to efficient fault detection when knowledge of 

the faulty machine structures is included.

Generally speaking, these questions fall into two categories. In 

the first category, questions i) and ii) are concerned with the problem 

of behavior checking as initiated by Hennie [26 ] and our results in this 

area can be regarded as extensions of work previously reported by 

Kohavi and Lavallee [32 ]. Chapter 2 is devoted to question i) where the 

properties of possessing distinguishing sequences and homing sequences 

in sequential machines are investigated. Using the abundance of such 

sequences as a basis of machine classification, the result obtained is 

a partially ordered set of machine classes where the partial ordering 

is simply the natural set containment. Such classification is useful in 

that it permits tradeoffs between hardware complexity and efficiency of 

diagnostic test during the design stage of a system. To answer question 

ii), the problem of diagnosable machine realizations is solved in Chapter 

3 by considering augmentation to the input set, output set and state­

output set, respectively. Our primary contributions here are con­

sidered to be 1) formalization of the notion of machine modification 

to obtain a distinguishing sequence to that of a diagnosable machine 

realization, 2) development of an input augmentation technique which 

can lead to optimal diagnosable realization, 3) development of an 

output augmentation method which results in a special diagnosable
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realization using a relatively small number of output symbols, and 4) 

development of state-output augmentation techniques which allow 

potential tradeoffs between the number of test outputs and the number 

of states.

In the second category, questions iii) and iv) are concerned with 

the study of the effects of changes in machine structure (due to faults) 

on behavior relative to the problem of fault detection. Investigation of 

these questions is motivated by the fact that in practice, only more 

limited types of faults can occur in a physically realized system. To 

answer question iii), Chapter 4 discusses the problem of representation 

and minimization of test sets in sequential systems. The class of faults 

considered here is restricted to faults which represent permanent - 

changes in the memory structure of the system. This restriction is 

made primarily to simplify discussion and the results obtained can be 

generalized to other classes of faults. Chapter 5 is devoted to question 

iv) of the problem statement and its development is essentially appli­

cations of the fault detection concept and regular representation of fault 

detection sets developed in Chapter 4. The important contributions in 

this category are considered to be the following:

1) A concept of fault detection in terms of an initial state.

2) A representation method of fault detection set in sequential 

system in terms of regular expressions. This provides a 
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means of computing test sets using mechanical manipulation 

of regular expressions.

3) A method of computing optimal test set where an upper 

bound on the length of fault detection sequences that need 

to be considered can be determined prior to the computation 

of a test set.

4) Methods of determining fault equivalence and fault dominance 

relations of faults without explicitly computing all fault detec­

tion sequences.

5) Development of illustrative applications of the regular repre­

sentation of fault detection sets to the study of fault classes 

and machine classes which are conducive to easy testing.

Chapter 6 summarizes the results obtained in each of the questions 

studied, and discusses open problems for future study.



Chapter II

FUNDAMENTAL CONCEPTS AND DEFINITIONS

This chapter first reviews several basic notions of sequential 

machines related to the fault detection problems informally intro­

duced in the last chapter in order to precisely establish the terminology 

and notation used in this dissertation. Machine properties conducive 

to testing and classes of machines having these properties are then 

discussed with some detail.

Definition 2. 1 A Mealy sequential machine is a system 

M = (I,Q, Z, 6, co) where

i) I is a finite set of input symbols,

ii) Q is a finite set of states,

iii) Z is a finite set of output symbols,

iv) 5: Qx I —> Q, the transition function of M, 

v) co: Q x I —> Z, the output function of M.

A Moore sequential machine is as above except that

vT) co: Q —Z.

Since a Moore machine can be regarded as a special type of 

Mealy machine and the transformation between a Moore model and 

a Mea.y model is well known [39 ], we will consider only Mealy 

sequential machines in all the discussions unless explicitly stated 

otherwise.

10
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To describe the behavior of a sequential machine M = (I, Q, Z, 5, o>), 

let I+ denote the set of all finite length nonnull sequences of elements 

from I and let "ô denote the extension of ô to Q x I* where I* = I+ U {a} 

(A is the null sequence).

Definition 2. 2 If M = (I, Q, Z, Ô, w) is a sequential machine and 

q e Q, the behavior of M for initial state g is the function

i+^z \
where, if x = a^... an,

^q(x) - axa2- • • an- %) » a^) •

Definition 2. 3 The behavior of a sequential machine M with 

states Q is the set of functions

BM=

Thus, regarding the usual notions of state and machine "equiva­

lence”, q is equivalent to r (q = r) if /3 = M is equivalent to M’ 

(M = M’) if = B^,. A machine M is reduced if V q, r e Q, whenever 

0=0 then q = r. q r
When considering procedures for diagnosing faults in sequential 

systems, such procedures can often be simplified if it is possible to 

infer the initial state of the system, given the output response to some 
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distinguished input sequence. Input sequences with this property were
A 

first considered by Moore [40] and are defined as follows. Let 3 

be the sequence to sequence behavior of M for initial state q, that is 

a 
3q: I+->Z+ 

where

^ala2* " an^ = ^q(aP ^q(ala2^ ' * ' ^q^ala2" * ' aJ ’ 

then

Definition 2. 4 If M is a sequential machine, an input sequence 

x is a distinguishing sequence (DS) of M if, for all q, r e Q

A A
0q(x) = ^(x) implies q = r.

Although possession of a distinguishing sequence may be only one 

of several properties required to solve some given diagnosis problem, 

it is a major property of interest in the discussion that follows and 

accordingly, with some abuse of terminology, we will say that a 

machine M is diagnosable if, for some input sequence x, x is a DS 

of M. The order of diagnosability of a diagnosable machine is the 

length of a shortest distinguishing sequence. If we let

£g(x) .

denote the length of x e I*, then we say M is k-diagnosable if M is 

diagnosable and the order of diagnosability is k, i. e.

k = min{£g(x) |x is a DS of M}.
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If M is k-diagnosable, an upper bound on the order of diagnosa­

bility has been given by Gill [18 ], i.e.

k<(n-l)nn (2. 1)

where n is the number of states of M. Although it is possible to 

obtain a smaller bound by using a more refined argument, the least 

upper bound is still yet to be found. Since we will discuss methods 

of reducing these upper bounds in a latter chapter, we turn now, 

instead to the other problem of establishing the greatest lower 

bound of the order of diagnosability. If p is a real number, let 

[p] denote the least integer greater than or equal to p.

Lemma 2.1 If M is a reduced machine with n states and p 

outputs and x e I+ is a distinguishing sequence of M, then

£g(x) > [logpn]. (2.2)

Proof: Consider any x e I+ with fg(x) = m < [logpn]. It 
m A

follows that p < n. Since fg(^3 (x) ) = 2g(x) = m for any q e Q, the 

number of different output sequences under x is at most pm < n.
A A

Thus there exist q, r e Q such that 0 (x) = ^(x) but q / r. x cannot 

be a DS of M and this completes the proof.

The fact that the bound given in Lemma 2.1 is the best (tb? 

greatest) will be shown later by constructing machine having DS of 

this length. A machine satisfying Lemma 2.1 will be called optimally 
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diagnosable. The utility of optimally diagnosable machines will be 

discussed in a later chapter. Let us turn now to a more general 

type of input sequences in which final state of a machine can be 

determined by observing output responses to these sequences.

Definition 2. 5 If M is a sequential machine, an input sequence 

x is a homing sequence (HS) of M if for all q, r e Q

0q(x) = ^(x) implies ô(q, x) = ô(r,x) .

We will say a machine M is homable if, for some input sequence x, 

x is a HS of M. A homable machine is k-homable if a shortest 

homing sequence is of length k. In this case k is the order of homa- ' 

bility.

It is well known that every reduced machine is homable and 

every diagnosable machine must be reduced. If M is an n-state 

reduced machine, then the least upper bound on the order of homa­

bility is n(n-l)/2 and the shortest possible length of a homing sequence 

is 1.

Distinguishing sequences and homing sequences are closely 

related. It is easy to see that every DS is also a HS but the converse 

is not true. We will precisely establish their relationship after the 

following definition.

Definition 2.6 If M is a sequential machine with states Q and 

q, r e Q (q / r), then q and r merge under x (x e I+) if
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i) ô(q,x) = Ô(r,x).

If in addition to i),

ii) ^(x) = 0r(x) 

then q and r converge under x.

In words, two states q and r merge under an input sequence x, 

if when M is started in q or r, and x is applied, M goes to the same 

final state. If q and r merge under x and, furthermore, the output 

responses under x with initial states q or r are identical, then q and 

r converge under x. A pair of states converge if they converge under 

some input sequence and M is convergence free (CF) if no pair of 

distinct states in Q converge. With these definitions, we can now 

formally state the relationship between a DS and a HS which has 

been informally described by Hennie [25 ]•

Theorem 2. 1 An input sequence x of a machine M is a dis­

tinguishing sequence if and only if it is a homing sequence and no 

pair of distinct states converge under x. "

Proof: Let x be a DS of M. Then, by Definition 2. 4

^(x) = ^(x) =>q=r V q,r g Q

But '

q = r => ô(q,x) = 6(r,x)
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Therefore x is a HS of M by Definition 2. 5. Moreover, no distinct
A

pair of states converge under x, since by Definition 2. 4 q r =?> p (x) /
A
^(x). Conversely, suppose x is a HS of M so that no distinct pair of 

states converge under x. Suppose there are states q and r such that

^q(x) = .

Then q = r, for if q / r then, as q and r cannot converge under x,

ô(q, x) f 6(r,x)

contradicting the fact that x is a HS. Thus x is a DS of M and the 

proof is completed.

Example 2. 1

Consider the machine whose state table and transition

graph are shown below

a

5/1

1/0

1
2
3
4
5

Figure 2. 1 Machine M^
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aaa is a DS and bb is a HS but not a DS due to the fact that states 2 

and 5 converge under b. Since no sequence shorter than 3 is a DS, 

M is 3-diagnosable. Similarly is 2-homable. States 1 and 5 

merge under a and states 1 and 4 merge under b.
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Section 2.1 Definitely Homablc and Definitely Diagnosable Machines 

Diagnosable machines and homable machines are of interest in 

designing fault detection and diagnosing experiments because of the 

ability to determine initial state and final state with some proper choice 

of input sequences. In order to have a more profound understanding of 

these classes of machines let us first study subsets of these machines 

where almost all sequences are DS or HS. The class of "definitely 

diagnosable" machines was first suggested by Kohavi and Lavallee 

[ 32] in their now well-known paper of 1967. We will review some of 

their results here and put them in a better perspective encompassing 

a spectrum of machines with various "degrees" of diagnosability.

" Definition 2. 7 A sequential machine M is definitely homable 

(DH) if there is an integer k such that every input sequence of length 

k is a homing sequence. The least such integer k is called the order 

of definite homability.

A definitely homable machine is also known as a finite- 

memory machine [ 30 ]. By the deterministic property of a 

machine, if x is an HS and y is any input sequence, then xy is 

also an HS. Thus if a machine is definitely homable of order k, 

any sequence of length equal to or greater than k must also be a homing 

sequence. Consequently, all but a finite set of input sequences are 
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homing sequences. If M is definitely homable, then an upper bound 

on its order can be easily determined as shown in the next theorem.

If M is definitely homable of order k. let us say M is k-definitely 

homable.

Theorem 2. 2 If M = (I, Q, Z, Ô, w) is a k-definitely homable 

machine with |Q | = n, then

k<^- (2.3)

Proof: Suppose to the contrary, i.e. Mis DH and yet 3 x e I+ 

such that fg(x) > (^) and x is not an HS, i.e. 3 q, r e Q such that 
_ _ A A
ô(q,x) / 0(r, x) and ^(x) = ^(x). Then, for any prefix y of x, 

ô(q, y) £ ô(r, y) . We first claim that for any two prefixes y and z 

of x

{%, y), ô(r, y)} / {ô(q, z), ô(r,z)}.

Suppose that this is not so, i. e.

{6(q, y), 6(r,y)} = {ô(q, z), ô(r,z)}.

Let £g(y) > £g(z), i.e. z is a proper prefix of y and let w be the suffix 

of y with z deleted. Then the sequence consisting of z followed by an 

arbitrary iteration of w, zw\ cannot be a HS of M due to the fact that 
A A + _ _
^ô(q,z) ) = ^ô(r, z) ) and yet ô(q, zw ) ô(r, zw ) - contradictiiig

the assumption that M is DH. This is illustrated in Figure 2. 2.
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w

{ô(q, z) , ô(r, z)} {ô(q,x) , ô(r,x)}

= {ô(q,y), Ô(r,y)}

Figure 2. 2 Successor State Pairs of {q, r} Under x 
with a Repeated Successor State Pair

Thus we must conclude that there cannot be any repeated successor 

state pair of {q, r} under x. On the other hand £g(x) > (^) implies 

at least (g) + l distinct state pairs are determined by all possible 

prefixes - an impossibility. This completes the proof.

As a consequence of Theorem 2. 2, we can state the following 

characterization of definitely homable machines.

Corollary 2. 2. 1 If M is an n- state machine, then M is definitely 

homable if and only if every input sequence of length greater than or 

equal to n(n-l)/2 is a homing sequence of M.

Proof: The "only if" part has been shown in Theorem 2. 2. To 

show the "if" part, let x e Ik a k > . Then x is a HS of M and 
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every sequence of length (£) is a HS. By Definition 2. 7, M is definitely 

homable.

The inequality (2. 1) shows that even if a machine is diagnosable, 

the length of its shortest DS can be very large. We would like to inves­

tigate machine classes where the upper bounds of the order of diagnosa­

bility are much smaller. This motivates the study of another machine 

notion [32 ].

Definition 2. 8 A sequential machine is definitely diagnosable 

(DD) if there is an integer k such that every input sequence of length 

k is a distinguishing sequence. The least such integer k is called the 

order of definite diagnosability.

Thus, again, if a machine is definitely diagnosable all but a 

finite number of input sequences are distinguishing sequences. If a 

machine M is definitely diagnosable of order k, we call M k-definitely 

diagnosable. Because of the fact that every DS is also an HS, it follows 

that every DD machine is DH. Thus the order of definite diagnosability 

and characterization of DD machine can be obtained in a manner similar 

to Theorem 2. 2 and Corollary 2. 2. 1. Before we establish these results, 

let us investigate some necessary conditions for DD machines.

Theorem 2. 3 If M is definitely diagnosable, then M is conver­

gence free.
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Proof: Suppose the contrary, i.e. M is DD but for some q, r e Q
, A A _ _

(q r) 3x e I such that /3^(x) = ^(x) and ô(q, x) = ô(r, x). Let k be 

the order of definite diagnosability. Then the length of x cannot be 

equal to or greater than k otherwise x must be a DS. Suppose then 

that £g(x) < k and let y = xz where £g(y) = k. Now

0r(y) =0r(x)£g(r;X)(z)

Since Ô(q,x ) = ô(r,x) it follows that

3q(y) = 0r(y) 

where q r. But fg(y) = k =^> y is a DS, a contradiction.

Although every distinguishing sequence is a homing sequence, 

the converse is not true as is shown in Theorem 2. 1. However, if a 

machine is DD, then as a corollary of Theorem 2. 3 we have:

Corollary 2. 3. 1 If M is a definitely diagnosable machine then 

every homing sequence is a distinguishing sequence.

Proof: If M is DD, then by Theorem 2. 3, no pair of states 

converge under any sequence and thus none will converge under a 

homing sequence. Thus by Theorem 2. 1, every HS of M is a DS 

of M.
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Recall that if a machine is definitely diagnosable then it is also 

definitely homable but the converse need not hold. However, if the 

convergence free condition is added, then as a second corollary of 

the last theorem, we obtain the following characterization of definite 

diagnosability.

Corollary 2.3.2 A machine M is definitely diagnosable of order 

k if and only if M is both convergence free and definitely homable of 

order k.

Proof: If M is DD of order k then from Corollary 2. 3.1 M is 

obviously DH of order k and by Theorem 2. 3 M is also convergence 

free. Conversely, if M is DH of order k and CF, then x e 1^ =£>x 

is an HS and by Theorem 2.1, x is an HS =>x is a DS. Consequently, 

xe ? =$>x is a DS and by Definition 2. 8, M is DD.

Thus an upper bound for the order of definite diagnosability can 

be seen to be identical to the order of definite homability as an immediate 

result of Corollary 2.3.2.

Corollary 2.3.3 If M is k-diagnosable and has n states, then

(2.4)

Thus, summarizing these developments of DD machines, another 

characterization of the DD machines follows immediately.
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Corollary 2. 3.4 If M is an n-state machine, then M is definitely 

diagnosable if and only if every input sequence of length greater than 

or equal to n(n-l)/2 is a distinguishing sequence of M.

Corollary 2. 3. 2 characterizes the DD property of a machine by 

means of its being convergence free and definitely homable. From a 

practical point of view, we have found it more convenient to charac­

terize a machine by its "submachines" if possible. This is the third 

characterization of DD machines to be introduced below. If a machine 

M has the property that its input set contains a single element, then M 

is a single-input machine, a sequence generator or an autonomous 

machine.

Definition 2.9 Let M = (I,Q, Z, 6, w) be a sequential machine. 

A single-input submachine M of M is defined as M = ({a}, Q, Z, a a
Ô |Q x {a}, w|Q x {a}) where a e I.

Lemma 2. 2 If every single-input submachine of a sequential 

machine M is reduced, then M is convergence free.

Proof: Suppose M is not CF. Then 3 q, r e Q and a e l sq/r 

but w(q, a) = c^r, a) and ô(q, a) = ô(r, a). Thus for these q, r and a

= ^(a^) V n >1

This means q and r are equivalent in M and M cannot be reduced. 

This completes the proof.
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The converse of the above lemma is not true; in particular, a conver­

gence free autonomous machine needs not be reduced.

Theorem 2.4 A sequential machine is definitely diagnosable if 

and only if

(1) M is definitely homable 

and

(2) every single-input submachine is reduced.

Proof: First assume M is definitely diagnosable, then it is 

obvious that (1) holds. If (2) does not hold, then there is some 

a e I such that any repeated symbol sequence formed by a is not a 

DS. Thus M cannot be definitely diagnosable. ...

Conversely if both (1) and (2) hold, then from Lemma 2. 2, 

(2) guarantees that M is convergence free. (1) and the convergence 

free condition say that M is definitely diagnosable (Corollary 2. 3. 2). 

Thus, the proof is complete.

This theorem can be viewed as a stronger and more practical version 

of Corollary 2.3. 2. It is stronger because condition (2) is stronger than 

the convergence free property as pointed out by Lemma 2. 2 and the 

remarks following it. Interestingly, (2) and DH is equivalent to CF 

and DH.
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Let us call a distinguishing sequence (homing sequence) minimal 

if no proper prefix of it is also a distinguishing sequence (homing 

sequence). Then we can define yet another class of machines between 

the classes of DH and DD machines. If a definitely homable machine is 

diagnosable, then the following theorem shows that every minimal length 

DS has the same upper bound as that of the order of definite diagnosa­

bility.

Theorem 2. 5 Let M be an n-state definitely homable machine.

If M is diagnosable then every minimal distinguishing sequence x of M 

has the property that

— z

Proof: Assume M is diagnosable and suppose there is a minimal 

DS x such that £g(x) > -n^ -^}. Now x is an HS and moreover must be 

minimal as an HS because any proper prefix of x that is an HS must be 

a DS, contradicting the minimality of x. However by Theorem 2. 2, M 

is DH, a minimal HS must have length < .
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Section 2. 2 Sequence Generators and Linear Machines

Two classes of machines which have close relationships with 

those studied in the last section will be discussed below relative to 

their ability in providing short distinguishing sequences. We have 

observed previously that the single-input submachines of a sequential 

machine determine some important properties of the complete machine. 

For example, definite diagnosability can be characterized by the 

property of definite homability and that each single-input submachine 

is reduced. Independent study of this class of machines is therefore 

justified in order to learn more about the diagnosis problem of general 

sequential machines. Similarly, the class of reduced "linear" machines 

can be shown to be a subclass of definitely diagnosable machines where 

the order of definite diagnosability is bounded by the "dimension" of 

the state space thus providing the machine with short distinguishing 

sequences. We begin by first revealing some interesting properties 

of sequence generators.

Lemma 2. 3 A sequence generator M is definitely diagnosable if 

and only if it is reduced. Moreover, M is diagnosable <=> M is n-1 

DD where n is the number of states of M.

Proof: We have already noted that every diagnosable machine 

is reduced. Suppose then that M = ({a}, Q, Z, Ô, w) is reduced. Then 

q r implies 0 £ and if [Q | = n, we know that q and r are dis­

tinguishable by a sequence of length n-1 in this case is an~^ we have
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b / ^(a"' b

Le. l is a DS of M and M is therefore DD.

Thus a reduced sequence generator of n- state is definitely diagnosable 

of order at most n-1. Therefore being reduced is synonymous with 

being diagnosable or definitely diagnosable in a sequence generator. 

This property will be found useful later on when we consider machine 

augmentation for realizing a given behavior by a diagnosable machine. 

Let us turn now to the problem of finding the relationship between 

state structure and the order of diagnosability in a reduced sequence 

generator. First, the review of a basic machine notion.

Definition 2. 10 Two states q,r e Q in a sequential machine are 

k-equivalent if whenever the length of input sequence x is less than or 

equal to k, ^^(x) = ^(x) . The partition on Q induced by the k-equivalence 

relation (denoted 77. ) is called the k-equivalence partition.

Recall that the lower bound of the length of a distinguishing 

sequence in an n-state, p-output machine is flog n], Thus an optimally 

diagnosable machine has a shortest possible DS. The next lemma 

relates the length of the shortest DS in a sequence generator to the 

state equivalence partition.

Lemma 2.4 If M is a reduced sequence generator, then M is 

k-diagnosable iff k is the least integer such that 77^ = 77^^.



29

Proof: Suppose M is k-diagnosable, then for any x e Ik of length 

k, 0q(x) = ^(x) =>q = r.

7k=°=^k+i

But if £g(x) = k-1, x is not a DS of M and 3q, r e Q a 0 (x) = 3 (x) 

yet q / r.

- ^k-1 0 = ^k

Conversely, if k is the least integer such that then
k k+1’

since M is reduced and > Tk+p = 0. and

r then 3q, r e Q a q and r are k-1 equivalent. Therefore,

the length of the shortest distinguishing sequence is k and M is 

k-diagnosable. '

With this lemma, the following characterization of an optimally 

diagnosable sequence generator is obtained naturally.

Theorem 2. 6 Let M be a reduced p-ary sequence generator 

(i.e. there are p output symbols) with n states, where n = pm. Then 

M is optimally diagnosable iff P Ik | = | V l < k < m.

Proof: We first observe that since M is autonomous and (eu) | = p, 

it follows that ^^| = p and j < P l^k I for I < k. Now suppose M 

is optimally diagnosable of order m but 3 k( 1 < k < m) $ Itt^ ^P'^k^ 

where |r U11 = p | for 1 < i < k. If | = PJ, then 

since 7rR+1 <?R, we have ^k+l = ^k and U follows that M is not
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reduced, contrary to our hypothesis that M is reduced. So, let us

assume that |.

a^id the assumption that

l

Then from our previous observation

we have

> bk+il >pk

Then at least 3 one block B, , of ît. 1 a [ ,—I < IB. . I < p™
k+1 k+1 1 p-1 1 — 1 k+1। -

The shortest sequence of p-ary partitions that can partition this

block to singleton sets is of length m-k. Therefore, the shortest DS 

is of length k+l+m-k = m+1, contrary to our assumption that M has a

DS of length m.

Conversely, if Then when k = m-1,

-PP^P1"

which is the total number of states. Thus, M has a DS of length m.

For the case where n is not a power of p, we have the following 

theorem.

Theorem 2. 7 Let M be a reduced p-ary sequence generator

with n states and be a largest k-equivalence class. Then M is 

optimally diagnosable iff |Bk| < pm~^ V k < m where m = [log^n].

Proof: If there exists B^ in such that |B^| > pm \ then 

the shortest possible DS that will partition B^ into singleton states 

is of length > m-k. Consequently, the shortest DS for M would be

> m-k+k and M cannot have a DS of length m.
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Conversely, when k = m

|Bkl <P° = 1

and the sequence of length mis a DS. This completes the proof.

Linear sequential machines are generally known for their ease 

in analysis and network realizations and their properties and limitations 

have been well explored (see, for example, [15], [ 38] and [ 7 ]) . 

However, properties of linear machines relating to the fault detection 

problem of behavior verification are still yet to be documented. The 

purpose of the following development is to bridge this gap. It has been 

found that the linear machines have many properties similar to those of 

sequence generators relating to machine diagnosis as to be seen in the 

following development. To make this development precise, let us first 

formally state the definition of a linear machine.

Definition 2. 11 A sequential machine M = (I, Q, Z, 5, w) is said 

to be linear over a finite field F if there exist integers n, k, and £ such 

that

Q = Vn(F), I = Vk(F), Z = v\f)

and linear transformations

A; Q —;> Q

B: I—>Q 

C: Q—>Z 

D: I->Z
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such that

ô(q, a) = Aq + Ba

w(q, a) = Cq + Da

where ^(F) is an n-dimensional linear space over F.

In words, a sequential machine is said to be linear if its next 

state vector and output vector can be represented as linear combina­

tions of the present state and present input vectors. The input-output 

behavior of a linear machine can be defined recursively in terms of 

the linear transformations A, B, C and D as follows (for a proof and a 

more detailed discussion see [7 ] or [ 15], for example).

Lemma 2. 5 Let M be the linear machine defined in Definition 

2. 11 and x e In. Then Vq e Q

' £q(x> = M + Qnx

for linear transformations K : Q —> Zn and Z1 where

~c " "D 0 . . • 0 0 ”

CA CB D . . • 0 0

Kn = CA Qn - CAB CB . . . 0 0
• • • •e • • • •• • • • •

.CA"'1. _CAn"2B CAn"3B . . . CB D-

Based on the above lemma, we have the following alternative 

characterizations of reduced linear machines.
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Theorem 2.8 If M is a reduced linear machine and Q = Vn(F), 

then the following statements are equivalent

i) M is definitely diagnosable of order i.

ii) i is the least integer such that rank (Kp = n 

iii) i is the least integer such that n = ^i+i

Proof: i) ==> ii) Suppose M is definitely diagnosable of order i, 

then Vx e I1, we have

A A
= j3 (x) =>q = r, Vq, r e Q. q r

Recall that
A
0 (x) = K.q + Q.x

where ' -

Kp Q->Z* 

Qp I1 -> Z* 
A A A A

First we show that 0q(x) = 0r(x) <=> K^q = K^r. Suppose 0^(x) = 0r(x), 

then K.q + Q.x = K.r + Q.x Vx e I1. Subtracting Q.x from both sides, 

we have K^q = K^r. Conversely, if = K^r, then K.q + Q^x = K^ + Q^x 
A A :

and we have 0^(x) = 0r(x). Since Vx e I 

A A
0q(x) = 0r(x) =>q = r 

we have

K^q = K^r =$> q = r
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But this says that IC is a 1-1 linear transformation from Q to Z1 and 

since dim Q = n, it follows then

rank (Kp = n

By definition of the order of definite diagnosability i is the least such 

integer.

ii) => iii)

Suppose rank (Kp = n

K-: Q ZÎ

then IC is a 1-1 linear transformation

= K.r =>q=r, Vq, r € Q

But K.q = K.r <=> (x) = ^(x), Vx e I1 '

3 (x) = 3r(x) q = r, Vx e I1

But 3 (x) = 3r(x) Vx e I1 q = r

q = r (77p => q = r

r. 77. = o

Since 7> 77. 1, it follows then 77, = 77. ..1 — 1+1 ii+l
iii) =>i)

Suppose i is the least integer such that 77 i = 77^^, then since M
i A •

is reduced, 77^ = 77 = 0. Then V pair q,r ê Q, q / r,3x e I 9 3 (x)
a + $
3r(x) which in turn implies K^q / K^r. Thus is a 1-1 linear trans­

formation and any x e I1 is a DS. Therefore, M is DD of order i.
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Corollary 2.8.1 Every reduced linear sequential machine is 

definitely diagnosable and the maximum order of the definite diag­

nosability is n, where n = dim Q.

Proof: If M is a reduced linear machine, then 3 i such that 

^i = ^i+l = 01 Now by ni) o£ Theorem 2. 8, M is definitely diagnosable 

of order i if i is the least integer such that = tt.^. Then since 

K| is a 1-1 linear transformation, rank (K.) = n. Since the rank 

of A is < n and by definition of Kp it follows that i < n. Thus the 

least integer i g rank (Kp = n is at most n.

In other words, every input sequence of length n in a reduced 

linear machine is a DS where n is the dimension of the state space. 

Thus in the case of linear machines, we have a reduced upper bound 

on the length of DS. Note that in a linear machine the concept of 

being i-diagnosable is equivalent to that of being definitely diagnosable 

of order i. Since the minimum length of DS in a linear machine 

can be characterized by the least integer i such that rank (K.) = n, 

we can characterize the optimally diagnosable linear machine with 

the following corollary of Theorem 2.8.

Corollary 2.8.2 Let M be a reduced linear machine with 

n = din. Q, I = dim ^(w) = dim Z and k = dim I. Then M is opti­

mally diagnosable iff rank (K n ) = n.
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Recall that a linear machine is reduced if and only if it is definitely 

diagnosable. This result leads to the observation that the state set is 

partitioned evenly by each input symbol. Since the state space can be 

considered as an additive abelian group and the linear transformation 

IC: Q -> Z1 [see Lemma 2. 5] induces a congruence relation on Q, it 

follows that the partition corresponding to this congruence relation is 

a coset partition. More precisely,

Lemma 2. 6 If M is a linear machine, then every i-equivalence 

relation partitions the state set into cosets when the state set is con­

sidered as an additive abelian group.

The cardinality of these cosets can be shown to be a power of a 

prime number. Thus, we can obtain a recursive relation on the 

i-equivalence relation of a linear machine. Denoting the i-equivalence 

partition on Q as v we have

Theorem 2.9 Let M be a linear machine over a finite field F 

of characteristic p and |F | = pm, n = dim Q and £ = dim Z. Then 
k.

Vi, 3k., 0 < k. < fm such that k . , I = p 1 k . I. i — i — ' i+i 1 i1

Proof: From Lemma 2. 6 we know that n partitions Q into 

cosets. Let be the set of states which are i-equivalent to Q. Then

is a subgroup of Q. The order of divides that of Q. Now the 
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cardinality of Q is a power of p, i. e. Q is a p-group, it follows that 

is also a p-group or = { 0 }. If = { 0 } or IL = then 

clearly ^=0. If { 0} , then [hJ = p 1

mn-j.
= I^Hj = P 1

mn-j
. 1*4+11 = l^i+il = p

Therefore

Since H. n c H., it can be shown that 0 < j. - j. - < £m. Let k. = j. - i+l — i’ — Ji+1 i Ji
j^l and the theorem is proved.

Theorem 2.9 says that in a linear machine the i-equivalence 

classes of the state set always "grow" as a power of the field charac­

teristic p. By the coset structure, each i-equivalence class has the 

same cardinality which is also a power of p. In case the dimension 

of the output space divides that of the state space, we can charac­

terize an optimally diagnosable linear machine in the following way.

Theorem 2. 10 Let M be a reduced linear machine with q = pm,

£ and n given as in Theorem 2. 9 and £ |n. Then M is optimally diag-

no sable iff ITU1I = VI, 1<1<A.

Proof: Assume M is optimally diagnosable, then Vx e

is a DS of M. Since £ [n, [-— ] = we claim that Jv

1 < i < -j-. Suppose there exists some i such that i+11 / q^ jn J.
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k.
From Theorem 2.9, we have Pi+1|=P and our last assump­

tion says k. / £m, i. e. k < £m. But this says in turn that k . I < p^"^ 
j 1 1 n 1 i1

a^d |7t | < pmn. Thus x e I cannot be a DS, contrary to our assump-

| "T
tipn that M is optimally diagnosable. Conversely, if |tt-+11 = 177 * |,

then Vx e 1^, x is a DS, i.e. M is optimally diagnosable.

The result of Theorem 2. 9 can be generalized to nonlinear 

sequential machines. We first introduce a concept of ’’generalized 

equivalence relation” under some input sequence. -

Definition 2. 12 Let M = (I, Q, Z, Ô, co) be a sequential machine 
. A A

and let x 6 I . Then qR^r if ^(x) = ^(x). The partition induced by

R is denoted ? . x x

In other words, qR^r if the output sequence for input sequence 

x is the same for initial states q and r.

Theorem 2.11 If M = (I, Q, Z, Ô, co) is a sequential machine, 

|Q \ = pn, |Z I = p (p is an integer). Then M is optimally diagnosable 

iff 3x = a1a2.. . an such that | = P | V 1 < i < n where 
i+1 i

x. = a1ao.. . a. and k I = p.1 1 z 1 x 2

Proof: To prove necessity, suppose there is no x^ e In such that

I = PI v„ 1 for I < i < n. Ther Vx e In, x cannot be a DS of 
i+1 1 n n .'

M because ]77x | £ pn implies 0. Thus by definition, M is not 
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optimally diagnosable. To show sufficiency, suppose M is not opti­

mally diagnosable. Then every sequence of length n cannot be a DS.
n a a

This says that 3q / r in Q g Vx e I , B (x) = (x) i. e. q = r.' n q r n
This means that Vxfi e In, 3i, 1 < i < n (depending on x ), such 

that |it | p|tt |.
i+1 xi

Theorem 2. 11 provides a useful means of finding an optimal 

distinguishing sequence. Any input symbol which does not partition 

the state set into p equivalence classes can be excluded as the starting 

symbol of an optimal DS. On each i-equivalence class of states any 

input symbol which does not partition it into p equivalence subclasses 

is excluded from being the next symbol of an optimal DS. The process 

is then iterated until an optimal DS of length n is found or no optimal 

DS can be found. In the case of linear machines, the same input 

symbol can be examined at each step since each input symbol has 

an "equivalent" effect on the partitioning process.
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Section 2.3 Machine Classifications

We have discussed several classes of machines relating to their 

ability of possessing distinguishing sequences or homing sequences, 

the ability of providing many such sequences and the ability of pro­

viding these sequences of small length. A partially ordered set of 

these classes of machines using set containment as the partial 

ordering is depicted in the following Hass diagram of Figure 2.3.

From Figure 2. 3 it is clear that if a machine is definitely - 

homable then it is also homable and every diagnosable machine is 

also homable. The third characterization of DD machine as stated 

in Theorem 2. 7 is clearly depicted in the diagram. Many other 

classes of machines which can be generated from this diagram are 

not shown but they can be easily obtained if so desired. For example, 

the class of machines stated in Theorem 2. 5 can be obtained from 

the intersection of the set of diagnosable machines and the set of DH 

machines. .

In summary, this chapter begins with the review of some basic 

sequential machine theory and establishes precisely the terminology 

and notation to be used throughout this thesis. Several machine concepts 

and machine classes relating to behavior checking are then introduced 

and studied. Some of these concepts are to be used extensively in the 

following chapters while the others are introduced for completeness 

or indications of possible generalization that may be applied to the 

results obtained in this thesis.
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(Machines where 
every HS is a DS) (Homable machines)

(Convergence free machines) (Diagnosable (DH machines) 
machines)

(DD machines)

(Machines where every 
single-input submachine 
is reduced)

(Reduced linear 
machines)

(Reduced 
sequence 
generators)

Figure 2. 3 Machine Classification Diagram



Chapter III

DIAGNOSABLE MACHINE REALIZATIONS OF 
SEQUENTIAL BEHAVIORt

This chapter is concerned with the design of a sequential 

machine M which ’’realizes” some given sequential machine behavior 

B and M possesses some distinguishing sequences of ’’reasonable” 

length. The application of such sequences in the design of diagnosing 

algorithms is illustrated by the investigations of Hennie [ 26 ], Kime 

[ 291, and Kohavi and Lavallee ( 32]. In particular, three types of 

realizations are considered using control-input augmentation, test­

output augmentation and state-output augmentation, respectively. 

Such realizations are studied from a machine-theoretic point of view 

and tradeoff between time (length of distinguishing sequence) and space 

(alphabet size and state size) is investigated.

Part of the work in this chapter was reported at the 1971 
International Conference on Fault-Tolerant Computing, Pasadena, 
California [ 37].

42



43

Section 3. 1 Machine Augmentation as a Machine Realization Problem 

Although the problem of designing diagnosable machines has 

been studied previously [ 26] [ 32 L it is usually stated as addition of 

test points or modification of state table to the given network or 

machine. This notion is restrictive in the sense that the same or 

similar physical realization is usually implied. In this section we 

will formalize this notion in terms of machine ’’realization” where 

the only restriction is that the designed machine be able to 

mimic the given behavior while at the same time possesses a 

desired property. With this new notion in mind, many new 

solutions can be obtained.

From the definition of distinguishing sequence, it is immediate 

that every diagnosable machine is reduced but, as is well known, not 

every reduced machine is diagnosable. The problem we wish to con­

sider then is the following:

Given some reduced machine M’, (or equivalently, some 

sequential behavior B where M’ is a reduced machine such 

that = B) , design a diagnosable machine M that 

"realizes” M’.

Note that in stating the problem, no generality is lost by requiring 

that M' oe reduced for if M’ is not reduced, any realization of a reduced 

machine equivalent to M’ is also a realization of M’. A more specific
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statement of the above problem depends, of course, on what is meant 

by ’’realizes”. To insure adequate generality the formal notion of 

machine ’’realization” [ 24] (or "simulation” [ i ]) appears to be the 

most appropriate starting point, that is:

Definition 3. 1 Let M = (I,Q, Z, ô, w) and M’ = (I’,Q', Z’, O’, *’) 

be two (Mealy) sequential machines. Then M realizes M’ if there 

are three functions hp h^ and hg, where

h^: (I’) + —> I+ is a semigroup homomorphism 

such that h^I’) c l,

hg: Q’ -^>Q, and

h3: Z > Z*

such that

/3q,(x) = h3(/3h2(q,)(hi(x))) 

for q’ e Q’ and x e (I’) +.

Thus M realizes M’ if each state q’ of M* can be realized by 

state hg(q’) of M under appropriate input encoding h^ and output 

decoding hg. Note that the restriction h^I') c l requires that the 

encoding be symbol-to-symbol. If M realizes M’, M is said to be a 

realization of M’ and therefore, paraphasing the problem just stated, 

given any reduced machine M’, we seek machines M that are diag- . • 

nosable realizations of M’. Such a realization is illustrated in
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l/l
5/0
4/0

4/1
5/1
I/O M

X a b

1 l/A 4/A
2 3/C 5/A
3 4/C l/C
4 2/C 4/C
5 l/A 5/B

hl1 ' = ei: 11 —I (Input identity mapping)

^2 " 0 (State identity mapping)

h3: Z----- - Z* whose mapping rule is given below:

Figure 3. 1 Machine and a Diagnosable Realization M
1
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Figure 3. 1 where is a diagnosable realization of One can 

verify that is reduced but not diagnosable and yet, under func­

tions hp hg, and hg, realizes and the sequence bb, for 

example, is a distinguishing sequence of Mp

In order to determine what properties affect the complexity of 

diagnosable realizations, three special cases of the general problem 

are considered in the discussion that follows:

1. Find a diagnosable machine M which realizes M’ with . 

|Q I = |Q’ I and |z | = |Z’|. This is the ’’control input” 

augmentation problem.

2. Find a diagnosable realization M of M* with |Q | = |Q’ | 

and |l| = [r [. This is the "test output” augmentation . 

problem.

3. Find a diagnosable realization M of M' with |l | = |r |. 

This is the ’’state-output” augmentation problem.

To preclude the possibility of exploiting any input redundancy 

in the reduced machine M* we will assume throughout the discussion 

that M’ is tr ansition- distinct, that is, for all a, bel’ such that a b, 

there is some state q for which ô’(q, a) f ô’(q, b) . This results in no 

loss of generality since every reduced machine M” is realizable by 

some transition-distinct reduced machine M’. .
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Section 3. 2 Control Input Augmentation

Given a reduced machine M’, let us consider first the class of 

diagnosable realizations of M’ restricted such that each realization 

has the same number of states and output symbols as M’. In this 

case we will show that diagnosable realizations can always be obtained 

where the realizing machine has at most one more input symbol than 

the realized machine. Moreover, in many cases one can obtain reali­

zations which are optimal in the sense that they have the shortest 

possible distinguishing sequences.

We begin by recalling from Lemma 2. 3 that every single-input 

machine is diagnosable if and only if it is reduced. Applying this 

lemma, a nondiagnosable machine can be ’’combined” with a single­

input reduced machine to obtain a diagnosable realization. More 

precisely,

Theorem 3. 1 If M’ is a machine then there is a diagnosable 

realization M of M’ such that |l | = |l’ j + 1, |Q | = |Q* [ and |Z | = |Z’ |.

Proof: Let M” = ({d},Q’, Z’, 0”, co”) be any reduced single- 

input machine (d / I’) with state set and output alphabet equal to 

those of the given machine M’. Consider now the machine M defined 

in terms of M’ and M” as follows:

M = (!' U {d},Q\Z',ô,co)
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ô’(q, a) if a / d

6”(q, a) if a - d

where

ô(q, a) =

and

fw'(q, a) if d 
uXq, a) =(

I w”(q, a) if a = d.

Then if we let

h1(x) = x, for all x € (I’) +

h2(q) = q, for all q 6 Q’

and hg(z) = z, for all z e z

it follows that M realizes M’ under hp h^ and h^; and M is diagnosable 

with distinguishing sequence dn where n = |Q |.

Example 3. 1

To illustrate Theorem 3. 1, let us consider the machine Mg'

whose description is shown in Figure 3. 2. Note that does not 

have any distinguishing sequence.

a b

I/o 
I/o 
I/o
1/1

2/0 
3/0 
4/0 

i/o

Y = {a,b}

Q2' = {1, 2, 3,4}

Z2' = {0, 1}

Figure 3. 2 The Machine Mg’
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Let us next construct a reduced 4-state machine and append it to M9’ 

in the manner described by the proof of Theorem 3.1. The resultant 

machine Mg is diagnosable with ce as a DS as shown in Figure 3.3. 

Note that M^ realizes Mg' under hp hg and hn where

a b c

1
2
3
4

1/0
I/o 
I/o
Vi

2/0
3/0
4/0

1/0

2/0
4/1

3/0

1/1

h1(x) = x for all x e (I ')+, I A
hg(q) = q for all q 6 Qg*

and hQ(z) = z for all z e Zo.

M2 = ^2’ ^2’ Z 2’ 02’ w2^

^2 " ^2* =

Qg = Qg’ - {2,3}

Zg= Zg’ = {0,1}

Figure 3.3 A Diagnosable Realization of Mg'

Thus from a machine-theoretic point of view, diagnosable reali­

zations with input augmentation are rather easily obtained. Aside from 

questions regarding the complexity of the corresponding networks, a 

remaining question of interest for this class of realizations is the 

required complexity of a distinguishing sequence, i. e. its length lg(x). 

From the construction of Theorem 3. 1, it follows that there exist . 

(n-1)-diagnosable realizations of any given n-state reduced machine.
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It is possible, however, to obtain diagnosable realizations of lower 

order and, interestingly, it is always possible to obtain an optimally 

diagnosable realization for any machine by augmenting at most one 

input symbol. Furthermore, if the number of output symbols is a 

power of a prime, then it is possible to obtain a strongly connected 

optimally diagnosable realization. To this end, we recall from Lemma

2. 1 that a machine M = (I, Q, Z, 6, co) is optimally diagnosable if M has a

distinguishing sequence of length flog^n] where |Q I = n and |z [ = p.

The fact that these can be achieved is primarily based on the following 

result of single-input machines, that is,

Lemma 3. 1 For any given integers n > 1 and p > 1, there is an 

n-state, p-output and single-input sequential machine M which is opti­

mally diagnosable. Moreover, if p is a power of a prime, then M can be 

chosen such that it is strongly connected.

Proof: Let m = [log^n] and consider an m-stage p-ar y loop free 

shift register with the output derived from the last stage. Thus to deter­

mine the initial state of this machine, it is only necessary to shift the 

register m times and such a machine is obviously optimally diagnosable.

If p is a prime and [log^n] = m, consider an m-stage p-ary shift register

with a single output line from its last stage and a cycle in its state-graph 

of length n (where pm < n < pm) . That such registers always exist is 

shown in [ 20], for example. If we now let M be the submachine defined 

by the cycle of length n, it follows that each state q in the cycle can be 
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identified after m shifts, i. e., M is an m-diagnosable single-input 

machine. If p is a power of a prime q, say p = qS, the same reasoning 

applies to an ms-stage q-ary shift register with s output lines from 

stages ms, m(s-l), . . ., m.

An example of a strongly connected and optimally diagnosable 

single-input machine is given in Figure 3. 4 for n = 8 and p = 2. If we 

now apply the construction used in the proof of Theorem 3. 1 to single­

input machines guaranteed by Lemma 3.1, we obtain

Theorem 3. 2 If M* = (T, Q’, Z', Ô’, #') is a machine, then there is 

an optimally diagnosable realization M = (I, Q, Z, 5, eu) of M* such that 

|l | = |l' | + 1, IQ | = |Q* j and |Z | = |Z * |. Moreover, if [z’ | is a prime 

power, then M can be chosen such that it is strongly connected.

An application of Theorem 3. 2 is illustrated in Figure 3. 5. Recently, 

a similar approach of input augmentation for designing diagnosable ma­

chines has been proposed by Murakami, et al [41 ]. The length of distin­

guishing sequence obtained there is n for an n-state machine where we 

have shown here that optimal length of distinguishing sequence is generally 

obtainable using our method. In any case, we see that by allowing input 

augmentation diagnosable machine realizations are easily obtained. From 

a network point of view, however, such realizations may require greater 

network complexity than desired or than required by some other realiza­

tion technique. This motivates the examination of realizations wherein 

input augmentation is not permitted, the subject of the section that follows.
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o

The generator is obtained by modifying the max. 
length binary linear sequence generator which corresponds 
to a primitive polynomial h(x) = x3 + + 1. [42].

(a) An 8-State shift register generator

Figure 3.4 An 8-State, Single Input and Binary Output Machine 
with a DS of Length 3



53

0 b

1 I/O 2/0
2 I/O 3/0

I/O 4/0
4 l/l I/O

a

2
3
4

2/0
3/0
4/0
I/O

I/O
I/O
I/O

h| I I' = e.: 11 —> I

h - e : Q*---- Q u \J
h3 ' eZ: Z------Z'

Figure 3. 5 Machine Mg’ and a Diagnosable Realization Mg
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Section 3.3 Test Output Augmentation

Suppose once again that M* is a reduced machine but consider 

now the class of diagnosable realizations of M’ restricted such that 

each realization has the same number of input symbols and states 

as M’. In other words only the output alphabet can be augmented 

in realizing M’. That such realizations always exist is established 

by the following theorem.

Theorem 3. 3 If M’ = (I', Q', Z', Ô’, a>T) is a reduced machine, 

then there exists a diagnosable realization M = (1, Q, Z, Ô, w) of M’ 

such that |l | = |l’| and |Q | = |Q’|.

Proof: Given M’ = (I’, Q\ Z’, Ô’, w’), to obtain the desired 

realization consider the machine M = (I\ Q\ Z, w) where 

Z = Q' x r and w(q, a) = (q, a), for all q e Q’ and a e I’. Then 

under functions hp h2 and hg where

h^ = identity function on (I’) + 

hg = identity function on Q’ 

and hg(q, a) = o)’(q, a)

it follows that M realizes ML Moreover, any sequence a (a e I’) is 

a D S of M and hence M is diagnosable.

It is interesting to note that the proof of Theorem 3.3 demon­

strates not only the existence of diagnosable realizations for any
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given reduced machine using output augmentation but also the existence 

of 1-diagnosable realizations. In other words, with unbounded output 

augmentation it is always possible to obtain a diagnosable realization 

with a distinguishing sequence of length 1. This suggests that there is 

a tradeoff between time (i. e., length of shortest distinguishing sequence) 

and space (i.e., number of output symbols) in the realizing machine. 

To investigate the extremes of this tradeoff, let us first consider the 

minimum time case, i. e., let us require that the realization be 

1-diagnosable and determine the minimum size output alphabet that 

will suffice for such a realization. This can be accomplished as 

follows.

Given a reduced machine M* = (P, Q’, Z’, co'), define, for . 

each a e I’, the function w f: Q’ —> Z’ where o)a'(q) = u)’(q, a), for all 

q e Q*. If further we let

P = | Æ (#') | ( Æ (W) is the range of w’)

and t = max{ | ') | |a € I’}

then the least upper bound on the size of the output alphabet of the 

realizing machine is given by:

Theorem 3.4 If M’ is a reduced machine, then there is a 

1-diagnosable realization M = (1, Q, Z, Ô, w) of M' such that |l | = |P 

|Q| = |QT I and ,Z | = |Q‘ | + p-t. Moreover, there is no such 

1-diagnosable realization of M* with fewer output symbols.
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Proof: Let M* = (I\Q\ Z’, ô',^) where without loss of generality, 

we can assume that Q’ n Z’ = 0, and let del* such that t = | ^(^') 

To obtain the desired realization, consider now the machine

M= (I’,Q’,Z,0’,w)

where Z = Q’ u ( tRW - ^(wd’) )

and

Tq if a = d 

a)(q, a) = / r if u>*(q, a) = w’(r, d) for some r e Q* 

ju'(q, a) otherwise

Then if we let

h| = identity function on (I’)+ .

hg = identity function on Q*

(z if z e (w,’)
h3(z) = / d

^u'(z,d) if z e Qr

it can be shown that M realizes ML Moreover, the sequence d is 

obviously a DS of M and hence M is a 1-diagnosable.

To see that jQ’ | + p-t is the least upper bound on the size of the 

output alphabet for such a 1-diagnosable realization, suppose to the con­

trary, i. e. there exists a 1-diagnosable realization M of Mf such that |z | 

|Q* I + p-t and M realizes M’ under hp hg and hg. Then 3d e I such 

that (^q, d) = o>(r, d) <—> q = r for all q, r e Q which implies that
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(W(P | = |Q | = |Q’|. Therefore |z | < | | + p-t or equivalently,

since Ç Z, |z | - | (w^) | = |Z - | < p-t. By the general

properties of functions we have

lb3<z I < lz->WI 

and

h3(Z) - c h3(Z

Hence, from the above inequality, it follows that

|h3(Z) - h3( (wp ) | < p-t

or, equivalently, since hg( ^(o)d) ) c h^(Z), 

|h3(Z) | - |h3(y?(W{J)) | <p-t

But h3(Z) z since M realizes M’. Therefore |hg(Z) | > p and

substituting in the above inequality

|h3(^(wd)) | >t (1)

Moreover, since M’ is transition distinct and h^ must be 1-1, it can 

be shown that h^ restricted to I* is 1-1 and hence onto. Accordingly, 

there is an input d’ e l' such that h^d’) = d and as M realizes M' we 

have

h3(o)(h2(q), d) ) = w’(q, d’) for all q e Q'.

Since h^ is onto, it follows that
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|hg(^(^)) | = (2)

and hence by (1) and (2)

I >t

This contradicts the definition of t, thereby proving the theorem.

Interpreting Theorem 3.4 in network terms, it is interesting 

to note that in order to obtain a 1-diagnosable network realization, it 

is never necessary to use the output qf every memory element as a 

test output. The latter would correspond to an augmented output 

alphabet of n + p symbols whereas only n+p-t are required (where 

t > 2 if M' has at least two states) .

Turning to the other extreme of the space-time tradeoff problem, 

suppose that no limit is placed on the length of the shortest distinguishing 

sequence and let us consider the output complexity required, that is, 

the minimum size output alphabet required for a diagnosable realization.

Given some input sequence x e I+ it has been shown by Theorem 

2. 1 that x is a distinguishing sequence if and only if x is a homing 

sequence of M and no pair of states converge under x. This charac­

terization of DS will be found useful later on in constructing output 

augmented diagnosable realizations. Using this characterization 

along with the fact that every reduced machine is homable it is also 

immediate that
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Theorem 3. 5 Every reduced, convergence free machine is 

diagnosable.

Thus, applying Theorem 3. 5, one approach to obtaining a 

diagnosable realization M of M’ would be to eliminate (in M) all the 

state pair convergences in M*, that is, for all q,r e Q* such that 

r, ô’(q, a) = ô’(r, a) and œ'(q, a) = w'(r, a), require that w be 

such that aXhg(q), h^a) ) / ^^^(r), h^a) ). This approach, however, 

may not yield a realization with fewest output symbols since a reduced 

machine need not be convergence free to be diagnosable.

A second approach, which can result in realizations requiring 

fewer output symbols than convergence free realizations, is to con­

sider a homing sequence x of M1 and realize M’ in such a way that 

h^(x) is a homing sequence of M and for every state pair {q, r} that 

converges under x, the corresponding pair {ho(q), lUr)} does not 

converge under h^x). If no new state pair convergences are intro­

duced in the process, h^x) is a DS of M, i. e. , M is a diagnosable 

realization of The question that remains open using this approach 

is how to choose a homing sequence of M* that results in a minimum 

size output alphabet for the realizing machine M. One could, of 

course, consider all minimal homing sequences (minimal in the 

sense that no subsequence is a homing sequence) and choose one 

requiring minimum output augmentation. However, this procedure 
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appears impractical from a computational point of view unless the 

number of states of the machine is relatively small.

A third approach is to consider a restricted class of distin­

guishing sequences where the restriction is not directly related to 

the length of the sequences. In particular, one such class which has 

been studied in connection with fault detection experiments [ 32] is 

the set of distinguishing sequences which consist of repetitions of a 

single input symbol. More precisely, let us say that a sequence xe I+ 

is a repeated symbol distinguishing sequence (RDS) if x is a dis­
k tinguishing sequence and, for some a e l and some integer k, x = a . 

Then to obtain diagnosable machine realizations with an RDS we 

observe first of all that -

Theorem 3. 6 A sequential machine M has an RDS if and only 

if there exists a single input submachine of M that is reduced.

V
Proof: Suppose M = (I, Q, Z, Ô, co) has an RDS a , a e I. Then 

a^ is obviously a DS of the single-input submachine M’ = ({a}, Q, Z, co') 

where Ô1 and co’ are Ô and co restricted to Qx{a}. Thus M’ is diag­

nosable and, by Lemma 2. 3, M* is reduced. Conversely, if M 

contains a reduced single-input submachine M1 with I1 = {a} then, 

by Lemma 2. 3, M* is diagnosable and hence any DS of M' is of the 

form a\ As this sequence is also a DS of M, M has an RDS.
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In view of Theorem 3.6, to obtain a diagnosable realization with 

an RDS it suffices to imbed a reduced single-input submachine in the 

realization. Since this condition is also necessary, the minimum size 

output alphabet required is the size below which no such submachine 

can be imbedded. Relative to the problem of imbedding a reduced 

single-input submachine in the realization, we consider first the 

special case where M’ is a (nonreduced) single-input machine and we 

desire a reduced realization M of M’where |Q|= IQ* |. This can be 

achieved by a procedure that uses the "testing graph” [ 32] of a machine 

to determine homing sequences and a ’’distinguishing graph” for book­

keeping.

Before we define these terms more precisely and describe the 

procedure, it will be helpful to review some basics in graph theory. 

A graph G consists of a finite nonempty set V of points together with a 

prescribed set X, called lines, of unordered pairs of distinct points 

of V. Two points {u, v} of V are said to be adjacent if {u, v} e X. 

A directed graph G is a graph whose lines are ordered pairs of distinct 

points, called directed lines.

Definition 3. 2 A testing graph of a sequential machine 

M = (1,0, Z, ô, a?) is a directed graph (allowing self loops) which is 

constructed as follows: Each point of the graph corresponds to a pair 
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of distinct states which are either indistinguishable under some input 

or is a state pair successor of the former. A directed line is drawn 

from point {q^ q,.} to point {qm?Qn} iff 3 a e I a

w(qp a) = w(qj, a) 

Sfap %) = 1m 

6(9], a) = qn

where q1,q.,qm,qn € Q and, m and n need not be distinct from i and j,

but i j and m / n.

It is obvious that each component of the testing graph of a single- 

input machine is either unicyclic (containing only one cycle) or a tree. 

A testing graph is said to be acyclic if it does not contain any cycle. 

In the case of single-input machines, it can be shown that a machine 

has a HS if and only if its testing graph is acyclic. Since a s ingle- 

input machine is reduced if and only if it is both homable and con­

vergence free, the concept of testing graph can be incorporated into 

the characterization of the realizing machine.

Definition 3. 3 Let M = ({a}, Q, Z, 6, w) be a single-input sequen­

tial machine and z e Z. A z-distinguishability graph of M is a graph 

Gz whose points are states of M and which satisfies the following 

conditions:
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i) For every q € V(G%), ü)(q, a) = z.

11) {q, r} C X(GZ) if 6(q, a) = 6(r, a) .

ill) {q,r} e X(GZ) If {a(q, a), 6(r, a)} = {q,r}.

iv) Choose a pair of states {q, r} from a cycle of the testing 

graph 3 oXq, a) = u(r, a) = z and put {q, r} e X(G ). The 

corresponding cycle in the testing graph is then eliminated 

from further consideration.

v) Step iv) is iterated until either all cycles in the testing 

graph are eliminated or no more cycle can be eliminated 

by considering z.

vi) Trivial components are excluded.

We recall that a coloring of a graph is an assignment of colors to 

its points so that no two adjacent points have the same color. An n-coloring 

of a graph G uses n colors. The chromatic number x(G) is defined as the 

minimum n for which G has n-coloring [23 ]- Techniques of computing 

chromatic number and minimum coloring of a graph have been discussed 

in Berge [ g ]. The problem of finding a minimum size output diagnosable 

realization can be seen to be equivalent to that of constructing a set of 

z-distinguishability graphs for each z so that the sum of the chromatic 

numbers of G%'s is minimum. Although the following technique does not 

guarantee a minimum solution, it does not require an exhaustive con­

struction of all possible z-distinguishability graphs and the results 

obtained appear to be satisfactory.
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Let M* 1 = ({a},Q\ Z’, ô*,^’) be the given single-input machine 

and let M = ({a},Q, Z, ô,o>) be the desired realization where for 

simplicity we let Q = Q’ and ô = Ô*. Also let Z* = {o^, Og,..., o^} and 

Z = {o1^ r 2,.. •, , o2, v o2 2, .. ., o2 . , ..., v Op 2, » ., Op i

(1) Construct the cycles of the testing graph of M' and

denote them Tq.

(2) For each self loop of Tq with output o^ and each state 

pair convergence in M’ with output o^, add a line to the 

o. - distinguishability graph G using conditions i), ii),i
and iii) of Definition 3.3. Removing all self loops from

Tq and call the remaining cycles T^.

(3) Compute the chromatic number of each G constructed 
j

in step (2), x(GQ ) , and set L = x(GQ ). Let Z^ =

{o^ e Z’,| there is a Gq constructed in step (2)}.

It is clear that i. > 2 for each o. e Z '. Let T. be the ] - ] s k
cycles of Tq left after k iterations and set k = 1.

(4) Let Z. T = {o. e Z* Io. is an output of T, }. If Z ’ n Z,’ = 0, K 1 1 1 K 8 K 
go to step (5). Otherwise, for each o^ e Zg’ n Z^’, 

select a state pair {q, r} from a cycle of T, (i. e. a

point of that cycle) with output

the line {q, r} to Gq does not increase its chromatic 

number. If this is successful, remove that cycle from

1 z p
where each i. is to be determined and i. > 1. Then to design M,

Procedure 3. 1

o. such that addition of
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Tk and increment k by 1. This step is iterated until 

Tk = <£, Z& n Zk* = ÿ or increasing the chromatic 

number of some GQ becomes necessary. 
' j

(5) Let k. be the maximum number of cycles in Tk such 

that each of these cycles has a point with output oi and 

each pair of these points have no state in common.

Choose o. e Z' k. = max k. and select these k.
J k J o.eZ' 1 J

i k
state pairs. Add these k. lines to G , remove the 

J Oj
kj cycles from Tk and increment k by 1. This process

is iterated until for some integer n, T^ = 0.

(6) For each Gq constructed, assign appropriate symbol 
j

from Z to each point of G using i. = y(G ) so that no 
°j 3 °j

two adjacent points of Gq have the same symbol. The 
j

size of the realizing output alphabet = V y(G ) where 
o.eZ* °i

X(G ) = 1 if G = *. 1
°i °i

Example 3. 2 •

To illustrate Procedure 3. 1, let us consider the single-input 

machine given in Table 3. 1. Note that no reduction of the machine 

should be made since it is implicitly understood that is a 

single-input submachine of some other machine. Tq of is shown 

in Figure 3. 6. The nonempty distinguishability graphs obtained using 

step (2) are shown in Figure 3. 7. It can be easily found that
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Q a

1 l/oi
2 Vo y
3 V°i
4 4/oj
5 4/o1
6 6/o1
7 6/ot

8 8/o1
9 8/o J
10 lVo2
11 12/° 2
12 14/0 x
13 15/o1
14 16/°2
15 17/o2
16 18/°3
17 19/o3
18 12/O1
19 13/o j
20 21/o2
21 22/Og
22 23/o2
23 20/o2
24 26/o1
25 27/o x
26 24/o1
27 25/o1

Table 3.1 Machine
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A 26

6,25

12,13

Figure 3. 6 T0
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^0| 2) 8(01 4)

9(0|i3)

IO(O2I) 11 (0P J
O- '--------o

20(02 . ) 2K0P Q—  *- —O

22(022)
G°2

Figure 3. 8 G and G After Step (4)
• °1 °2
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Q a

1 ^l, 1
2 1/01,2
3 ^l, 3
4 4/01,3
5 4^l, 2
6 6/oXj 2
7 6/01,1
8 ^°l, 4
9 8/01,3
10 ^/°2, 1
11 ^^°2, 2
12 14/°15 2
13 15/°1,3

14 16/h3-1(o2)

15 17A3-1(o2)

16 18/°3(t
17 ^°3, 1

18 12A3-1(O1)

19 13/h3"\op

20 21/o2> !
21 2^°2, 2
22 ^°2, 2

23 20/h3"1(o2)

24 26/°i3
25 2V°i,4
26 24/<ol, 2
27 25/01,1

Table 3. 2 Machine
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X(Gq ) = 4 and x(Gq ) = 2 and we set = 4 and i2 = 2. Using step (4), 
1 2

the constructed G and G are shown in Figure 3. 8. Note that in
°2

executing step (4) we should bear in mind not to increase the maximum 

degree of the graph since the chromatic number is bounded by the 

maximum degree of the graph plus 1 [ 23 ]. Step (5) is not needed in 

this example. The assignment of output symbols in step (6) to G
°1 

and G^ is also shown in Figure 3.8, and the size of the realizing 

output set is = 4+2+1 = 7. Table 3. 2 shows as a collection of 

diagnosable machines which realize

After solving the problem of obtaining a diagnosable realization 

of a single-input machine, the problem of seeking a diagnosable reali­

zation with an RDS for a given machine involves only a straightforward 

process of imbedding. The first step of this process requires the 

selection of an input symbol d from the machine M1 = (I',Q\ Z', .

Then the single-input submachine = ({d},Q\ Z’, 0^,0^') is con­

sidered for diagnosable realization using the procedure stated earlier. 

Finally the imbedding involves the assignment of appropriate new out­

put symbols to M1 to obtain a diagnosable realization with RDS, 

M = (r, Q% Z, w). This procedure will be stated below. Let Sc 

be the sum of chromatic numbers of the distinguishability graphs and 

k& be cycles of T^ of the single-input submachine of M', after ’ 

steps (1) and (2) of Procedure 3. I are applied.
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Procedure 3. 2

(1) Choose R c l’ a R = {a e I’|(Sca+k&) is minimum}.

(2) Choose d e R a | (u^') | < (wa’) | Va e R.

(3) Use steps (1) through (6) of Procedure 3.1 to obtain 

a diagnosable realization of denoted as 

Md= ({d},Q',Z,5d',wd).

(4) Construct M using the following co 

o)(q, d) if a = d

o/q, a) = / o. . if a / d and w’(q, a) = CL c ^(co^’) for 1 < j < L 

<°i, 1 ü / ^(wd’)

In this section, we have presented several methods of constructing 

diagnosable machine realizations of a given reduced machine using. 

output recoding while permitting increases in the size of output alphabet. 

These methods are by no means inclusive. However, they serve to 

illustrate some basic approaches that may be taken. Using the general 

concept of a diagnosable realization introduced in Section 3. 1, other 

feasible techniques can also be investigated. For example, in using 

the output augmentation technique, if we do not restrict the size of 

state set in the realizing machine to be the same as that of the realized 

machine, then in many cases it is possible to further reduce the size 

of output alphabet in the realizing machine. This serves to motivate, 

in the next section, the study of realizations where increase in the 

number of states is allowed.
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Section 3.4 State-Output Augmentation -

A natural question which we would like to ask next is whether 

it is possible to obtain a diagnosable realization of any given machine 

with only state augmentation. If the answer is affirmative, such 

a method of realization will be very useful in many cases where no 

input -output terminals can be added to the. design. Unfortunately, 

as to be shown in the following, this is impossible. Nevertheless, 

we will also show in the succeeding development that when it is used 

in conjunction with the output augmentation methods of last section, 

reduction in the size of augmented output set can be obtained.

To simplify our discussion, let us assume that the machines 

to be considered have onto output functions, i.e. if M = (I,Q, Z, Ô, w) 

is a machine, then

= z.

Lemma 3. 2 Let M' be a transition-distinct and reduced machine. 

If machine M realizes M' under (hp hg, h^), then

1) h| is 1-1, and

2) hg is onto.

Proof: To prove 1), let us suppose the contrary, i.e.

3 a, b e I’, a a b but h^a) = h^b). Since h^ is a semigroup homo­

morphism, V x e (I’)*, hp(ax) = h^bx) . Now M realizes M’ and 

by Definition 3.1, V q' e Q’ and x € (I’) *
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0ql(ax) = h3($h2^ (h1(ax) ) )

= 3q,(bx).

It follows that ôf(q’, a) = ô'(q\ b) . But M’ is reduced, thus

ô'(q',a) = ô'(q\b) V q’ e Q*

contrary to the assumption that M’ is transition distinct.

To show 2), we also suppose the contrary, i.e. 3z* e Z* a

V z e Z, hg(z) z\ Since we assume w’ is onto Z', 3 q’ € Q’ 

and x e (T) + 3

^q’(x) = z’ h3^h2(q’) ^1^ ’ -

Thus M cannot realize M’, a contradiction to our hypothesis and the 

proof of the theorem is now complete.

With the help of this lemma, we can now show that if no input­

augmentation is permitted, in order to design a diagnosable reali­

zation of a given nondiagnosable reduced machine, it is necessary 

to augment the output alphabet. More precisely,

Theorem 3. 7 Let M' = (I\Q\ Z’, ô’> w’) be a transition-distinct 

nondiagnosable reduced machine. If M = (I,Q, Z, 6, w) is a diagno^ able 

realization of M’ and |l| = |l* |, then

|z| > |Z'|.



75

Proof: Let us assume that the hypothesis is false, i. e.

|Z | < |Z’ |. From Lemma 3. 2, hg is onto, it follows that |Z’ | = 

|hg(Z) Furthermore, by the general properties of functions, 

|hg(Z) | < |Z |, we have |Z* | < |Z [. Thus this contrary assumption 

leads to the only case where |z | = |Z' |. It is clear then that h$ is 

1-1 and onto. Similarly, since h^ is 1-1 and |l | = |r |, it must be 

the case that h^ is onto. Now since M is diagnosable, let x e (F) + 

be such that h^x) is a DS of M. Let q, r e Q’ and if

3q(x) = 3 r(x)

then by Definition 3. 1, for every prefix y of x

3q(y) = h3(3h (q) (h!(y) ) ) = 3/y) = h^ (h^y))). 
2 2

It follows that

^(q) (^1^ ) = ^h9(r) (^1^))

But since h^(x) is a DS of M, it is immediate that hg(q) = hg(r). We 

claim if h9(q) = ho(r), then q = r. Suppose q / r but h9(q) = h9(r)

^q^ = ^3^h9(q) (^1^ ) ) " h3^h„(r) ) .
2i 2i

= 3r(x) Vx e (I’) +

i. e.

q - r

But since MT is reduced, it must be that q = r. This is to say that x is 

a DS of M’, a contradiction to our hypothesis of M’ being nondiagnosable. 

Thus |Z | > |Z*|.
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- Interpreting Theorem 3.7 in a slightly different way, it says 

that given a reduced nondiagnosable machine, it is impossible to 

obtain a diagnosable realization by just augmenting the state set 

alone. Thus input or output augmentation is necessary for obtaining 

a diagnosable realization. However, we have shown in Theorem 3. 1 

that augmenting one input symbol is sufficient for obtaining a diag­

nosable realization of any machine, and as such the minimum 

number of input symbols required has been achieved. Nevertheless, 

in the case of output augmentation the question of whether the number 

of augmented output symbols can be further reduced by state augmen­

tation has not been answered. Toward obtaining an affirmative answer 

to this question, let us next consider the case where the only restriction 

placed on the realization is that the input alphabet size of the realizing 

machine remains unchanged compared to the given machine.

Recall that a reduced machine is not diagnosable due to the 

condition that there are state set convergences under every homing 

sequence of the machine. As also discussed earlier, one technique 

of obtaining a diagnosable realization (for a given machine) is to 

eliminate (in the realizing machine) all state set convergences under 

a homing sequence. Thus we will first consider the problem of 

eliminating state set convergences under a particular input symbol 

by increasing, relative to a given machine, both the number of output 

symbols and number of states in the realizing machine.
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To minimize the amount of information required to eliminate 

some state set convergences (in the realizing machine) of some given 

machine, it is often found to be convenient to treat only parts of the 

machine at a time. Since we are dealing with parts of the machine, 

the realizations of these parts will have to preserve the structure of 

the original complete machine. In this respect, the type of machine 

realization in Definition 3. I is found inadequate because it deals only 

with the input-output behavior of the machine. Thus a stronger type 

of machine realization preserving machine structure is needed.

Let M = (I,Q, Z, 6, co) be a sequential machine, then, the state 

behavior of M for initial state q (g € Q) is the function

a : I*->Q 

where .

«q(x) = ô(q, x)

for all x e I*. Then the type of realization we desire is that of ’’homo­

morphic” realization which simulates state behavior as well as input­

output behavior [gg ].

Definition 3. 4 M homomorphic ally realizes M’ if there is a 

triple of functions (77^, 773), where

77^: (I’) + —> I+ is a semigroup homomorphism such that 

77i(D Ç i
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- r)2: Q—> Q’ (onto)

; Z ->Z'

such that, for all q e Q and a e I’, 

and

From the above definition and Definition 3. 1, it follows that if 

M homomorphic ally realizes M’ then M realizes M'. However, the 

converse is not true. For considering any machine M and its reduced 

version M and mutually realizes one another. On the other 

hand, although M homomorphic ally realizes M^, need not homo- 

morphically realize M. Thus the homomorphic requirement is indeed 

a proper restriction. In case M realizes M' and M1 is reduced, 

then M realizes M’ if and only if M homornorphically realizes 

M’[38]. .

Returning now to the problem of eliminating state set convergences 

by state-output augmentation, let M’ = (T, Q’, Z', 6*, co') be a machine, 

S c Q*, and for any s, s’ e S, ô(s, a) = 0(s', a) and co’(s, a) = co'(s', a) = z 

for some a € l’ and z e Z'. We can subdivide the treatment of this 

problem into the following three cases: '
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1) ô’(s, a) = q e S V s e S.

2) ô’(s, a) = q, q { S 

and cü'(q, a) w’(s, a) V s e S.

3) ô’(s, a) = q, q | S 

and w’(q, a) = a>’(s, a) V s e S.

These three cases will be discussed separately in the following.

Case 1 Given a machine M', let S c Q1, a e I and

5*(s, a) = q e S
) V s e S 

w'(s, a) = z e Z’ J •

In order to eliminate this state set convergence, the minimum 

number of output symbols in the realizing machine is |s| if methods 

of output augmentation are used. We will show in the following that it 

is possible to reduce this bound if state augmentation is permitted.

Theorem 3.8 Let M' = (I',Q\Z',6',w'), Sc Q\ |s| = k, 

ô *(s, a) = q and w’(s, a) = z for all s e S, some a e I’, z e Z’ and 

q € S. Then the submachine of M’ with states S, input {a} can be 

homomorphically realized by a diagnosable machine = 

({&},Q, %, 6, w) with

lz l < + 1
and

|Q I < k + [-g-] - 1

k kwhere is the largest integer not greater than
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Proof: Let = ({a}, S, {z}, Ô |Sx{a}, w|Sx{a}) be the submachine 

of M’ which contains the state set convergence under consideration. 

Without loss of generality assume has the following state table.

a

S = {1, 2,...,k}

1

2

3

k

1/z

1/z

1/z

Let us construct a reduced machine which homomorphically realizes

M1 by splitting state 1 and creating an output set which distinguishes 

each state pair. Such a machine is shown below:



81

a

1

2 Vzi

3 93/^1
■ •

r4i -1 
Ci

. /■-

1/^1

k Vz k
Lit J+1

Vz2

q2 9g^3

k t -[-yl - 1

b̂
'

1 

O
'

where -

Z = {z. |i= 1, 2, . .., [-^-J + 1}

Q — {1, 2, . . ., k, Qg,

If we define the triple of functions (7^, 772, ??g) as the following:
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- 771 is an identity function on {a} +

' Ct if t 6 S - {1}

' %2(t) = \
b if te {l,q.|i=l,2, . - 1}

and

= z for all z^ e Z

Then we claim M homorophically realizes MH To show this, let t e Q a. a
and t e S - {1}. Then ô’(772(t), a) = ô’(t, a) = 1 Now, from the state table 

of Ma, if t e S - {1} then ô(t, 7?1(a) ) = ô(t, a) e {1, q. |i=l, 2, . . . 1}

and by the definition of 77^ , (ô(t, (a))) = t?2 (ô(t, a)) =1. If

t e {l,q.|i=l,2, — , r-^-1 - O, then ô'(7?2(t),a) = ô’(l, a) = 1 and 

ô(t,a) e {l,q.|i=l,2,...J^-l - 1}. Thus n2(ô(t, a) ) = 1. In either 

case, we have the following: if t e Q, then , a) = 772(ô(t, 7?|(a)).

To verify the second condition of homomorphic realization, we note

that V t e Q, 0’ ,n(a) = z and since V z. 6 Z 7?g(z.) = z, we have

^g(t) (%) = ^(^(a)))- This completes the proof of the theorem.

Note that in Theorem 3. 8, in order to distinguish each state 

in Q, it requires the repetition of the corresponding input symbol

77pa) twice, i. e. the sequence 771(a) 771(a), in the realizing machine. 

This suggests the investigation of the extreme case where the mini­

mum size output set can be obtained in the realizing machine if length 

of the input sequence required to distinguish Q (and thus the number 

of augmented states) is unlimited. This is accomplished as follows:
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Theorem 3.9 Let M’ = (r, Q’, Z’, ôT, w’), S c Q’, |S | = k, 

ô’(s, a) = q and w’(s, a) = z for all s e S, some a e I’, z e Z* and 

q e S. Then the submachine of M* with states S, input {a} can be 

homomorphic ally realized by a diagnosable machine

M = ({a},Q, Z, ô, w) with

| Z | = 2 and

|Q| <2k- 2.

Moreover, Mo is £-diagnosable with I < k.

Proof: For k < 2, the theorem is trivially satisfied since no 

state augmentation is necessary. For k 3, let M’ be the single­

input submachine of M' having states S = {1, 2, .. ., k} and input {a} 

as shown below: .

a

Let us construct a reduced single -input machine M which homomor­

phic ally realizes by splitting state 1 and creating a two symbol 

output set which distinguishes each state pair in M . Such a machine 

Mo is shown below: d
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k- 1

k-2

k-3

QVz

q/z

^k-3^2

1/z

Hk- 

1/z

Hk-2 

q^i

z

Z2
Zg

where

Z - 2? Zg}

Q= {1, 2,. , q^> q 2’ ■ ■ ■ ’ q^_ 2* '

Ma homomorphic ally realizes under (7?^, 77g, ?7g) where

Ka}+ is an identity function on {a} +

ft if t e S - {1}
^2^ = \ r I

U if t€ {l,qji=l,2,. .,k-2}

and 7]g(zp = z for i=l, 2.

To see that M a is !L-diagnosable for f < k, we note that the state

diagram of M is unicyclic with a cycle of length k-1. Since any pair 3.
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of states on the cycle is distinguishable by a sequence of length k-1, 

it is clear that any pair of states not on the cycle are distinguishable 

by a sequence of length k.

It is interesting to note that Theorem 3.9 demonstrates the 

possibility of eliminating a state set convergence of any size by 

adding at most one more output symbol using state-output augmen­

tation. However, to distinguish the augmented state set, a repetition 

of the corresponding input symbol ^(a) of at most k times is required 

where k is the size of the original state set in the convergence. Some 

complications may occur in designing a diagnosable realization due 

to this limitation but let us postpone their discussions until after the 

following example which illustrates the application of these theorems.

Example 3, 3

Consider the machine M$ whose state table is given in Figure 

3.9.

Figure 3.9 Machine M$

a b

1 I/o 2/1 I' = {a,b}

2 I/o 3/0 Z' = {0, 1}

3 I/o 4/0 Q' = {1,2,M, 5,6}

4 5/0 2/1

5 6/0 2/1

6 1/1 2/1
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It can be easily verified that ML is reduced but not diagnosable. D
Using output-augmentation methods of Section 3.3, it can be shown 

that the minimum size output alphabet for a diagnosable realization

is 4. Now consider the single input submachine of ML: u

a

1

^5,a= 2

I/o
I/o

3 I/o
Employing the constructive procedure in the proof of Theorem 3. 7, 

it is immediate that M^ & is homomorphic ally realized by the following 

machine Mc •5, a

1/z 2

Vz2

q/z

with (7?p r)ÿ where

M5,a =

■q Y is an identity function on {a} +

=
t if t e { 2, 3}

1 if t e {1, q}

^3<ZP = 0 for i=l, 2
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Expanding ML we obtain the following diagnosable realization of o, a
ML, MR as shown in Figure 3. 10.D D

6/z

5/z

1/z

1/z

1/z

4/z

3/z

2/z

2/z

2/z

2/z

2/z

5 - Q= {1, 2,3,qi,4,5, 6}

1= {a,b}

Z — {zZg,

Figure 3. 10 A Diagnosable Realization of ML, M

The three functions of realizations (77^, relating Mg and Mg are:

is an identity on I

172W
ftifte {2,3,4, 5, 6} 
\lifte {l,qi}

’W
0 for

1 for

i= 1, 2

i=3

It can be shown that Mg has a DS, aaa, and the realizing output set has 

3 symbols comparing to 4 symbols required for the methods of the last

section.
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Note that Mg of Example 3. 3 has a repeated symbol homing 

sequence (RHS) aaa and elimination of the state set convergence is 

sufficient for obtaining a diagnosable realization. However, in 

more general cases, this may not be as easy due to the fact that a 

state set converging under input symbol a may require the repetition 

of ?7^(a) many times to fully distinguish its corresponding state set in 

the realizing machine. Complications may happen in that either there 

are other state set convergences under the same input symbol a or 

that any repetition of a fails to be part of any HS in the given machine. 

Nevertheless, the first problem can be treated in a way similar to 

what has been done here or other cases of eliminating state set con­

vergences to be presented in the subsequent discussions. The second 

problem can be treated by eliminating cycles of the testing graph of 

some single input submachine of the given machine and is also to be 

presented later in this section. Thus it will be seen that this limi­

tation may not be as severe as it might have appeared. What we 

have accomplished here is a method of reducing the number of test 

outputs which is otherwise unattainable by the output augmentation 

methods of last section. Another point illustrated by Example 3. 3 is 

the importance of homomorphic realization of Definition 3. 4. In order 

to obtain a complete diagnosable realization of Mg, it is necessary to 

imbed the diagnosable realization obtained from Mg a, Mg, a, into a 

machine realizing MÉ. The homomorphic requirement serves to relate 

the partial realizing structure and the complete realization.
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i
Case 2 Given a machine M', let Sc Q\ a e I’,

ô’(s,a) = q | S
) V s e S, 

o)'(s, a) = z e Z *J

w'(q> a) = z' z

The problem here is to find a method of realization by increasing the 

number of states and output symbols in the realizing machine so that 

the corresponding state set of S in the realizing machine, , can

be distinguished by a sequence formed from the symbol ^(a) . Before 

we present our results, let us first review several notions of .sequential 

machines to be used in the discussion.

Definition 3. 5 A sequential machine M = (I, Q, Z, 5, cd) is incom­

pletely specified if the transition function 6 is a function from a proper 

subset by Q x I into Q and the output function co is a function from a 

proper subset of Qx I onto Z.

Thus for any given state q e Q of an incompletely specified machine 

M, we can partition I+ into two disjoint subsets of sequences and A^ 

where

Aq = {x e I+ 10g(x) is defined }

and Aq = l+ _ a . is called the applicable set of q in M. In case 

Aq = 0, we say q is a degenerate state. An incompletely specified 

machine is diagnosable if when the machine is started from any
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I 
nondegenerate state, the machine is diagnosable. If Q" c Q, and 

x g I+, then Q<f is said to be distinguishable by x if V s, t e Q"

A A
x e A n A, and (x) = /3,(x) => s = t. St b C

Furthermore, if M' = (I',Q\ Z', eu') and M = (I, Q, Z, ô, w) are two 

incompletely specified machines, we say M realizes M' if 3 (hx, h2, h3) 

such that whenever 5'(q, a) and w’(q, a) are defined for any qe Q' and 

a e I’, then w(h„(q), h1 (a)) is also defined and the usual conditions of real­

ization are satisfied. Similarly, we say M homomorphically realizes 

M* if 3 (77 ,77 77.J such that whenever ô'(q, a) and co’(q> a) are defined 

for any q e Q* and a e I’, then 0(772 ^(q), ^^(a)) and ^772 \q), are 

also defined and the usual conditions of homomorphic realization are 

satisfied . With the help of these definitions, we will first show that, 

in Case 2, it is possible to reduce the number of output symbols required 

for test augmentation if the number of states is increased in the realizing 

machine.

Theorem 3.10 Let M' = (I',Q', Z', ô',w'), Se Q’, |s| = k, ô’(s, a) = 

q, wT(s, a) = z and w'(q, a) = z V z, for all s c S, some a 6 U, z, z* g Z* 

and q £ S. Then 3 a machine M realizing Mf under (hp h2, h^) such that 

h2(S) is distinguishable by the sequence h^a) h^(a). Moreover, 

|hg"\^(<u'|Sx{a})) I <2

|{q} x {a})) I < [-yj + 1

and

|Q| < |Q’I + by J
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Proof: The proof of this theorem is basically similar to that of 

Theorem 3. 8. However, since a submachine must be closed, let us 

consider an incompletely specified single-input machine 

Ma = (W' S U {q, ô’(q, a)}, {z,z'}, 6^, o^) where

V <5'|{S u {q}} x {a}

= w’ |{S u {q}} x {a}.

The state table of M’ is shown below:

q/z

r/z*

a

z S= {1, 2,

and

r = 6’(q, a).

We note that r is a degenerate state in M’. To prove the theorem, it à
is sufficient to show that there is a single-input diagnosable realization 

M = ({a}, Q . Z. ô . co ) of M* satisfying conditions specified in the 

theorem. Such a machine M is demonstrated by the following state 

table.
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Ma

hrl + 1

^2

3rJ

Vzi

r-rl -1

a

i(a) 771(a), where

It can be easily verified that M homomorphic ally realizes M’ under a a

(7?p ti2, ??g) and has a DS 77

77 1 is an identity function on {a}+ 

t if t e S or if t = r 

q if t e {q,qj|i=l, 2, . . .=



93

fz if we {zpZg}
^(w) = < r , k .

if we {z!|i=l,2,...,[^-J + 1}

To show that the bounds stated in the theorem can be achieved, it 

suffices to note that

h3-1(z) | = 2

I = L^-J + 1

and
. . k|Qa | = k + 2 + [y]

= |QJ + ItJ

To construct the complete realization desired, it is sufficient to relate 

(?7p ^2’ (^1» ^2' ^3^ follows:

h1|{a}+ = ?71

h2|{a} x S u {q,r}} = %2

^3 = ^3'

Note that in Theorem 3. 10 we only consider the necessary infor­

mation related to the state set convergence. If the knowledge of the 

complete machine structure is utilized, the bounds given may be further 

reduced but the amount of information required for analysis may be • ' 

prohibitive for large machines. Although Theorem 3. 10 demonstrates 
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possibility of reducing the number of augmented output symbols by 

increasing the number of states in the realizing machine, the bounds 

given are not the best even in the restricted sense of using only the 

necessary information related to the state set convergence. In 

general, our goal is to reduce the number of test output terminals 

needed while at the same time, trying to minimize the number of 

states to be added. To achieve this goal, it is generally desirable 

to minimize the total number of output symbols and the number of 

states required and to equalize the sizes of the pre-images of the 

original two output symbols under the realizing output function u
More precisely, if M* is an incompletely specified single input 

machine with the following state diagram

3 Q
zT

O

where the label on each directed line represents the output under that 

transition, our goal here is to find a single input diagnosable machine 

M such that

i) M homomorphically realizes Mf under (77^, 77^, 77$), •

ii) Max { 177g ^z^ [, (77$ \z*) |} is minimized, 

and iii) |Q | - |Q* | is minimized.
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Note that the state diagram of M’ given above is an in-tree of 

depth 2 [23 ]. Thus this problem can be restated as a problem in 

graph theory. First, let us review some more basics of graph theory. 

Let p and v be two adjacent points in a directed graph G. If the directed 

line goes from p to v then we say v is adjacent from p and p is adjacent 

to v. The outdegree od(p) of a point v is the number of points adjacent 

from it, and the indegree id(v) is the number of points adjacent to it. 

A source in G is a point which can reach all others and a sink is a point 

which can be reached from all others.

The problem then can be stated as follows. Given an in-tree of 

depth 2, G’, with k sources and I sink, find another in-tree of depth 

2, G, with k sources and I sink such that the maximum in-degree of 

any point in G is minimized and G’ is a homomorphic image of G. A 

rather simple solution of this problem is obtained by splitting the 

point q in the above state diagram of M’ into m points where m is an 

integer determined as follows:

[Vk j if [Vk] - /k > /k - [Vk] 

m = < [Vk] if [Vk] - Vk < Vk - [VkJ
2

p if k = p for some integer p (3.1)

Tabulations of the state diagrams of M' and M for k = 3 to k = 12 are 

shown in Table 3. 3A and Table 3.3B. The following procedure for­

mally summarizes the solution method.
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TABLE 3.5A

k M' M

* r IO-^go_
3 2 0-^0-—0

q,
3 o< 3 O—----- ---------

1 Cl 1 o^Qo
o r

4 O
4 cr 4 0^—

1 CL
2 o\ q r

i— M
5 3 O 3CF" 3>O

4 CÇ/
5 a 5 cr*

i a z^S^o
2 aN
3 o^Xq r 3(/^

6 4 4(X_
5 cry 5°-^—
6 a 60^
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Procedure 3. 3

(1) Split the point q in the state diagram of M’ into m 

points, labeled qQ, qp ..., qm_ where m is deter­

mined according to Equation (3.1).

(2) If [Vk] - /k > /k - [/kj, then m = [V"kj. Let
2

n = k - m , then for i=l, 2, . .., k

f z(i-1) mod(m+l) i < n [Vk) 
a<i, a) =/

lz(i-l-n)modm «‘>“^1

{
q i if i < n [/k] 

^m+1^ " 1

Q i-n i >n[/kl •
- 1

aKqp a)
\ for i=0, 1,. . ., m-1 

ô(qp a) = r J

(3) If [Vk] - Vk < Vk - [/k j, then m = [Vk] and for 

i= 1, 2,. .., k

a) = z(i-1) mod m, 

ô(i, a) = q . ,
O"1 

and
oXqP , a) = z’^l

> for i=0, 1,2,..., m-1 
ô(qp a) = r J
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(4) The state diagram so constructed represents a machine

M which homomorphic ally realizes M* under functions 

where

Vÿ {a}+ —>{a}+ is an identity function

<
ft if t e {1, 2, ..., k, r} 

\qif te {qo,qp---,qm_i}

%g(w) =
fz if w= z.

s1 z' if w = z! -

Note that in Procedure 3. 3 (2)

1 = F/k],

- | = [Vkj,

and l^"1^ I = L'fkJ,

and in (3)

l^3~ 1(z) I =

1 = rVki,

and I = F^kl-

Thus the following theorem can be stated to summarize the above 

solutions.
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Theorem 3. 11 Let M’= (r,Q*, Z’, ô’, w»), Sc Q\ |s| = k, 

ô’(s, a) = q, w’(s, a) = z and w’(q, a) = z’ z, for all s e S, some

a e I’, z,z* e Z* and z S. Then 3 a machine M homomorphic ally 

realizing M’ under (77 p 77^ 

by the sequence 77^) 77^(a

77g) such that 77^ (S) is distinguishable 

I. Moreover,

b3 \ |77g(S) X {a}) ) I < [Vk],

b3'1(^(w’|{772(q)} x {a})) I < [A],

and |Q| < |Q’| + rA] - 1.

Note that in Theorem 3.11 the size of realizing output set in­

creases 2([A] - 1) over the original output set while if only output 

augmentation is used we need to increase by k - 1. Thus the saving 

on the number of test outputs that needs to be added can be quite 

significant for large k. Furthermore, since the added output symbols 

are evenly divided, the number of test points can be reduced. To 

pay for the reduction of the number of output test points, we have to 

increase the number of states by [A] - 1. The following example 

illustrates some of these advantages.

Example 3.4

Let Mg be a seven state submachine of some machine having 6 

of its states converging to the seventh state under some input a. In 

this case k = 6 and r e S. If we use the output augmentation method, 
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5 additional output symbols will be needed to obtain a diagnosable 

realization of Mg. Using Procedure 3. 3 and from Table 3. 3 A, a 

diagnosable realization can be obtained by increasing one more 

state and 3 more output symbols. Mg and a diagnosable realization 

Mg of M^ are shown in Figure 3. 11. It can be easily verified that 

Mg has a DS aa and Mg homomorphically realizes Mg under 

^l^^ where

77^ is an identity function on {a} +

ft if t 6 {1,2,3,4,5,6}
^2^ = 1 r i

f 7 if t e {7, 8}

^({00,01,02}) = 0 .

and 7?g({10,11}) = 1

M ’ = o

a

1
2
3
4
5
6
7
8

7/00 
7/01 
7/02
8/00
8/01
8/02
1/10
1/11

Figure 3.11 Mg and One of Its Diagnosable 
Realizations Mc
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Case 3 Given a machine M', let Sc Q\ a e I’

6'(s, a) = q S 
) VseS 

cu’(s, a) = ct(q, a) = c e Z'J

It is clear that case 3 is similar to case 2 except the output value of 

q under input a is the same as that of any state in S. Our results in 

this case follows directly from Theorem 3.11.

Theorem 3. 12 Let M' = Sc Q\ |s| = k, .

ô'(s, a) = q, w’(s, a) = w'(q, a) = z for all s e S, some a e I and q S. 

Then there is a machine M homomorphic ally realizing M1 under

%?} such that % -1(S) is distii^uishable by the sequence
1 2 J a

^^(a) ^^(a). Moreover,

| <[/k] 

and

|Q I < |Q' I + |Vk] - 1

Summarizing the efforts made to eliminate state set conver­

gences for obtaining a diagnosable realization, we have developed 

design techniques which allow reduction of the number of output 

symbols or terminals required, in cases that this is possible, by 

increasing the number of states in the realizing machine. In many 

cases it is possible to minimize the number of output symbols ' 

required by augmenting a sufficient number of states. Compromises 
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between the number of additional outputs and the number of additional 

states are usually desirable in practice. Such compromises can be 

easily derived from the techniques we have presented.

As noted previously, the elimination of state set convergences 

under some input by state-output augmentation may lead to complica­

tion where repetition of the corresponding input fails to be a part of any 

DS in the realizing machine. This difficulty is usually caused by the 

fact that the remaining states involved cannot be distinguished after the 

application of this repeated input sequence due to cycles of testing graph 

or additional state set convergences under some other input symbols. 

The elimination of cycles of testing graph can be treated by output aug­

mentation but we will explore here situations where increasing the 

number of states in the realizing machine will also result in the reduction 

of realizing output set.

To study the problem of eliminating cycles of testing graph (or 

more formally, the problem of acyclic testing graph realization), let 

us begin by considering an n-state single input identity machine where 

all the outputs are the same. There are (”) cycles of length 1 in the 

testing graph of this machine and if output augmentation is used to 

eliminate these cycles, a realizing output set of size n is required. 

Now consider the state diagram of the machine which has n cycles of. ■ 

length 1. The output augmentation involves labeling n distinct cycles 
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of length 1. The strategy here is to increase the length of some of the 

cycles in the state diagram so that the number of distinct labelings is 

less than n. To show that this is possible, let us first consider the 

following special case where the order of diagnosability is 2.

Theorem 3. 13 Let M’ = ({a}, Q', {z}, be a single-input, 

single-output, n-state identity machine, i.e. 5’(q, a) = q and w'(q, a) = z 

for all q € Q\ There is a homomorphic realization of M', M = 

(I, Q, Z, ô, w), such that M is 2-diagnosable and ■

and

lz I < byd + 1

|Q | <n + [-g-l - 1

Proof: Let Q’ = {1, 2, . .., n} and M’ be the machine shown below:

1

2

1/z

2/z

Now consider the machine M obtained from M* by increasing the cycle 

length of states 1, 2,... - 1 to 2 and labeling the outputs with + 1

distinct symbols as shown below: ,
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%, %o) where

It is clear that M homomorphic ally realizes M’ under the triple of 

functions (77 p 77

77^(x) = x for x e {a} +

( t if t e {f-y], f-p-] + 1, • • •, n}
nM = < n

{i, q.|i=l, - 1}

773(zp = z for i=l, 2,. .., [-y] + 1 
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It can be immediately verified that M has a DS of aa. To show that 

the bounds are satisfied, let M = ({a}, Q, Z, ô, eu) then

Q = {1; 2,. .., n, Qi, Qo’ ' ' ) Q n 1 
1 ^-1 

Z = {Zp Zn, « - , Z }

and that

+ X*

Although Theorem 3. 13 demonstrates the possibility of reducing 

the number of output symbols required in the output augmentation by 

increasing the number of states, it fails to provide a general scheme 

where a compromise between the number of output symbols and the 

number of states can be made. To devise such a scheme, we need 

some results of number theory which give the number of distinct p-ary 

sequences of period k for any integers p and k. One such result which 

is useful in our application here is the so called Mobius Inversion 

Formula [ 5 ] which is stated below without proof.

Lemma 3. 3 Let p and k be two integers. Then the number of 

distinct p-ary sequences of period k is given by the function

= T 2 M(d) P^^ 
d 

d |k

where /j.(d) is the Mobius function, defined by
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f 1 if d = 1

p.(d) = \ (-1) if d is the product of k distinct primes

0 if d contains any repeated prime factors

Thus I1(p) = p, I2(p) = p (p-l)/2, I3(p) = p (p2-l)/3, etc. Some 

values of the function L (p) are compiled in Table 3. 4.

Table 3.4 Values of the Function ^(p)

k
P

2 3 4 5 6 7

1 2 3 4 5 6 7
2 1 3 6 10 15 21
3 2 8 20 40 105 112
4 3 18 60 150 315 • 588
5 6 48 204 624 1554 3360
6 9 116 670 2580 7735 12215
7 18 312 2340 11160
8 30 810 8160 48750
9 56 2457

10 99 5880

Let us return now to the problem of obtaining an acyclic testing 

graph realization for any given single input identity machine such that 

for any integer p, the diagnosable realization has at most p output 

symbols. We will show that this is possible and will derive an upper­

bound required on the number of states in the realizing machine.
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Theorem 3. 14 Let M’ = ({a}, Q\ Z’, w*) be a single input,

n-state identity machine. Then, for any integer p, there is a diag­

nosable realization M = (I, Q, Z, 6, w) of M’ such that M homomor­

phic ally realizes Mf and

I) |Z I = p 

m-1 
and 2) |q| < 7 k L (p) + m£ 

k=l K 

where m is the least integer such that 

m
n 5121

m-1 
and £ = n - Ik(p) 

k=l

Proof: Let Q’ = {1, 2, .. ., n} and Z ’ = {z}. Construct M = 

(I, Q, Z, 5, co) as follows:

i) Let I = {a}, Z = {z1,z2, . . . ,zp} and Q’c Q

ii) For i=l, 2, . . ., p, let

cu(i, a) = zi and ô(i, a) = i
s-1 s

iii) For i = £ L(p) +1, . . ., g L (p) 
k=l K k=l k

such that s < m-1, let

ô(i, a) = T 

6(q1>ra) =qi>2

=qi,s-l 

s-1’ a) = 1
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and assign z/s to the outputs so that

3.(as) 3j(as) for i M j 

=-l s
and 2 Vp) <) < Ë Vp) 

k=1 k= 1

This is possible as guaranteed by Lemma 3. 3.

m-1
iv) For i = g Ik(p)+1,. . • ,n 

k=l

ô(i, a) = q.

6<% 1’ a) .

m-2'a) = qi,m-l

^qi^-l'a)

and assign z/s to the outputs so that

^.(a5/g.(a5 for i/j

m-1
and g Ik(p) < j < n 

k=l k ~

The machine M so constructed has n p-ary cycles of periods m or 
2mless and has a DS a . Furthermore, M homomorphically realizes

Mr under (%p ?7g) where

7?I is an identity function on {a} +
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ftifl<t<p 
772(t) = < - " , ,

U if t € {i^ • |j=l,s} 

for s=2, 3, . . . , m 

and i=p+l, . . ., n 

ri^zj = z for i= 1, 2, . . ., p

To calculate the total number of states in M, we note that there are p 

states of length 1, I2(p) states of length 2,. . . ,Im_1(p) states of length 

m-1 and £ states of length m. Thus

m-1
|Q| = % k I (p) + mt 

k=l K

The inequality holds for a more general case when |Z’ | > t. Therefore 

m-1 
|q| < 2 k 

k=l

Perhaps the formality of the proof of Theorem 3. 14 may have 

obscured the simple rule of the design it represents. For a given 

single-input n-state identity machine, the rule simply elongates some 

of the cycles of the state diagram so that the new state diagram con­

sists of n p-ary distinct cycles of length at most m where m is 

calculated from n and p based on the result of Lemma 3.3. A 

systematic procedure for constructing such realizations can be 

derived simply from the enumeration of distinct p-ary cycles of 

length at most m. It is interesting to note from Theorems 3. 7 and
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3.14 that it is possible to obtain a minimum-output diagnosable reali­

zation (i. e. p = 2) by increasing sufficient number of states where the 

maximum number of states required is given in 2) of Theorem 3. 14. 

Some values of this bound for the case of p = 2 is compiled in Table 

3. 5. Example 3. 5 illustrates an application of Theorem 3. 14.

Table 3. 5

n m a m
& V’ |Q| |Q| - lQ'1

3 2 1 3 4 1
4 3 1 5 7 3
5 3 2 5 . 10 5
6 4 1 8 14 8 ;
7 4 2 8 18 11
8 4 3 8 22 14
9 5 1 14 27 18

10 5 2 14 32 22
11 5 3 14 37 26
12 5 4 14 ' 42 30
13 5 5 14 47 34
14 5 6 14 52 38

Example 3. 5

Consider an 8-state reduced non diagnosable machine as 

shown in Figure 3. 12(a). Suppose it is desired to obtain a diagnosable 

realization of by increasing no more than 1 output symbol. If we
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choose to eliminate the 5 states convergence under b using Theorem 

3.9, we need to add 3 more states and the realizing machine will be 

5-diagnosable. Employing Theorem 3. 14, we first choose the 4-state 

identity submachine of under a as shown below

a

1

2

3

4

i/o

2/0

3/0

4/0

>0

Construct a homomorphic ally diagnosable realization of ML M
7, a’ 7, a

whose descriptions are shown below:

M7, a

a

1

2

3

4

9

10

11

1/a

2/3

9 /a

10/a

3/P

11/a

4/3

2

9

10

If M? homomorphically realizes ML under (%!,%',%L), then * > I j a ' 1V Z J' '
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7)^ is an identity function on {a} +

^t if t e {1, 2} 

7^(t) = / 3 if t € {3,9]

(4 if t e {4, 10, 11}

^({a, ^}) = 0

To construct a diagnosable realization M? of we need to embed 

M? a into in a manner which preserves the homomorphic reali­

zation of M’ by M- . One such machine is shown in Figure 

3. 12(b) where if M? realizes under ^3) then

77^ is an identity function in I+ = (I’) +

t if t e {1, 2, 5, 6, 7, 8} 

7?2(t) = < 3 if t e {3,9} 
[_4 if t e {4, 10, 11}

^3({^3}) = 0

773(0) = 1

Note that M? has a DS of at
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a b

1 I/o 2/0

2 2/0 3/1

3 3/0 4/0

4 4/0 5/1

5 6/0 5/1

6 7/0 5/1

7 8/0 5/1

8 5/1 5/1

(b)

a b

1 1A 2/a

2 2/(3 3/ô

3 9/a 4/a

4 10/a 5/6

5 6/œ 5/6

6 7/a 5/6

7 8/a 5/6

8 5/6 5/6

9 3/3 4/a

10 ll/o! 5/6

11 4/3 5/6

Figure 3.12 Machine and a Diagnosable 
Realization
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Section 3. 5 Summary

In this chapter we have developed three types of diagnosable 

realizations according to how the structure of the original machine 

is augmented to obtain the realization, that is, by i) input augmen­

tation, ii) output augmentation and iii) state-output augmentation.

We have shown in Section 3. 2 that it is possible to obtain a 

diagnosable realization by augmenting at most one input symbol. 

Furthermore, for any integers n and p, there is an optimally diag­

nosable single input machine with n states and p outputs. Thus 

optimally diagnosable realization of any machine satisfying the above 

requirements can be obtained by input augmentation of one input 

symbol. In Section 3. 3 output augmentation was studied where 

tradeoffs between the order of diagnosability (time) and the number 

of output symbols (space) was investigated. First, the best bounds 

on the number of output symbols required for obtaining a 1-diagnosable 

realization of any machine was derived. Several methods of obtaining 

diagnosable realizations without regards to the length of distinguishing 

sequence were then proposed. In particular, a graphic method of 

obtaining a diagnosable realization with repeated symbol distinguishing 

sequences was described in detail.

Finally, the case of output augmentation was generalized in 

Section 3. 4 where methods have been developed for obtaining diag­

nosable realizations which reduce the number of augmented output
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symbols by increasing the number of states. This problem was 

divided in separate cases of eliminating state set convergences and 

cycles in machine’s testing graph. Again, tradeoffs between the 

number of output symbols and the number of states in the realizing 

machine are considered and it has been shown that in many cases it 

is possible, with a sufficient increase in the number of states, to add 

at most one output symbol to obtain a diagnosable realization.



Chapter IV

REGULAR EXPRESSION REPRESENTATION 
OF FAULT DETECTION SETS

Previous chapters have been mainly concerned with fault 

detection properties of a sequential machine from a behavior checking 

viewpoint. In reality, only limited types of faults can occur in a system 

and detection of these faults is generally sufficient for all practical 

purposes. In the following chapters we will constrain ourselves to 

the study of a special class of faults and hopefully be able to derive 

some design criteria for detection of these faults.

Memory fault concept was first developed by Meyer [34 ] for 

the purpose of fault tolerance. The motivation for studying this type 

of fault comes from the observation that it is the memory that dis­

tinguishes a sequential network from a combinational network. While 

consideration of memory faults alone may be restrictive in appear­

ances, it does underlie the basic difficult natures of faults in sequential 

machines. It is with,this contention that we choose memory fault as 

the subject of our discussion that follows.

117
0



118

Section 4. 1 Introduction

The problem of representing and minimizing test sets for 

combinational networks has been investigated from various points 

of view (c.f. [28 ], [16] and [13 ] ; also the general discussion in 

[ 14]) • Although the implementation of such procedures may be 

impractical for large networks, these results are nevertheless 

valuable in that they delimit the complexity of the problem. Such 

solutions may also indicate simpler, more practical methods of 

solving the problem at some sacrifice in optimality or completeness 

of the test set.

In the investigation that follows, we adopt a similar point of 

view relative to the problem of representing and minimizing test sets 

for sequential systems. The class of faults considered is restricted 

to faults which represent permanent changes in the memory structure 

of the system. This restriction is made primarily to simplify the 

discussion and the results obtained can be generalized to include any 

fault which i) does not increase the number of states and ii) does not 

affect the reset mechanism.

The problem of representing detection sequences is considered 

first and it is shown that if D is the set of all sequences that distinguish 

faulty behavior (for a given fault) from fault-free behavior (in a given 

initial state), then D is a regular set. Moreover, a regular expression
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that denotes D can be obtained from expressions associated with the 

fault-free and faulty behaviors in much the same way that test sets 

are determined for combinational networks using Boolean differences 

[ 47 ]-

The problem of obtaining a minimum cost test set (with cost 

measured in terms of testing time) is then considered where the 

primary difficulty lies in the fact that detection sets, although regular, 

are nevertheless infinite. However, we show that the cost of an opti­

mum (minimum cost) test set is bounded from above by a quantity 

which depends only on the size of the fault-free machine and the num­

ber of faults to be detected. From this it follows that the length of the 

longest sequence in any minimum cost test set is also bounded by a . 

known quantity. Thus only a finite subset of each fault detection set 

needs be considered in deriving an optimum test set. Employing some 

rather natural notions of fault equivalence and fault dominance, the 

problem of finding an optimum test set of a sequential machine, given 

a complete description of the fault set, can then be formulated as a 

covering problem. This parallels the solution suggested by [28 ] and 

others for obtaining optimum test sets for combinational networks.
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Section 4. 2 Memory Fault Detection

In studying the effects of changes in machine structure (due to 

faults) on machine behavior, much can be learned by restricting one's 

attention to faults which occur in the machine’s memory. This is 

evidenced in a recent investigation of fault tolerance [ 34], and in the 

study that follows, we adopt a similar point of view with regard to the 

problem of fault detection. To review the basic notions of a memory 

fault and the resulting faulty machine [34 ], let M = (I, Q, Z, ô, w) be 

a finite state (Mealy) sequential machine with input alphabet I, states 

Q, output alphabet Z, transition function ô(ô: Q X I —> Z).

Definition 4. 1 If Misa sequential machine, a (memory) fault 

of M is a function on the states of M. If M = (I, Q, Z, Ô, w) is a sequen­

tial machine and p: Q —> Q is a fault of M, the result of p is the sequen­

tial machine

Mm = (I, QZ, ôg, (/) 

where .

1) Q= Im(p), the image (range) of p.

2) ô*1 = pô restricted to Q^x I, where pô is the composite 

of ô and p, first applying ô.

3) J1 = w restricted to Q^x I.

Given some machine M and a fault p of M, one can then regard 

p as "detectable" if the behavior of M^ can be distinguished in some 
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way from the behavior of M, i. e. if B / B . Assuming that fault 

detection routines are to rely only on a knowledge of external behavior 

relative to one or more initial states of the faulty machine, the notion 

of a "state-detectable” fault can be made precise as follows. If g is 

a fault of M then relative to some initial state q e Q and the corres­

ponding initial state g(q) e Qg is detectable if the behavior of M in 

q differs from the behavior of MM in g(q) . More precisely,

Definition 4. 2 If g is a fault of M and q e Q then g is q-detectable

“ * fa '

Implicit in applying this notion of q-detectability, of course, is 

the ability to "reset" M to state q in a manner such that, for any fault 

g of M, can be reset to g(q) . However, any input symbol a that 

resets M to q will have this property for suppose ô(r, a) = q, for all 

r e Q. Then ô^r’, a) = g(ô(r\ a) ) = g(q), for all r1 e Q^, i. e. a resets 

M^ to g(q). As the notion of q-detection, per se, does not require the 

existence of a reset input, we will generally leave such inputs unspecified.

If a fault g of M is q-detectable then, by definition, there is at least 

one input sequence x e I+ that will detect g in the sense that B^, . (x) / 
p(q)

0q(x), i. e. the last output symbol distinguishes from M. We adopt 

the following notation and terminology for the set of all such sequences, 

including the case where none exist (i. e., g is not q-detectable).
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Definition 4. 3 If pi is a fault of M and q e Q then the basic 

q-detection set of g is the set

D(g,q) = {x 6 I+|^^(x) £ 0q(x)}.

Obviously, is q-detectable if and only if D(pt, q) </>.

Although D(pi, q) suffices to characterize the detectability of faults 

pi relative to initial state q, in most testing applications, one is able to 

observe the complete output sequence as opposed to the last output 

symbol. This yields a general set of detection sequences which can be 

defined as follows.

Definition 4.4 If pi is a fault of M, q e Q, and x 6 I then x is a
A A

(pi, q) - detection sequence if (x) f 3q(x). The q-detection set of pi 

is the set

D(pi,q) = {x e I+ |x is a (pi, q) - detection sequence}.

Since 3 uniquely determines 0 it should be obvious that D(pi,q)
A

uniquely determines D(pi, q). The precise nature of the relationship 

between D(pi, q) and D(pi, q) is given by the following theorem.

Theorem 4.1 If pi is a fault of M and q e Q then

D(pt,q) = D(pi,q)I*

where D(pi, q) I* is the concatenation of D(pi, q) and I*.
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Proof: To prove D(g, q)

Definition 4. 4 (x) / ^(x)

c D(g, q) I*, let x e D(g,q). By

and by the definition of 0 , there is

an initial segment y of x such that . (y) f 8 (y), Thus y e D(g, q) 

and as x = yz, for some z e I*, x e D(g, Q) I*. Conversely, to show

D(M,q)I* c D(g, q), let x e D(g, q) I*. Then x = yz where y e D(g, q)

and z

(q)

e I*. Since y e D(g,q), (y) / ^(y) which implies
A A

(x) ^q(x) • Thus x e D(g, q), completing the proof.

Let us illustrate these definitions and Theorem 4.1 with an 

example.

Example 4.1

Consider the 3-state, 2-input and 2-output machine M and faults 

g shown in Figure 3.1. The fault g is 1-detectable for if we let x = 101, 

then

^(x) = 0

and ^(1) ■1

implying that & / /i V compute the 1-detection set of g, D(g, 1), 

let us compare directly the machines M and in which and 

differ. We found that for any sequence x ending with 01 or Oil (x) 

0^(1) (x) and that no other sequence has this property. Thus

D(g,l) = {1*01,1*011}

Using Theorem 4.1, we have
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3
Machine M

Fault g

q m(q)

1
2
3

i

3
3

1/0

Machine M^

Fault g’

q M’(q)

1
2
3

3
2
3 Machine M^

Figure 4.1 Example of Memory Faults
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D(g,l) = D(g,l)I* = {I* 011*, 1*0111*}

Since 1*0111* c 1*011*, it follows that

D(m,1) = {l*on*}

Thus by Definition 4. 4, any input sequence containing 01 is a (/j.,1) - 

detection sequence.

As a consequence of Theorem 4.1, the discussion that follows 

will focus on the basic q-detection set D(g, q) where most of what can 

be said about D^, q) will translate, via Theorem 4.1 to the q-detection 
A 

set D(ju, q).
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Section 4. 3 Regular Representation of q-detection Sets 
A

The detection sets D(m , q) and D(g, q) of Definitions 4. 3 and 4. 4 

respectively are infinite set of sequences. Although Example 4.1 

suggested that they can be compactly represented, such a result has 

not been formally established. In this section we will show that these 

detection sets can indeed be represented by regular expressions 

[ 27] and how these expressions can be computed.

A fundamental observation regarding basic q-detection sets is 

that they are regular and hence representable by regular expressions 

[11]-

Theorem 4. 2 If g is a fault of M and q e Q then D^, q] is a 

regular subset of I+.

Proof: To prove D^, q) is regular, we prove that D^, q] is the 

language accepted by an appropriately determined finite state acceptor 

M’ (from which regularity follows by Kleene’s theorem). Given some 

machine M = (I, Q, Z, 6, co), a fault g of M, and a state q e Q, consider 

the machine M’ = (I, Q',{0,1}, w') where

Q' = Q x

ô’((q, r), a) = (ô(q, a), 0M(r, a) ) 

and
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fl if a) / (r, a)
w’((q,r),a) = <

^0 otherwise

Then, using the definition of behavior, one can easily verify that for 

state q* = (q, ^(q)),

otherwise

Thus, by Definition 4. 3, ^,(x) = 1 if and only if x e D^, q) . Since Q’ 

is finite, M? with initial state q* is a finite state acceptor for D^, q), 

thereby proving the theorem.

a
Corollary 4. 2.1 D^, q) is a regular subset of I .

Proof: Since D(p., q) and I* are regular, by Theorem 4.1 and the
A

fact that a concatenation of regular sets is regular, D(/i, q) is regular.

Having determined that D(p., q) is regular, an immediate question 

is whether a regular expression denoting D(g, q) (or more precisely, 

an extended regular expression where we admit Boolean operations) 

can be determined directly from expressions relating to the behaviors 

3g and /3^. Toward obtaining an affirmative answer to this question, 

if M is a machine, q and r are states of M, and z is an output symbol, 

let

Sqjr = {x e ï* |ô(q,x) = r}, 

and z = {x e I^|^(x) = z}.
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To obtain regular expressions that denote the above sets, if A and B 

are expressions denoting sets A and B, let A + B denote A U B, A • B 

denote A n B, A denote I*- A and AP denote the concatenation of A

and B. As is well known, the sets S are regular and expressions 
Q) r

denoting them can be solved for by successive application of Arden’s

lemma (see [ 2 ], for example). Moreover, % can be expressed

in terms of the S as follows: 
Qj r

q’z all reQ, ael 
r, a) = z

a (4.1)

Suppose now that M is a machine, g is a fault of M, q € Q and let

UzeZ}
be the set of expressions determined as in (4.1) by M and q. Similarly

let 

be the set of expressions determined as in (4.1) by and g(q), i. e.

Theorem 4. 3 The basic q-detection set of g is denoted by the 

regular expression
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Proof: If x e D(p., q) then, for some z e Z, ^(x) = z and 

accordingly . (x) / z. Thus x e T n and it follows thatM iq/ q, z q, z
x is in the set denoted by the expression

y t .
zeZ

Conversely, if x is in the set denoted by this expression then, for

some z e Z, x e T n . By definition of these sets, £ (x) = z q, z q, z q

and (x) / z. Hence x e D(m, q).

Corollary 4.3.1 D(jU, q) = ( Y T • ) I*.
zeZ q’Z q’z

Proof: Immediate from Theorems 4.1 and 4. 3.

Let us illustrate these theorems with an example.

Example 4. 2

Consider the machine M and fault p. shown in Figure 3.1. We

first compute S Js as follows: 
q, i

81,1^ + 81,1 ^81,3^ (4.2)

Sl, 2 ^1, i 0 + 8^ % 0 + 8^ g 0 (4.3)

81,3 - Sl, 2 (4.4)

Now since

(4.4) become

g = I*, it follows that Equations (4. 3) and

81,2 = 1*0 (4. 5)

Sl,3 = 1*01 (4.6)
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Substituting (4. 6) into (4.2), we have

Sr 1 = A + S1 tl + 1*011

Applying Arden’s lemma and simplifying, we have

Si i = (A + 1*011)1*

= A + 1 + 1*11 (4. 7)

Now, to compute %'s, we use Equations (4.1), (4. 5), (4. 6) and 

(4.7)

= (A + 1 + 1*11)1 + 1*01 + 1*010

= I + II + 1*111 + 1*01 + 1*010

= (1 + 11) + I*(0 + 01+111) (4.8)

= 1*011 (4.9)

To compute 's, first let 
q, z

so r = {x e I* | 6M(m(q) ,x) = r} (4.10)
Sb * .

Then
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Again, since 3 = I*, (4.11) and (4.12) can be immediately

obtained

(4 13)

s£3 = i*o (4.14)

Using Equation (4.1) to compute 's, we have

= (A + 1*1)1 + 1*00

= I + 1*11 + 1*00

= I + (1*1 + 1*0) 0 + 1*11

= I + 1*10 + 1*11 •

= 1 + (1*1 + A) 0 + 1*11

= 1 + 1*0 + 1*11

= 1 + I*(0 f 11) (4.15)

^1,3 1

= 1*01 (4.16)

Now, we can use Theorem 4. 3 to calculate D(/j, 1)
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= [(1 + 11) + I*(0 + 01 + 111) ] • [1*01]

+ [1*011] • [1 +I*(0 + 11)]

= 1*01 + 1*011

= I*(01 + Oil) (4.17)

Employing Theorem 4.1, the q-detection set of fault p, can be immediately 

obtained

D(^,l) = DGu,l)I*

= I*(01 + 011)1* .

= 1*01 I* (4.18)

A
In representing the fault detection sets D(^, q), we are quite often 

interested in the set of minimal (/z, q) - detection sequences; minimal in 

the sense that no proper subsequence is a (p., q)-detection sequence. It 

may be expected that representation of such a set will be much more 

simplified because of possible reduction in the amount of information 

required to describe the detection set. Based on this observation, we 

define yet another type of fault detection set.

Definition 4. 5 If p, is a fault of M and q e Q, then the minimal 

g-detection set of p. is the set
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A A
D(g,q) = {ya e l+|ya e D(A,q), yet y D(/i,q)}

In words, D(p., q) is the set of all (//, q)-detection sequences such 

that no proper subsequence in it is a (11, q)-detection sequence. We 

show first that D(pi, q) is regular.
A A

Theorem 4. 4 If g is a fault of M and q e Q, then D(m, q) is a 

regular subset of I+.

Proof: The proof is somewhat similar to that of Theorem 4. 2. 

Let M' be the finite state acceptor which accepts D(g,q) as constructed 

in the proof of Theorem 4. 2. Consider now the set Flip-Flop (SF) 

shown below:

If M* is connected in cascade in the front of SF, the composite machine 

M” = (I, Q", {0,1}, ô”, w') is defined as

Q” - Q x x {qo, q^} 

6"«q,r,s),a) = («(q, a), a), 0SF(s, w'((q,r),a))

and

w”((q, r, s), a)=
1 if w’((q, r), a) = 1 and s = qQ

0 otherwise 
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where q e Q, re Q^, s e {qQ, q^} and ô is the state transition 

function of SF. Then, using the definition of behavior, one can easily 

verify that for state q” = {q, m(q) ? %) and x = ya e I+

otherwise
A A

Thus, by Definition 4. 5, ^n(x) = 1 if and only if x e D^, q). Since

Q” is finite, M” with initial state q” is a finite state acceptor for A A
D^, q), thereby completing the proof.

A A
That D^, q) is the smallest regular set sufficient to determine 

a
D^, q) is established in the following theorem.

Theorem 4. 5 If p. is a fault and q e Q then

A A
D(p., q) = D(/z, q) I*

a
Furthermore, if D(/i, q) = DI* for some regular set D, then

A A
D(m , q) c D

A .A A A
Proof: To prove D(/i,q) c D(jiz,q)I*, let x e D(jn,q). Then by

Definition 4. 4 

and by the definition of sequence to sequence behavior there is an 

initial segment y of x such that

(y) * Sq(y).

Choose the shortest such y, called yQ, i. e.
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and for every proper initial segment w of yQ

Then clearly y e D({i, q) by Definition 4. 5 and as x = y z for some 
a ° - A o

z e I*, x e D(/i,q)I*. Conversely, to show D(g, q) I* c D(;u., q), let
A &

x e D(/i, q) I*. Then x = yz where y e D^, q) and z e I*. Since
A

y e D(g, q), by Definition 4.5, y e D(^t, q),

^(q>W W

which implies

A 'A A A
Thus x € D(g, q). To show that if D(/z, q) = DI* then D(ju, q) c D, 

Â , A
suppose to the contrary that 3 x e D(g,q) but xj D. Since x e D(p,q)

Now x £ D, it must be the case that either •

^(q) = ^q(^)

or that x = yz for some y e D and z e I*. The first case is clearly
A

impossible by definition of ft and the second case holds if and only if

x = y e D by the minimality of x. Thus x e D, completing the proui.
AA

From Theorems 4.1 and 4. 5, it is obvious that D^, q^ c
a A

D(/i, q) c D(g,q) where D^, q^ is the smallest characterizing set
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which can completely determine the fault detection set . A
A

regular expression for D(^,q) can usually be obtained from that of 
A
D(m,q) by eliminating redundant terms. The following example 

illustrates how this can be carried out.

Example 4. 3

Consider the machine N and a memory fault f of N shown in

Figure 3. 2. Using Equation 4.1, we have

T1 o = (Ib+ab+a) *(I + Ib*I + Ib*ab*b) (4.19)

i = (Ib*ab*a) * Ib*ab*a (4. 20)

T1,0 " (4- 21)

v = I*a (4.22)

From Theorem 4. 3, we can calculate D(f, 1) from T, ’s and Tf 's 
l,z 1, z

as follows

Tl,0 ■ Tl,l + Tl,l
f 
1,0

= (Ib*ab*a) *(I + Ib*I + Ib*ab*b) . I*a

+ (Ib*ab*a)*Ib*ab*a • l*b

= (Ib*ab*a) *(a + Ib*a) (4. 23)

By employing Theorem 4.1, we obtain the following expression for

D(f,l)
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Machine N

a b

1

2

3

2/0

3/0

1/1

2/0

3/0

3/0

Fault f

f(q)

3

Figure 4. 2 Machine N and Fault f
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A
D(f,l) = D(f, 1) I* = (Ib*ab*a)*(a + Ib*a) I* (4. 24)

Using simplification rules of regular expressions [ 25 ] we note that

(Ib*ab*a) * is redundant in Equation (4. 24). Thus
A
D(f,l) = (a + lb*a) I* (4. 25)

Again, we found that ab*al* is redundant and

A
D(f,l) = (a + ab*a + bb*a) I*

= (a + bb*a) I* (4. 26)

By Definition 4. 5 and Theorem 4. 5 an expression for D(f, 1) is 
a -
D(f, 1) = a + bb*a

The above example illustrates how a regular expression for A A A
D(g, q) can be obtained from that of D^, q) and results in a simpler

representation than that of D^, q). In most cases we can expect aA A 
representation for D^, q) to be simpler than that of , q) but not

necessarily the simplest possible. To illustrate this point, let us
A •

consider, as another example, D(g,l) of Example 4. 2

D(n,l) = 1*011* (4.18)

yet by eliminating redundant sequences, we have

D(g,l) = (I*- 1*011*) Oil*

= 1*0*011* (4.27)

Thus
A A
D(m,1) = 1*0*01 (4.28) 
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which appears to be more complicated than the expression D = 1*01
A

where D(^,1) = DI*. But Equation (4. 28) is considerably simpler than

D(/i,l) = I*(01 , Oil) (4.23)
A A

However, the major advantages of D(jiz,q) seems to lie in the amount 

of computation that may result in computing Boolean operation of detec­

tion sets where more than one fault is involved, the subject of discussion 

in the next section.
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Section 4. 4 Multiple Fault Test Sets

In devising a fault detection algorithm for a sequential system, 

a class of many faults is generally involved instead of just a single 

fault. This generalization to a set of faults is quite straightforward 

and can be made precise as follows.

Definition 4. 6 If F is a set of faults of M, q e Q, and X c l\ 

then X is an (F, q) -test set if Vju e F, 3 x e X such that x is a 

(li, q) - detection sequence. F is q-detectable if there is a non-empty 

(F, q) -test set.

In other words, X is an (F, q) -test set if, when each sequence in 

X (preceded by a reset) is applied and no output differences have been 

observed, it can be asserted that no fault in F has occurred in the 

system under test. When performing a test on a network, a measure 

of cost is often taken as the time required to apply a given test set. 

One such measure is the total length of sequences in the test set 

plus the number of sequences in the set, under the assumption that 

a reset need be applied before the application of each sequence. 

More precisely,

Definition 4. 7 If x c I+ is an (F, q) - test set, then the cost of X 

is the function

<Ax) = 2 + |x|
xeX 

where 4g(x) is the length of x and [x | is the cardinality of the set X.
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Note that ç<X U Y) < <p(X) + <^Y) and if X n Y = <f>, then ^X u Y) = 

<XX) + ç<Y). In case X = {x}, we write ç<X) = çXx) = £g(x) + 1. If X 

is a minimum cost (F,q) -test set, then we can show that the number 

of sequences in X need not be larger than the number of faults in F.

Theorem 4.6 If X is a minimum cost (F, q) -test set, then 

|x| < |F I.

Proof: Suppose to the contrary, i. e. |x| > |F |. Since X is an 

(F, q) -test set, by Definition 4. 6, V^t e F, 3 x € X such that x is a 

(p, q)-detection sequence. For each p, e F, choose one x e X such 

that x is a (jit, q) -detection sequence. The collection of such sequences, 

X', is a proper subset of X since |x* | < |f| and |x | > |f|. But X’, 

by definition, is an (F, q) -test set. By the linearity of the cost function, 

X’ c X implies that <p(X’) < </?(X), contrary to the assumption that X is 

of minimum cost. Thus |x | < |f|, completing the proof.

To derive a bound on the minimum cost of an (F, q) -test set, we 

first consider the case where | F [ = 1.

Lemma 4.1 If is a q-detectable fault of M, and X is a minimum 

cost ({jii}, q) -test set then

f<x) < |Q| + |Qm |.

Proof: Let M* be the direct sum [40 ] of machines M and . Since

p. is q-detectable, 0' x 
’ q M (q)

i.-e. q and ^(q) are not equivalent in M’.
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Recall that in any n-state machine if any two states are not equivalent

they are distinguishable by a sequence of length at most n-1. Thus

there is a sequence y e I+ such that /T(y) and £g(y) <

|Q| + |Qm | - 1. But by the construction of direct sum machine, it

follows that /S^y) (y), Le. {y} is a ({m}, q) -test set. From

Definition 4. 7

*{y}) = $g(y) +1 .

< |Q | + |Qm |-i+i

= |Q| + |Qm |.

Since X is of minimum cost,

ç^X) <ÿ({y}) < |Q| + |Qm |.

The bound given in Lemma 4.1 is best in the sense that, given 

any positive integer n, there is an n- state machine M and a fault g 

of M such that there exists a ({g}> q) -test set X having <p(X) = n + |Q^|. 

To show this, let M = ({a},Q, Z, ô, w) be a mod n counter where

Q = {0,1, .. ., n-1}, Z = {0,1}, 0(i, a) = i + 1 (mod n) for i=0,1, . .., n-1; 

co(i, a) = 1 for i=n-l and 0 otherwise. Now consider the fault g of M 

such that g(0) = 1 and g(i) = i for 1 < i < n-1. Then the shortest 

sequences which distinguishes state 1 of M and state g(l) of is 

^2^-2 2iote that |q| = n and |q^ | = n-1. Thus
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^2^2} _ £g(a2n-2^ + 

= 2n -2 + 1

= 2n - 1

= |q| + |qm|

The state diagrams of M and are shown in Figure 4.3.

0

2

M

1 )

Figure 4. 3 Machines M and

Applying Lemma 4.1 to the more general case of multiple faults, we 

have:

Theorem 4. 7 If F is a set of q-detectable faults of M and X 

is a nr ni mum cost (F, q) -test set, +hen

»<x) < |f||q| 4 g |Qm| < 2 |f I |q I 
peF
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Proof: To establish this bound, we construct an (F, q) -test set, 

Y, such that <p(Y) is no greater than |f| |Q | + |Q^|. For each
F

p. e F, choose an (g, q) -detection sequence x such that cp(x ) <
' M M

|Q I + |Q^ |, which is possible as a consequence of Lemma 4.1. 

Since |Q^ | < |Q I and the cost function is linear,

Y) = g <Xx) 
xe Y 

-

< 2 (iQl + lQg I) 
geF

= iFl |Q| + J lQg I 
geF

< 2If I IqI

Since X is of minimum cost

ç?(x) < çXy) < If I IqI + JJ Iqm I < 2If I IqI. 
geF

In most cases the actual cost of a test set is much smaller than 

the bound given above. Let us illustrate this observation and the above 

theorems.

Example 4. 4

Consider the faults g and g1 of machine M shown in Figure 4.1.

From Equation (4. 27)
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D(g,l) = 1*0*01 I*

A
Now, let us compute D(^i % 1) using Equation (4.1) and Theorem 4. 3

S^'3=A + I*1 (4.29)

S^’2=I*0 (4.30)

Thus

Tl,’o ■ S1 ,’3 0 + S1,’21

= 0 + 1*10 + 1*01 (4.31)

T1 1 = S1 3 1 = 1 + (4.32)

and Dta',1) =T10- + • T^o

= [(1 + 11) + I*(0 + 01 + 111)] • [1 + 1*11] -

+ [1*011] • [0 + 1*10 + 1*01]

= (1 + 11) + 1*111 (4. 33)

Using Theorem 4.1, we have

D(g’,l) = [1 + 11 + 1*111 ]I*

and

= II*

%i',l) =1

(4.34)

(4.35)

If we let F = then since
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D(g,l) * D(u\l)

= 1*0*011* • II*

= 11*0*011* (4.36)

there is a set of single sequences which are (F, 1) -test sets. The 

minimum cost (F, 1) -test set is obviously X = {101} which has a 

cost of <p(X) =3+1=4. This is much smaller than the bounds given 

in Theorem 4. 6 which are . ..

|F I |q| + J |QM I = 2x 3 + 2 + 2 = 10 (4.37)
/ieF 

and

2|f| |q| = 2x 2x 3 = 12 (4. 38)

respectively. .

The bound given in Theorem 4. 7 is very large when the number 

of states is large. However, it is apparent that many of these faults 

are equivalent in the sense that their corresponding faulty machines 

are equivalent. For fault detection, it suffices to consider a stronger 

fault-equivalence relation based on the q-detection sets, i. e. if 

M,y e F

M = y D(m, q) = D(y, q) (4. 39)
Q

If we now consider the equivalence classes of this relation i. e. tb^ 

collection = {[p.] |p. e F}, then the following relation is obviously 

a partial ordering of



147

A A
[g ] < [y] <=^> D(y, q) c D(g, q) (4. 40)

The relation ”<” can be regarded as a fault '’dominance” where if 

[^] [>'L detection of any fault in [y] suffices to detect the presence

of any fault in [g]. An element in 5? is said to be prime if it is not 

dominated by any other element in . Thus the first part of an 

algorithm to compute an (F, q) -test set would be to construct the 

partially ordered set ( ^, <) and then consider only the prime ele­

ments of this partially ordered set. We show next, as a corollary 

of Theorem 4.7, that to compute a minimum cost (F, q) -test set, we
A 

need to consider only a finite subset of D(g, q) for each prime ele­

ment [g ] e .

Corollary 4. 7.1 If F is a set of q-detectable faults of M and X 

is a minimum cost (F, q) -test set, then V x e X,

£g(x) < 2 Jf | |Q | - 1.

Proof: From Theorem 4.7, we have .

ç<X) < 2 |F I |Q|. (4.41)

Now if x e X, then

^X) = 2 y)

yeX

= Mx) + i + y <Ay) (4.4?)
y^x 
yeX
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Subtracting 1 + Y ^(y) from both sides of (4. 41) and using (4. 42), 
y?x 
yeX 

we have

fg(x) = «XX) - 1 - g 4»(y) < 2|f||Q| - 1. (4.43)
y^x 
yeX

Thus if X has minimum cost, the length of the longest sequence 

in X is bounded by a number which is known prior to the determination 

of X. Consequently, the problem of computing a minimum cost (F, q) - 

test set can be formulated as a finite covering problem in a manner 

similar to that previously accomplished for combinational networks 

( 28 ]• To do this, let G be a set of representatives of the prime equiva­

lence classes in and let .

W = {x e I+ |x e U D(p, q) and £g(x) < 2 |F | |Q | - 1}. (4. 44)
pie G

If further, for each x e W, we let

Hx={m g|x is a (p,, q)-detection sequence}, (4.45) 

then it follows that a cover of G with sets chosen from the class 

^={Hx|xeW} (4.46)

corresponds to an (F, q) - test set. More precisely, if C £ // is a 

cover of G (i. e. U H = G), then the set
HxeC X ■
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X(O = {xe W|HX€ O } (4.47)

is an (F, q) -test set. Moreover, if the cost of a cover C is given 

by the function

= 2 (4.48)
xeX(C)

then every minimum cost cover is a minimum cost (F, q) -test set.

As noted in Section 4.1, these results, although established for 

memory faults, apply in general to any fault which does not increase 

the number of states and which does not affect the reset mechanism. 

To formalize this observation, let be the class of all finite state 

sequential machines and M e . Let F be a set whose elements are 

the faults of M, then a sequential machine with faults is a system - 

(M, F, 0), 0: F —> and if f e F, the machine 0(f) = is the result

of f. A machine with faults can be regarded as a model of an unreliable 

system where M represents the fault free system, F represents a set of 

potential system failures that are of concern to the user, and, for a 

given fault f € F, 0(f) represents the resulting faulty system. Thus, 

our results apply in general to any machine with faults (M, F, 0) such 
f 

that for all f e F, M = 0(f) has no more states than M and when M is 

reset to q, then is reset to q^ (the state of corresponding to q). 

The first restriction is made primarily for using the bounds derived-in 

Theorem 4.7 and Corollary 4. 7.1 and can be relaxed to include fault 
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which does not increase the number of states more than a predeter­

mined number. The second condition is required for deterministically 

distinguishing the good behavior and any faulty behavior of the system 

and can be regarded as a consequence of the assumption that only 

faults which permanently change the structure of the system are con­

sidered in this study.

The question of how one can best implement such a procedure 

requires further investigation. Nevertheless we feel that the pro­

cedure outlined above is indicative of the amount of information and 

computation required to determine optimum test sets for sequential 

machine s.



Chapter V

RELATIONS OF FAULTS 
AND 

EASILY TESTABLE MACHINES

The purpose of this chapter is to explore applications of fault de­

tection sets and their regular representations as derived in the last chapter. 

The representation of fault detection sets in terms of regular expressions 

of the fault y machine output behavior and the fault-free machine behavior 

will be used to determine possible fault equivalence or fault dominance 

relations among faults. To study easily testable machines, classes of 

fault detection sets which exhibit some special properties desirable for 

deriving test sets will be investigated to determine what machine classes 

might be conducive to such malfunctions. Emphasis is placed upon 

recognition of these detection sets by their expressions and derivation 

of sufficient conditions for faults and machines to have these properties 

by utilizing algebraic manipulation of the regular expressions.

151
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Section 5.1 Introduction

. An application of regular expression to the representation and 

derivation of test set for sequential machines has been previously 

investigated by Gelenbe [ 17 ] . His method mainly concerns the 

checking of machine behavior relative to a class of diagnosable 

machines. In this chapter, however, we will focus, instead, on 

the situation where only a known class of faults is of interest. Our 

approach here is to utilize some of the results obtained in the last 

chapter to the study of fault equivalence and fault dominance relations 

among these faults and to verify some known properties of some easily 

testable sequential machines.

The problem of determining fault equivalence and fault dominance 

relations among faults as defined in Equations (4.39) and (4. 40) 

respectively, is first considered. The comparison of these faults is 

made in terms of componentwise output behavior representations of 

the faculty machines and the fault-free machine. Sufficient conditions 

for the existence of these relations have been derived but due to the 

fact that concatenation of regular expression is not distributive over 

the Boolean operation of set intersection, we are unable to obtain the 

corresponding necessary condition. Moreover, if F is a set of faults 

in a machine and ÿ is the collection of equivalence classes, we are 

able to establish a sufficient condition for the existence of the greatest 

lower bound of any two elements in the partially ordered set ( 5* , <)• 
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These results are useful in that they provide shortcuts for computing 

test set without exhaustively computing all the fault detection sets in 

the fault set.

The problem of investigating properties of easily testable sequential 

machines is then considered. Section 5. 3 discusses conditions and 

characterizations of memory fault detections in terms of machines 

structures. Moreover, a class of easily detectable faults has been 

introduced where the fault detection depends only on the length of the 

test sequences rather than the selection of sequences. Abound on the 

cost of an optimum test set for such class of faults independent of 

the size of the fault set has been obtained.

The class of strongly connected machines is then investigated. 

In this case, we have been able to establish an upper bound on the cost 

of an optimum test set smaller than that obtainable from Theorem 4.7. 

If the machine is also diagnosable and the type of faults occurred reduces 

the number of states in the machine, then it is possible to obtain a test 

set whose cost is independent of the size of the fault set.

Finally, the class of definite machines is then considered in 

Section 5. 5. Due to the widely known property that definite machines 

can be realized by networks without feedback loop, it has been conjectured 

that this class of machines are easier for fault detection. It is the main 

purpose of this section to attempt formally verifying this conjecture. 

It has been first established that each output behavior of a definite 

machine can be represented by regular expression of the form A + I*B 
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where A and B are finite expressions and I* is the set of all possible 

input sequences to the machine. Moreover, it has been shown that if 

a fault is also definite, then the basic detection set of that fault can 

also be represented as a definite event. Such type of faults generally 

has the property that the common intersection of all its faults detection 

sets is non-empty and a test set so obtained either contains or has a 

non-empty intersection with any other fault detection set outside this 

given set of faults. Strongly connectedness has been found to be a 

sufficient condition for the definite machines to have this property 

when the fault set is definite. Later we have been able to generalize 

the class of definite faults to the class of faults which preserves some 

synchronizability of the fault-free machine and essentially obtain the 

same type of fault detection sets. Since almost all sequences of a 

reduced definite machine is a synchronizing sequence, it is reasonable 

to assume that any malfunction particularly of memory type will 

preserve some degree of synchronizability. With this assumption and 

the results obtained, it can be concluded that the class of definite 

machines is "easier" for fault detection.
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Section 5. 2 Relations of Faults

We have shown in the last chapter that fault equivalence and 

fault dominance relations as defined in Equations (4. 39) and (4.40), 

respectively are of great interest in deriving a minimum cost test 

set for a given set of faults in a machine. For example, if faults f^ 

and fg have equal fault detection sets, then they can be regarded as the 

same fault for the purpose of fault detection, thus reducing the number 

of faults needed to be considered. Similarly if f^ < fg, then detection 

of fg suffices to detect the presence of f^ and any other faults domi­

nated by f^. Study of these relations is also important for the under­

standing of how machine structure affects the detectability of faults 

that may occur. In this section, we will investigate how these relations 

can be characterized in terms of the behavior of a good machine and 

faulty machines. Moreover, if F is a set of faults in a machine and 

is the collection of equivalence classes of the fault equivalence 

relation, i. e. = {[p.]|ju e f}, we will study how the greatest lower 

bound ( git) and the least upperbound (lub) of elements in the partially 

ordered set ( ^/-, <) can be determined, if they exist, in terms of the 

good and faulty machine behaviors.

To simplify the notation to be used in the following development, 

we will use the same symbol to represent a regular set and its regular 

expression. This somewhat abuse in terminology is justified in that
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we are only interested in the distinction of regular expressions up

to equivalence (representing the same set of sequences).

. A fundamental question which we would like to ask is whether

the basic q-detection sets (for some state q of the machine under

consideration) preserve the partial ordering of set inclusion in the 
A A

q-detection sets, i. e. if D(g, q) c D(y, q), is D(g,q) c D(y, q) ?

Surprisingly, the answer is negative. For example, suppose
A A
D(ji> q) = abal* and D(y, q) = abl* where D(p,, q) = aba and D(y, q) = ab 

A A
for I = {a, b}, then D(g, q) c D(y, q) but H(^, q) D(y, q). However, 

the following theorem shows that the converse is true.

Theorem 5.1 If g, y are two faults of machine M and q is a state

of M, then 
A A

D(m, q) c D(y, q) => D(ju,q) c D(y,q)

A '
Proof: Suppose D(/i, q) c D(y, q) and let x e D(//, q) . Then by

Theorem 4.1, 3 y e I+ and z e I* aye D(g, q). Then by hypothesis,

y e D(y, q) and again by Theorem 4.1 

A 
y e D(y, q) and z e I* => yz e D(y, q) 

a a
/. D(m, q) S D(y, q)

Thus D(fi, q) c D(y, q) is sufficient but not necessary for the 
A A

relation D(/z, q) c D(y, q) to hold. Nevertheless, the study on the •.

relations of basic detection sets of faults constitutes a short cut to 
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determine the relations of faults directly in terms of a good machine 

and faulty machine behaviors as first demonstrated by the following 

lemma and theorem.

Lemma 5.1 Let [i, y be faults of machine M = (I,Q, Z, 0, w) and 

q e Q, then the following statements are equivalent

1) D(m, q) cD(y,q)

ç Vze Z

Proof: 1) <=> 2)

Let D(jLi,q) c D(y,q) . From Theorem 4.3

Tq,z • %.

and

Thus

(5. 3)

Now, since T • T , = é for z z\ it follows that q,z q,z' v ’

But T • Ty c T^ , Equation (5.4) becomes 
q,z q,z - q,z’ H v
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T
q,z

. «pM q 
q,z - q,z (5.5)V z e Z

Conversely if Equation (5. 5) holds, then intersecting both sides of

Equation (5. 5) with T we have Equation (5. 4), i. e. q, z

- Vz

Thus

y t - c y T • f7zfz q,z q.z-^ q,z

and by Theorem 4. 3 we have

D(g, q) c D(y, q)

1)

To show this equivalence relation it suffices to show that

Equation (5. 6) can be proved almost exactly as the proof of Theorem 

4. 3. However we will show it in a different way to demonstrate that it 

can be obtained from direct manipulation of regular expressions.

From Theorem 4. 3 and the fact that Boolean operations on regular 

expressions are distributive and associative, we have
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q,z

ze Z q,z q,z'

zeZ z’^z q,z q,z’

z’e Z z' q, z q,z’

z’eZ q,z
. rpM 

q, z* (5.7)

It should be noted that the last term of Equation (5. 7) is identical to the 

right hand side of Equation (5. 6). Thus using Equation (5. 7) and the 

method used in the part of proving 1) <=> 2), it can be shown that 

1) <W>3).

A sufficient condition for fault dominance can now be stated 

precisely as follows:

Theorem 5. 2 If jii, y are faults of machine M and q is a state of

M, then

rp . rpr- Q rpT 
q,z q,z - q, z

or
T . rpM Q T^ 
q,z q, z — q,z

Proof; By Lemma 5.1, 1) and 2) and Theorem 5.1



160

q>z q,z - q, z V z <=^> D(g,q) c D(y,q)

A A
D(g,q) c D(y, q)

Similarly, by 1) and 3) of Lemma 5.1

Tq,z
• q rpZ

q, z — q,z

Theorem 5. 2 gives a sufficient condition for determining the 

fault dominance relations between any two faults in terms of the com­

ponentwise regular expression of the good machine and faulty machine 

behaviors. Extending this investigation further to the structure of 

the partially ordered set , <), let us consider first the case where 

three faults are involved. Our objective is to determine whether a third 

fault is dominated by the first two faults.

Lemma 5. 2 If p,, y, £ are faults of machine M = (I, Q, Z, Ô, eu) 

and q e Q, then the following statements are equivalent

1) D(£, q) c D(g, q) • D(y, q)

2) T • c T^ •
q, z q, z - q, z q, z

%) ‘ c T11 • TYq,z q, z — q, z q, z

V z e Z

V z e Z

Proof: 1) <=> 2)

From Theorem 4. 3
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and

d(m > q)

q,z

• D(y, q) = ( 
ze Z q,z q,z z^Z q’z’ q’z’

y y t • • t -zfzz^Z q’Z q’Z q’Z’ q’Z’ (5.8)

Now since % ' zt = <^> for z z\ it follows that Equation (5. 8) 

becomes

(5.9)

Therefore

D(f,q) ç D(^,q) • D(y, q)

(5.10)

Again by the exclusiveness of each z, Equation (5.10) implies that

D(^,q) c D(g, q) • D(y, q)

Tq,z
rp^ q rp . rp^i . rp7 q rpM- . rp/ 

q,z - q, z q, z q, z - q, z q, z V z (5-11)

The proof of 1) <=^> 3) is similar to the preceding proof except for the 

regular expression of D(/i, q), we use Equation (5. 6), i. e. •.

Tq,z '
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Theorem 5. 3 If p., y, £ are faults of machine M = (I,Q, Z, 6, w)

and q e Q, then

or
T * q,z q,z - q,z

T • c T^ q,z q,z - q,z

and
y

Proof: By Lemma 5. 2, the hypothesis is equivalent to the 

condition that

D(£,q) c D(p.,q) • D(y, q)

But by Theorem 5.1

D(£,q) c DGu,q) • D(y,q) 

D«,q)I*c (D(M,q) ■ D(y, q) ) I* 

ç D(g,q)I* • D(y, q) I* 

= D(g,q) • D(y,q) (5.12)

i. e. .

D«,q) Ç B(^q) . D(y, q) (5.13)

From Equation (4. 40), Equation (5.13) is equivalent to

li < £ and y < £

If we denote gib and lub as a and v, respectively, and

recall the following relationships
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A A
glb(/i,y) = M A y <W> lub(D(g, q), D(y, q) )

A A
= %,q) v D(y,q) (5.14)

and

lub(M, y) = fi v y glb(D(^Lt, q) , D(y, q) 

A A
= d(M) q) A D(y, q) (5.15)

then the purpose of Theorem 5. 3 is an attempt to derive a sufficient 

condition for the lub of p. and y. For example if p. < £ and y < 

then it is obvious that

g v? (5.16)

In case the lub of and y does not exist, the most we can say after 

the componentwise regular expression tests have been successful is 

that ii < £ and y < £. Note that the converse of Theorem 5. 3 is not 

true. This is due to the fact that although each T is exclusive, q, z
each T I* need not be exclusive, i. e. T • T , = <6 for z z’ q, z ’ q, z q, z ' v r
yet it may be the case that

Tn I* • T I* f * for z' q, Z' q,

In line with the development of Lemma 5. 2 and Theorem 5. 3, 

it is not difficult to understand the following development of their dual 

results.
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Lemma 5. 3 If g, y, £ are faults of machine M = (I,Q, Z, 6,co)

and q e Q, then the following are equivalent

1) D(g,q) 4- ^q) Ç D(^,q)

2)

3) \,Z

V z € Z

V z e Z

Proof: 1) <=> 2)

Using Theorem 4. 3 again, we have

D^q) + D(7,q) = 7 T , • ï* T • ^>z

= y T • (Tm + Ty ) 
zeZ q’Z q’Z q’Z

Therefore

Again by the exclusiveness of T
q,z

it follows that

D(g,q) + D(y, q) c D(Lq)

V z € Z (5.18)

1) 3) can be similarly proved by using Equation (5. 6).

Theorem 5. 4 If g, y, £ are faults of machine M = (I, Q, Z, 6, co) 

and q e Q, then
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\,z- VzeZ\
or > ~> and

VzezJ ^<7

Proof: From Lemma 5. 3, the hypothesis implies that

D(g,q) + D(y, q) c D(^q)

D(g, q) I* + D(y, q) I* c D(^,q)I*

<W> D(g,q) +D(y,q) c D(^ q) (5.19)

Interpreting Equation (5.19), it is obvious that £ < p. and < y.

Again, the converse of Theorem 5. 4 is false i. e. it may be the

case that £ < n and £ < y but 3 z e Z such that

Let us illustrate these developments with an example.

Example 5.1

Consider the machine M with state table and T shown below 
Q,z

a

1

2

3

4

2/0

34

4/0

1/0

(<20)
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4 3 4
^1,0=^ + ) (5.21)

4 9
Tl,l = (* )* a (5.22)

The memory faults and specified by the following table

qX. M2(q)

i 2 2

2 3 3

3 3 1

4 3 3

(5. 23)

are equivalent, i.e. since

and

gl

2 a + a3 I*

a

a =

a2 Q
+ a I* =

2 ^1
“ ^-Vo

(5.24)

(5. 25)

(5. 26)

(5. 27)

(5.28)

(5. 29)

Thus



167

A A
D(gpl) = D(g2,l) (5.30)

and

f M2 (5.31)

Now by Theorem 4. 3

D(^pl) = D(g2,l)

= ^i,o Ti hT, ,

= (a^) *(a + a^ + a^) - a + (a^) *a^ • a%* 

p 4
= a + a (a ) * (5.32)

Thus 

A A 9 4
D^,!) =D(g2,D = (a + aV) *) I* = al* (5.33)

To illustrate the fault dominance relation condition specified in

Theorem 5. 2, let us consider the memory faults and specified 

by the following table

q
m3(q) m4(q)

i 2 i

2 2 2

3 1 3

4 1 3

(5.34)
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Thus a condition of Theorem 5. 2 is satisfied and it follows that

M q o o
71,0 =(*)*% (5.35)

^3 2
Tl,l = (a)*a (5.36)

^4 3
T1 + (5. 37)

^4 2
T^1 = a (5.38)

Now
— ^4 4 3 4 9Tl,0' Ti^(^^a + a +aY a2

M q _ M q
“♦^Tl,l=Tl,0 (^39)

and

Tl, 1 ' 1 = <a4>*a2 • (a + a3!*)

= a6(a4) * c (a2) *a2

— ^3= T1^ (5.40)

P(g4,l) c Düiæl) (5. 41)

and m3 <M4 (5.42)

To illustrate Theorem 5. 3, consider another two memory faults 

li§ and iig specified below
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Thus

and

q m5(q) ^(q)

1 1 i

2 3 i

3 4 i

4 2 i

Th 0 = (a4) *(a + a2 + a4) (5.44)

Mr 4 3Tt l = (a4) *a3 (5.45)

Mg
(5.46)

g6
(5.47)

o 

o
II ■e
- (5.48)

M e 4 9 4PT1 1 ■ T^^Ca4)^. I* = (a4) *a2 (5. 49)

Mr Mi A O
T1 1 * Tt J = (a4) *ad • a = 0 (5. 50)

Th 0 ■ *<a + a2 + a4) • a2!*

= (a4) *a2 (5. 51)

— Mg _ Mg _ Mj 
T • T u c T u • T i 1,0 1,0- 1,0 ^1,0 (5.52)

V
 

in T-i 
3. 

-
IH ui

CD r-t 
a 

*
IH (5.53)



170

Thus the condition of Theorem 5. 3 is satisfied and it follows that

D0l6,1) c^.l) - D(^,l) (5.54)

and

— ^6 ^5 —^6

To illustrate Theorem 5. 4, let us consider the memory faults

Mp M3 and /15 as shown in Tables (5. 23), (5. 34) and (5. 43) respectively. 

From Equations (5. 21), (5. 45) , (5. 25) and (5. 36) we have 

_ M —Mi .?l,0' (T'l.o + 'O

= (a^) *(a + a$ + a^) • [(a^) *a^ + a]

= a + (a^) *a^ 

9 _ M q
ç (a ; *a = Tj * (5.55)

Similarly from Equations (5. 22), (5. 44), (5. 24) and (5. 35), we obtain
_ g5 _ M-

Tl,l- (T1,1 + T1,1>

= (a^) *a^ • [(a4) *(a + a2 + a4) + a3!*]

= (a4) *a2

c (a2)*a2= t/3 (5.56)

Thus Theorem 5.4 is satisfied and we have
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D(g5,l) +D(mp1) çD(g3,l) (5.57)

and

^3-^5 M3 < ^1

As noted earlier, the motivation for developing Theorems 5. 3 and 

5. 4 is an attempt to provide a way of determining lub and gib of two 

faults if they exist. It is obvious that 

AAA
£ = y. v y =$> D(£, q) c DGi,q) • D(y, q) (5. 58)

and -

A 7=> D(M,q) + D(y, () ç %',q) (5.59)

Thus Theorems 5. 3 and 5. 4 provide a method of determining whether 

a necessary condition for the existence of the lub and gib of any two 

faults has been satisfied. Due to the fact that concatenation of regular 

expressions is not distributive over the Boolean intersection, we have 

not been able to derive a sufficient condition for the existence of lub 

of any two faults in terms of componentwise regular expressions. 

However, it is possible to derive a sufficient condition for the case 

of gib as shown in the following theorem.

Theorem 5. 5 If p., y, and £ are faults of machine M = (I,Q, Z, ô,w), 

and q e Q, then



172

VzeZ

=$> = g a y

Proof: From Theorem 4. 3, it is immediate that

D(^q) = D(m, q) + D(y, q)

Now since concatenation of regular expressions is distributive 

the Boolean operation of set union, it follows that

%,q)I*= [W, q) + D(y, q) ]I*

= D(^, q) I* + D(y, q) I*

Thus

%q) = D(g, q) + D(^,q)

A A A
Now if D(£’, q) is an upperbound of D(jii, q) + D(y, q), then

D(^,q) + D(y, q) c D(f ,q)

i. e.

D(W c D(r,q)

Thus

q) = £ub(D(g, q), D(y, q) )

A A
= D(g,q) v D(y, q)

By Equation (5.14)

(5. 60)

over

(5.61)

(5.62)

(5.63)

(5.64)

(5.65)

M Ay (5. 66)
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Let us illustrate Theorem 5. 5 with the following example.

Example 5. 2

Consider the machine M and faults fig and of Example 5..1

and of M specified by the following table

1,0

Mi

= (a^) *(a$ + a3 + a^

Mn 4
= (a^) *a

(5. 67)

(5. 68)

(5. 69)

Now
_ M5 — M7

^1,0 (T1,0 + T1,0 )

= (a4) *(a + a3 + a4) • [(a4) *a3 + (a4) *a]

= (a4) *(a + a3) (5.70)

_ M 5 _ M7
^1,1 p

= (a )*a3 • [(a4) *(a + a3 + a4) + (a4) *(a^ + a3 + a4) ]

= (a4) *a2 (5.71)
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Since
— ^3 ^3 2h,0=TiJ = (a")*a

and
- M3

we have

1,0
— ^3 4
Tl,0=M*(a +

= (a4)*(a +

a3 4. a4) • (a2) *a

a3) (5.72)

and

1,1
T^3=(a')^'

= (a4) *a2

(a2) *a2

(5.73)

Thus the condition of Theorem 5. 5 is satisfied and

^3 ' ^5 ^7 (5.74)

By direct construction

1) = al*

D(/z5,1) = a2!*

(5.75)

(5.76)

D(m7,1) = al* (5.77)

and the above equality is verified. In fact we found that and
d 1 t
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Section 5. 3 Conditions of Fault Detection and a Class of Easily 
Detectable Faults"

Let us now turn our attention to the application of results 

obtained in Chapter 4 and Section 5. 2 to the problem of identifying 

behavior classes which are conducive to testing. One such class of 

machines is the strongly connected machines which will be studied 

here with regard to fault detection with emphasis on failures caused 

by the memory elements. The property of machine diagnosability 

relative to computation of optimum test set will also be discussed 

in the context of memory fault detection concept developed in Section 

4. 2. We begin by examining some conditions and characterizations 

for fault detection.

Suppose q is a state of machine M, we would like to know what 

are the conditions for a given memory fault to be q-detectable in terms 

of the structure of good machine and the result of the fault. The 

following theorem give a sufficient condition.

Theorem 5. 6 If g is a (memory) fault of machine 

M = (I,Q, Z, 6,o) and qe Q, then p is q-detectable if p is r-detectable

for some re Q, r ^q and 3 x e such that

1) 3 (q, x) = r and

2) p 6 (q, x) = (p (q), x)
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Proof: Since g is r-detectable, by definition, 3ye I+ a

3r(y) (5.78)

Now from 1) -

^y) = ^6 (q,x) (y) = (5.79)

and from 2)

^(^y’=

~ ^M6(q,x)^

= ^(r)(y) (5.80)

From Equations (5.79) and (5.80), it follows that

&-(y) * ^(r)(y) ^-^y) ^(q)(xy)

/. p. is q-detectable

Theorem 5. 6 relates the detection of a memory fault from a 

given state to the detection of the same fault from another state. 

Although this result may not be directly useful in connection with test 

generation, it nevertheless establishes some structural relationship 

of machine in terms of fault detection. To explore further the nature 

of this relationship, we have the following characterization of a 

q-detectable fault.
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Theorem 5.7 A memory fault g of machine M = (I,Q, Z,ô}œ)

is q-detectable, where qeQ, if and only if 3xe I* such that 

6(q,x) ô M (n(q),x)

where represents 1-equivalence.

Proof: Sufficiency. If 3xe I* 9 5(q,x) (/a(q),x), then

let y = xa 9

a) £ ^(6^(p.(q),x), a)

l.e. Pq(xa) ^(q)(xa)

/. p. is q-detectable.

Necessity. Suppose p is q-detectable, then 3xe I+ 9^(x) /

Let x = ya for y € I* and a e I, then

w(&(q,y),a) ^^(5^(p(q),y),a)

By definition

6(q,y) ^(p(q),y)

completing the proof.

From Theorems 5. 6 and 5. 7, it is easy to see that if p is to be 

q-detectable, some successor state of q in M should be distinguishable 

from some successor state of p(q) in M^. The least upper-bound of a 

shortest (p,q)-detection sequence has been derived in Lemma 4.1.
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That result was then used to derive an upper-bound for the cost of an 

optimum (F,q)-test set where F is a set of faults in machine M in 

terms of the number of states in M and number of faults in F. In some 

special class of faults, the dependence of this bound to the number of 

faults under consideration can be eliminated, as to be shown below.

Definition 5.1 A memory fault of machine M = (I,Q, Z, S,œ) 

is definitely q-detectable for some qe Q, if there is an integer k such 

that Vx e 1^

\ M * ^(q) *
Lemma 5. 4 If [i is a definitely q-detectable memory fault of

M = (I,Q, Z,6,to), then Vxe I11 » ' .

k > |Q I I]

x is a (]ii,q)-detection sequence.

Proof: The proof is similar to Theorem 2. 2. Suppose to the 

contrary, i.e. 3xel+ 9 .

fg (X) > IQ I |QM I 

and
^q (X) = ^(q)^ *

First we observe that since p. is a memory fault, |Q^ | < |Q |. Then 

consider the set of successor state pair ( 6 (q,y), 6^(fi(q),y)) where y 

is a prefix of x. Since there are at most I |Q I < |Q 1$ distinct 

such state pairs, it must be the case that some such state pairs repeat
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under x, i.e. 3 y,we I* and ze I+ a x = yzw and (6(q,y), 6^(^(q),y)) 

= (ô(q,yz), (M(q)>Yz))- This is illustrated in Figure 5.1

z

x = yzw

- ■ «

(%,x), 6 (p. (q), x))

(6(q,y),6^ (fi(q),y))

= (ô(q,yz), (M(q),yz))

Figure 5.1 Repeated Successor State Pair 
of (q, jAq)) under x.

Now since /3^(x) = (x) and the fact that (%)y), $^(^(q),y))

= (5(q,yz), $^(n(q),yz)), the sequence y followed by arbitrary iteration 

of z, yz+ cannot be a Qi,q)-detection sequence. Thus by Definition 5.1 

p is not definitely q-detectable, contrary to our assumption, and thus 

completing the proof.

Theorem 5. 8 If F is a set of definitely q-detectable memory 

faults of M = (I,Q, Z, 6,ûù) where qeQ and X is a minimum cost 

(F,q)-test set, then ’

<p (X) < 1Q|2 + 1
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Proof: From Lemma 5. 4 , Vxe , x is a (p,,q)-detection 

sequence for any ^6F. By Definition 4. 6, {x } is a (F,q)-test set. 

By Definition 4. 7 and the fact that X is of minimum cost, it follows that 

p(X) < <^({x}) = |Q|2 + 1 (5.82)

From Lemma 5. 4, if p, is definitely q-detectable then it is
A *

possible that D (^,q) contains a regular expression of the form 1 I 

where k < |Q | [Q^ |. Thus the regular representation of the q-detection 

set of a fault provides a convenient method of identifying a definitely 

q-detectable fault. From Theorem 5.8, if F is a set of definitely 

q-detectable faults, then

CUD (g,q) 2 ?I* ■ (5.83)
M c -T 
9 

where k < |Q | . An example of a class of machines where all 

q-detectable faults are definitely q-detectable is the class of 

autonomous machines. In this case, if X is a minimum cost (F,q)-test 

set of an autonomous machine where F is the set of all q-detectable 

faults which does not increase the number of states, then

<p(X) < 2 |Q | (5.84)

Let us illustrate the results and observation with an example.

Example 5.3

Let us consider the machine M whose state table is shown below
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2

3/0

2/0

2/1

1/0

3/0

1 1 =(1 + 00*10*l)*00*(0 + 10*1)

10 = (1 + 00* 1 0* !)*(! + 00*1 + 00*10*0)

(5.85)

(5.86)

(5.87)

The memory faults and specified by the following table.

^(q)

1 3 2

2 2 2

3 3 3
(5.88)

and from Equations (5.86) - (5.92),

are definitely 1-detectable since

(5.89)= 1*0

*
= I* 1 (5. 90)

= (0 + 10*l)*(l + 10*0) (5. 91)

= (0 + 10* l)*(0 + 10*l) (5.92)
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A P-1 Pi
0^1'1) = (T1,O + Tl,0^*

= (1 + 00*10*l?(l + 00*1)1*

+ (1 + 00*10*l)*00*0I*

= (1 + 00*10*l)*(l+00*0 + 00*1)1*

= (1 + 00*0 + 00*1) I*

= (1 + 00*1) I* 

9 
= in* + i + on* + o o*n*

= 1 + I2I*

a . Mo M o
=(Ti,o-Ti,i + Ti,rTi,o>1*

= (00*10*l)*(0 + 11)1*

+ 1011* + 1001*

= (0 + 11 + 101 + 100) I*

9
= (o + li) + r i*

(5.93)

(b.9 )
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If F = {jiip then it can be shown that Vxe I3, {x } is a minimum 

cost test set and

y({x}) = 4 < 32 + 1 = 9 + 1 = 10

o
Thus Theorem 5.8 is verified. Similarly for any xel , x is a 

(/ip 1)-detection sequence. Comparing to the bound of Lemma 5. 4, 

2 < 3 x 1 = 3 and the Lemma is thus verified.

Let us now examine the question of when all proper memory 

faults of a machine can be detected, proper in the sense that the fault 

is not an identity mapping of the state set. The following theorem gives 

a necessary condition for every proper memory fault to be q^-detectable 

where qQ is assumed to be a reset state of the machine.

Theorem 5. 9 If M is a machine with initial state qQ and every 

proper memory fault is q - detectable, then M must be reduced.

Proof: Suppose M is not reduced, then 3q, re Q 3 q = r.

Consider the proper memory fault p.9 m(Q) = r and Vq’e Q a q* / q, but 

p(q') = q’. Since q = r, it follows that jLt(q) = q. Now consider the 

set of all sequences xe I* a 6(qQ,x) = q, we claim ô^(m(Qo),x) = r. 

First consider the set of all minimal length sequences x which takes 

% to q, i.e. no proper prefix of x,x\ is a transition sequence from 

qQ to q. Then clearly 5(qo,xf) = 6 ^(^(q ),x‘) since Vq' / q, g(q’) = q'. 

Consider then the set of such x' and a e l % = x’a
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6(6(q^x'),a) = q 

gô(ô(qo,x’),a) = ô^(ô(qo,x’),a) = g(q)

Le.

= 6fl(6(qo,x'),a) = g( q) = r.

For ail y e I*

6M(^(q),y) = ô(r,y) = ô(q,y)

/. Vxe I*9Ô(qo,x) = q

= r = ô(qQ,x) = q

and for all other xe I* ax does not take M thru q, it is obvious ' 

% = %Q,x)

Thus B = v and u cannot be q -detectable. 
% °

Theorem 5. 9 does not produce any surprise to our intuition 

because a machine with equivalent states possesses memory redundancy 

which naturally masks memory faults occurred among the equivalent 

states. It might be expected that the converse of Theorem 5. 9 would 

also hold but interestingly this is not so. The following example 

illustrates a reduced machine M and a proper memory fault p such , 

that p is not q-detectable for some initial state q of M.
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Example 5.4

Consider the machine M and a proper memory fault g shown in 

Figure 5. 2 where g permutes the state of M. It is obvious that M is 

reduced and /i is a proper memory fault of M, yet state 1 of M æ 

g(l) = state 2 of Therefore, g is not 1-detectable.
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3/0

2/0

a

Machine M

Fault n

m(q)

1 2

2 3

3 1

4 4

2 1/0

1 3/0

3 4/1

4 2/1

Results of ii, M

Figure 5. 2 Examples of a Proper Memory Fault in a 
Machine Which is Not q-Detectable.
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Section 5. 4 Strongly Connected and Diagnosable Machines

If M is a reduced and strongly connected machine, it is known 

that a fault of M is checkable (in the sense of [26] ) if and only if the 

behavior of the faulty machine differs from M. Accordingly, a memory 

fault p of M is checkable if M. To explore the relationship between 

the concept of checking and that of state-detection, let us first consider 

the following lemma.

Lemma 5. 5 If M is a reduced and strongly connected machine, then 

every checkable fault of M is q-detectable for any state q of M.

Proof Let p be a checkable fault of M and suppose there is a 

state q of M such that p is not q-detectable, i. e. •

V^(q) .

Since M is strongly connected, we have [ 19 ]

M <

Then Y r e Q , there is an re such that r = r^ But since M is 

reduced, | q| < I Q^|. Now since p is a memory fault, we have 

1 < | q] . Thus it must be the case that | QH = I Q1 and it follows

that M^ = M, contrary to our hypothesis that p is checkable. Therefore, 

the supposition is false and p must be q-detectable for any state q of 

M, completing the proof.

Note that the converse of the above lemma is not true, L e. there 
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are q-detectable faults which are not checkable. Extending Lemma 5. 5 

toithe case of faults set, we have,

। Theorem 5.10 If M is a reduced and strongly connected machine, 

q iL a state of M and F is a set of checkable faults, then

Q q) / 
p. e F

Proof: Choose F andx^eI+9 x^ is a (p^,q)-detection 

sequence. This is possible because p^ is q-detectable. Choose p^eF, 

then since M is reduced and strongly connected, by Lemma 5. 5, 
— —^9 ,
ô(q,x^)^ô (q,xp. Thus 3 X2 e I 9 

^2
^q^l^ ^Pg(q) 2^

Repeating this process, for the ith fault p^eF, 3x^ e I+ 9

Mi 
^q^l^2'^^ ^Mi(q) ^1^2' ' (5.95)

Finally, if |F | = m then '

A AM;
^.(q) (V2"-g <5'96)

for 1 < i < m.

Thus x = x1x .. .x is an (F,q)-test set and 
1 ci m

A '
xe O D (p,q) .

peF
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j

. Corollary 5.10.1 If M is a reduced and strongly connected 

machine, q is a state of M, F is a set of checkable faults and X is an 

optimum (F, q)-test set, then

92(X) < 1 + (2 |q| - 1 ) IfI

Proof: From Lemma 4.1, for each g. and selected in the 

proof of Theorem 5.10 J?g (xp < |Q|+|Q I - l.Thusif x = x^x^. . .x |f 

then

<p ({x}) = 1 + ig (x)
Ah

< 1 + E ( lQ I + IQ 1 - I)
MieF

^4
= i + fr I |q I - If I + E lQ I 

p^F

< 1 + (2|Q| - 1) |F | (5.97)

Since X is an optimum test set and from Equation(5.97), it follows that

<p(X) < <p ({x}) < 1 + (2 lQ I- 1) |F | (5.98)

In case M is also diagnosable, the requirement that M

V p e F is not needed, that is,

Corollary 5.10. 2 If Mis a strongly connected and diagnosable 

machine, q e Q and F is a set of q-detectable faults, then

D(p,q) / 0 ’
peF
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Proof; Let x be a DS of M, then if a fault p. is q-detectable such 

that M= M, then 3 r e Q, r q and r = //(q) 3

^q(x) / ^(x) = ^(q) (x)

We can then append to x the sequence constructed in the proof of 

Theorem 5.10 and denote it y. It is clear that xy is an (F, q) - test 

set and

xy c O D(g,q) '
peF

Moreover if X is an optimum (F, q) -test set, then

<XX) < £g(x) +1 + (2 |Q I - 1) |F| . '

Theorem 5.10 says that if a machine is reduced and strongly 

connected, then there is a simple experiment [ 49] which will detect any 

given set of nonequivalent faults in the machine. The properties that a 

machine be reduced and strongly connected and the faults occurred be 

nonequivalent are not required in the case of state-detection since in the 

latter approach we allow for multiple experiment. The fundamental 

question of whether the property of strong connectedness is useful or 

not relative to our fault detection concept remains unsettled. However, 

in the case where all q-detectable faults occurred are nonequivalent to 

the fault-free machine, the bound derived in Corollary 5.10.1 for the 

cost of an optimum test set is smaller than the general bound derived 

in Theorem 4. 7 and strong connectedness appears to be a desirable 

property. If further the property of diagnosability is added, then all 

proper memory faults which are q-detectable can be detected by a
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simple experiment as shown in Corollary 5.10. 2. To further explore 

the application of these detection concepts, let us next consider a 

simple experiment on strongly connected and diagnosable machines 

with cost of test set independent of the number of faults in a given 

faults set. If x is a distinguishing sequence (DS) of machine M, then 

we say that a state q in M is identified (by x) if M is initially in state 
A

q when x is applied and ^(x) observed. Let us first present the 

following lemma.

Lemma 5. 6 If M = (I,Q, Z,ô,w) is a strongly connected 

diagnosable machine and if k < n states have been identified, where 

n = |Q|, then 3xe 1^, £<k, so that the final state of M is not in any of 

the states already identified if x is applied and M is initially in one of 

the states identified.

Proof: Let S be the set of states that have been identified. We 

prove the lemma by induction.

Basis If S = {qQ} for qQe Q then it must be the case that 3ae I 9 

ô(qQ,a) £ qQ. Otherwise M cannot be strongly connected.

Induction Step Suppose the lemma holds for |S | = k, i.e. let 

s = {qo, then axe?, I <k, a6(q.,x) = qk j SVq^ S.

Consider S’ = S U{q. } and suppose Vxe I , £ < k + 1 < n and

Vq.e S’

8(qpx) e S'.

Then Vyk +1e 1^, 6(qR, yk+1) e S’.

If ô(q y ) e S, then V qc S, ô (q,yk) e S contrary to the hypothesis, '^k^k + 1
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If Ô(q. ,yv J = q^, then since Yael, b (q,, a) e S', M cannot be 

strongly connected, completing the proof.

Interpreting Lemma 5. 6, if M is a strongly connected machine 

and S is a proper subset of the state set, then the longest transition 

sequence from any state in S to any state in Q - S needs not exceed the 

number of elements in the set S. Using this lemma, if M is a strongly 

connected diagnosable machine and F is the set of proper faults in 

M such that Vp. e F, |Q^ I < |Q I, then it is possible to derive an 

(F,q) -test set, where qe Q, such that the cost of the test set is 

independent of the number of faults in F. An Algorithm which accomplishes 

this result is presented below: 

Algorithm 5.1 -

1. Assume qQ is the starting state, S <— {qQ}- Choose a 

DS x of the shortest length.

2. Apply x to M. If the terminal state q is in S, then apply 

a transition sequence (TS) y so that the terminal state q’ 

is not in S. Note that £g(y) < |S |. S <— S U {q’}.

3. If the terminal state q is not in S, then S <— SU{q}.

4. Use q or qT as the next starting state and repeat steps

2) - 3) until x has been applied to each state in M.

A flow chart for Algorithm 5.1 is shown in Figure 5.3. In essence 

this is just a formalization of the second part of the checking experiment 

first proposed by Hennie [ 26 ] . The following theorem shows that a
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No

No

Yes

Yes X 
--------M DONE

&(qP x)es

START,

|S| = n?

S^u{Ô(q x) 
q.- ô(q.,x)

Find y 5 
ô(qf xy^S

Apply 
DS x

8-M

U[ô(qi?xy)} 

q^ôCq., xy)

Figure 5. 3 Flow Chart of Algorithm 5.1
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sequence obtained by Algorithm 5.1 is indeed an (F,q)-test set for 

some starting state q of M, and from there an upper-bound on the cost 

of an optimum (F,q)-test set is derived.

Theorem 5.11 If M = (I,Q, Z, 6, co) is a strongly connected 

diagnosable machine. L is the order of diagnosability and F is the set 

of all proper faults in M such that V pie F [Q^ | < |Q I, then Algorithm 

5.1 determines an (F,q)-test set for some qcQ. Moreover, if X is an 

optimum (F,q)-test set, then

tp (X) < nL + n ~ + 1
— z

where n = |Q j.

Proof: Since M is strongly connected, every state of M can be 

reached at least once starting from any state. The algorithm applies 

the DS x exactly n times, we shall expect n different responses at n 

states of M. Suppose /j, in F occurs, since |Q^ | < n it follows that

K'W’ I q€ Q} I < n and the outputs of M^ cannot be the same as M

under the sequence generated by the algorithm.

To obtain the bound, we note that n times of x have been applied 

to M, thus the test sequence must not be shorter than nL. From the 

lemma, we know that after identifying k < n states, the longest 

transition sequence required to take M to a new state is k and since, 

possibly we may have to apply these transition sequences n-1 times 

we obtain the maximum total length of these transition sequences as:

(5.99)
i =1
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Therefore, if y e I+ is the test sequence generated by the algorithm

fg(y) < nL + . (5.100)

Since X is of minimum cost, it follows that

p(X) < 1 + £g (y) = nL + 1 (5.101)
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Section 5. 5 Definite Machines

Continuing our exploration of the application of the fault detection 

concepts and regular representation of fault detection sets as developed 

in the last chapter, let us now consider another special class of machines 

where the output behavior of the machine depends only on the past 

k-input symbols for some integer k. More precisely

Definition 5. 2 A machine M = (I, Q, Z, Ô , co) is said to be 

definite if there is an integer k such that V x e I+, £g(x) = k, then 

Æq(x) = Vq, r e Q.

It is widely known that a definite machine can be realized by 

a network containing no feedback loops. Because of this property, 

it may be expected that this class of machines is ’’easier” for deter­

mining test set. We will attempt to formally support this conjecture 

in the development that follows. We begin by deriving a regular expression 

characterization of definite machine [ 12].

Theorem 5.12 A machine M = (I, Q, Z, 5 , co) with initial state 

q is definite if and only if for every z e Z, T can be represented q, z 
by the following expression

where A% and B% represent finite sets of sequences. ’
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Proof Sufficiency

Since A% and Bz are finite, Tq z can be represented in a form such

that Az ' I*Bz = 0 . Since M is a Mealy machine

X T = I+ = A + I*B (5. 102)
zeZ q’z

where

A = % A and I*B = E I*B^ (5. 103)
ZEZ % ZEZ

Let

m = max { £g(x) | x E A } (5. 104)

and

k = m + 1.

Then V z e Z, if x e T and £g(x) = k, x e I*B . q, z z
That is, if x = y'w for some y * e I* and w E Bz then V y £ I* 

^q(w) = pqfy w) = z (5.105)

i. e. -

0r(w) =^s(w) = Z for r,sE ^(6(q,I))

Since this is true for all ZE Z, it follows that V x e I+ £g(x) = k 

^(x) = ^^(x) V r, s e ^(ô(q, I) ) (5.106)

Since M is an initial state machine, the proof is complete.

Necessity

Suppose M is definite, then V x e I+ Cg(x) = k

^(x) = ^(x) V r, s, e Q

If x e T and £g(x) = k, then because of definiteness q, z
0q(x) = ^(x) = z V r e Q (5.107)
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i.e. V y e I*

P (x) =Pq(yx) =z (5.108)

i.e. I*x c T . Since there are finite number of sequences of
' " “ Q,z

length k in T , it follows that 3 finite set I*Bz Ç Tq, z- If 

x e Tq z £g(x) = k, then x e I*BZ- Otherwise, there are finite 

number of sequences of length less than k.

Let A T | £g(x) < k }, then it follows that 
q, z

= A + I*B (5.109)
q, z z z

Since, we choose arbitrary z 6 Z to derive this result, Equation (5.109)

holds for all z e Z, completing the proof

Thus, it is evident that regular expression provides a useful 

characterization of definite machines. An event R over I*(R^ I*) 

is said to be definite if it can be represented in a form as that of 

Equation (5.109), i. e. if

R = E + I*F . (5.110)

where E and F are finite expressions. Thus by Theorem 5,12 a 

machine is definite if and only if each of its output event Tq, z is a 

definite event. A definite event of the form R = E is called initial 

while event of the form R = I*F is called non-initial Initial events 

are transient behavior while non -initial events can be considered as 

steady state conditions of the machine. An example of a definite 

machine is machine M of Figure 4.1, and regular expressions of the 
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output behaviors T *s of M are demonstrated by Equations (4. 8) q, z
and (4. 9). Another point perhaps worth mentioning is the definition

of definite machine. Some author [30] define definite machine in

terms of structure property, i. e. a machine M with initial state q

's are definite events for every r e Q.is definite if and only if S 
q> r

It can be shown that such definition is a special case of our more

general behavior type definition given in Definition 5. 2 and Theorem

5.12. For example, if S is definite for every r 6 then it can

be easily verified that T is q, z a definite event for every z e Z, but

the converse is not true. It is well known that in the case of reduced 

machine, these two definitions are equivalent. From the stand point 

of studying machine structure per se, it might be expected that no 

additional knowledge would be gained by considering non-reduced machines. 

However, in the case of studying fault detection problem, many 

faulty machines are non-reduced, and adoption of the structure type 

definition will inevitably reduce the number and types of failures that 

can be considered.

Returning now to the problem of fault detection in definite machines, 

consider first the following special type of faults.

Definition 5. 3 Let M be a machine and p be a fault of M. 

p is said to be definite if is a definite machine.

In other words, a fault p is definite if the result of p (i.e. the 

faulty machine under p) is a definite machine. In a definite machine, 



200

if a fault is non-definite, then a process of determing whether the 

given machine is definite would be generally sufficient to detect that 

fault. As might be expected from intuition that such types of faults 

are ’’easier” to detect. Thus in the development that follows, we 

will focus on the type of faults that are definite in definite machines. 

It will be shown next that the regular expression representation of 

fault detection set is very convenient for such application.

Theorem 5.13 Let M = (1, Q, Z, 6 , eu) be a definite machine, 

q € Q and p be a fault of M. If is definite then q) is a definite 

event.

Proof: If is not q-detectable, then by definition, D(p, q) = 0 

implies D(g, q) is definite. If p. is q-detectable, then D(g, q) 4 </>

and from Theorem 5.12, V z e Z

and
q,z = A + I*B (5. Ill)

TM = AM + I*BM 
q, z z z (5. 112)

where A , B , A^ and B^ are finite expressions. From Theorem 4. 3 
z z z z

DW =zVq,z-^z

zeZ
(Az + I*Bz) • (A^ + I*BZ )

= 2
ze Z

(A + I*B ) ‘ A 4
2 (A^ + I*B^) 
r f Zi Zjz /=z
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= Z (A + I*B ) • (A* + I*B'g ) 
zeZ z z z z

= % (A ' + A • I*B^ + I*B • A
-z z z z z z z

+ I*Bz • I*B^ )

= AM + i*bm 
q q

where

z
Z€Z

Z

z eZ

Ag = 2 (A • A'M + A • I*B'M + I*B • A^ ) (5.116) 
q JÏ<7 z z z z z z

I*BM = 2 I*B • I*B'M (5.117)
q zeZ z z .

Thus by Definition 5.3, D(pt, q) as represented by Equation (5.113) is 

a definite event and the theorem is proven.

Thus if both the good machine M and the faulty machine Ma are 

definite machines, then the basic q-detection set of /i is a définit a event. 

We will further require that the faulty machine be non-equivalent to the 

fault free machine. Although we have interpreted previously that the 

non-initial definite event part of T in a definite machine as a steady q, z
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state output behavior, it is not completely clear how a necessary condi­

tion for the existence of such behavior can be characterized in terms 

of machine structure. However, we are able to obtain a sufficient 

condition in which every T contains a non-initial definite event.
Q, z

Lemma 5. 7 If M is a strongly connected definite machine and

q e Q, then V z € Z T = A + I*B and B * 0 q, z z z z

Proof : With no loss of generality, let us assume that M is

reduced. Since M is definite and reduced, it follows that each S 
Q, r

is also a definite event, i. e. V r e Q

(5.118)

where A and B are finite expressions. We first claim that V r e Q,

Br / 0 • We first note that since M is a Mealy machine

(5.119)

Therefore, it is obvious that 3 s e Q 9-

S = A + I*B and Bg A 4; b b b b
Now since M is strongly connected, for any re Q 3 x e I+^ g x C S

i. e. I*B x c s , this means that I*B r 0 for any r e Q. s — q, r r
From Equation (4.1)

g = X So r a 
q’ allreQ ael q,r

£> w(r, a)=z

= Z (A +I*B )a 
allreQ ael 
9-w(r, a)=z

= A + I*B z z (5.120)
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Since I*Br A for r e Q, it follows that Bz £ $ V z € Z.

Using the above lemma, we will be able to show in the following 

that the basic q-detection set of any definite fault in a strongly connected 

definite machine contains a non-initial definite event.

Theorem 5.14 If M = (I, Q, Z, Ô, y) is a reduced and strongly connec­

ted definite machine, q e Q and g is a q-detectable definite fault, then 

the basic q-detection set of g contains a non -initial definite event.

Proof : From Lemma 5.7, since M is strongly connected and

definite, V z e Z

' and B Z 0q,z=\+^ (5.121)

where A and B are finite

' has a canonical form q,z .

z z expressions. Since M is reduced and definite, 

[ 12], and we will assume that all events 

are in canonical form and consequently • I*Bz . Since p. is

q-detectable and definite, D(p, q) / </> and from Theorem 5.13,

Dk q) = Z (A • + A • I*B'g + I*B • A^)
1-7 Z/ ZI Zj Zi Zj ZjzeZ

+ E I*B • 1*6'^ (5.122)
zeZ z z .

What we want to show is that the last term of Equation (5.122) is

non-empty. By the duality of Theorem 4. 3 which is shown in Equation

(5. 6), we can obtain a second expression for D(p, q),

D(^q) = S (A^- A' + A^ • 1% + PB^ • A' ) 
zeZ z

+ X I*Bg • I*B' (5.123)
zeZ z z
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where

A' = Z A - (5.124)
= %

z'e Z

and

I*B' = 1*5 B » (5.125)
z z?z z 

z'eZ

Suppose we assume that the last terms of Equations (5. 122) and (5.123)

are empty, i.e.

and

I*B • I*B^ = 0 V z (5.126)
z z v

I*BM • I*B' = ô V z (5.127)
z z

and further if we let

and

= (5.128)
zeZ z

A = Z A (5.129)
zeZ z

Then Equations (5.126) and (5.127) imply that

and

I*B C Am + I*BM V z (5.130)
z — z

I*B^ CA + I*B V z (5.131)
z — z

But it can be immediately verified that Equations (5= 130) and (5.131) 

again imply, V z e Z

A + + I*BM = + A + I*B (5.132)z z .
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But since M is strongly connected, by Lemma 5. 5, this is impossible

Therefore

I*b£ = c£ + I*DZ (5.133)

and

I*B = C +' I*D (5.134)4 4 4
where C^, 

z C and D are finite expressions. Thus V z e Z z z
T = A + C + I*D (5.135)4 4 4 4

and

z * Cz + PDz (5-136)4 4 4 4

unless

\ + ^z ° *z + Cg V z e Z (5.137)

But Equations (5.136) and (5. 137) imply that D(p, q) - $ , contrary 

to our assumption that g is q-detectable. Thus the assumption is 

wrong and the theorem is proven.

Perhaps we should look ahead at this point to the utilities of the 

above theorem. If given a set of faults F in machine M such that all 

basic q-detection sets of faults in F have non-initial definite sub - 

events, for some state q of M, then the q-detection set of each of these 

faults has a subevent representable in the form of I*BI* for some finite 

expression B. As shall be shown later that these q-detection sets have 

a non-empty common intersection which is also representable in the 

form of I*B'I* for some regular expression B^ Such form of representa­

tion would be useful for computing bound of test set and for obtaining
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test set to include faults outside F. Before we state and prove these 

results, we need the following definition and lemma.

Definition 5. 4 Let A and B be two regular expressions over I*. 

The contraction of A and B, denoted C, represents the set of all 

sequences obtained according to the following rules.

1) If A • B , then A • B C C

2) Vxe A-A' B and y e B - A • B or x € B - A • B 

and y e A - A • B, if x is a proper subsequence of y, 

then y e C and x and y should be removed from further 

consideration in the generation of C.

3) For the set of remaining sequences in A and B, for 

each x e A and y e B, if x = uv for u, v e I+ and 

y = vw for v, w e I+ then uvw e C. Similarly if 

x = wz then vwz e C.

4) When x e A has compared to each y e B according to 

step 3), x is deleted from A. -

5) The process terminated when A is exhausted.

Lemma 5. 8 Let A and B be two regular sets, then

I+AI* • I*BI* = I*AI*BI* + I*BI*AI* + I*CI*

where C is the contraction of A and B.

Proof: Let x e I* AI* • I*BI*. Then 3 u, w, u’, w’ el*, v e A and 

v1 e B^ x = uvw = u'v'w*. We consider the following cases



207

1) If u’v’ is a prefix of u, then let u = u’v’v” where 

v" e I*, x = u'v'v"vw and x e I*BI*AI*.

2) If uv is a prefix of u’, then using arguments presented 

in 1), we have x e I*AI*BI*.

3) If v = v’, then v € A- B and by rule 1) of Definition 5.4, 

v e C and x € I*CI*.

4. ) If v is a proper subsequence of v’ or vice versa, then 

v or v* € C by rule 2) of Definition 5. 4, thus x e I*CI*.

5) If u’ is a proper prefix of u and v’ = u”v” ^u = u’u” 

and v" is a proper prefix of v, then u”v e C and 

x = u’u”vw, thus x e I*CI* by rule 3) of Definition 5. 4.

6) If u is a proper prefix of u’ and v = u”v”3 u’ = uu” and 

v” is a proper prefix of v’ then using arguments of 5) 

we have x e I*CI*.

I*AI* • I*BI* C I*AI*BI* + I*BI*AI* + I*BI*.

Conversely, let x e the right hand side. First let x e I*AI*BI*, i. e. 

3 u, w, z e I*, v e A and y e B z = uvwyz. Since v e A, x e I*AI*. 

Similarly y e B implies x € I*BI*. Thus x e I*AI* • I*BI*= For the 

case where x e I*BI*AI* similar reasoning can be used and again 

x e I*AI* ° I*BI*. Now if x e I*CI*, let x = uvw, where u, w e I*, 

then we consider the following cases:

1) If v e A • B, then x e I*(A • B)l* c I*AI* • I*BI* by the 

property of Boolean intersection of regular expressions.
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2) If v = v’vHvni where v*, v”, v,n e v’vtr e A and 

v"v"* e B, then u(v’v”)v,nw e I*AI* and uv’(v’rv”’)w e I*BI*. 

Thus x € I*AI* • I*BI*.

3) If as in 2) v’v” e B and € A, using the same 

arguments as in 2), we have x e I*AI* • I*BI*.

4) If v 6 A and v,T e B as in 2), then x e I*AI*, 

x =uv’(v',)v”*w e I*BI* and x e I*AI* • I*BI*. 

Similarly if v e B and V” e A, x e I*AI* • I*BI*.

Since we have exhausted all possible situations in x e I*CI* and with

the preceding arguments we conclude

I*AI*BI* + I*BI*AI* + I*CI* c l*AI* » I*BI*

Thus

I*AI* • I*BI* = I*AI*BI* + I*BI*AI* + I*CI*

Theorem 5. 15 If M = (I, Q, Z, 6, is a reduced and strongly 

connected definite machine, q € Q and F is a set of q-detectable definite 

faults, then there exists a non-empty regular set B 9

I*BI* c n D (m, q)
fie F

Proof: From Theorem 5. 14, V /a y € F

D(g,q) = D(M,q)T* = A^I* I*B^I* (5.133)

D (y, q) = D(y, q)l* = A^ I* + I*B^ I* (5.139)
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Where , 
q

B^ , aX and B^ are finite expressions, and B^ 
q q q q * «A

and Br & 
Q

D( g, q) • D (y, q) = A^*y I* + I*B^ I* • I*ByI*

where

= A^ I* + 1*6^1 + (5,140)

Am’ 7 I* = I* • I*By I* + AX I* • A7 I* + 
q q q q q

Ar I* • I*BgI* 
q q

(5.141)

and

Now from

I*BPrI* = I*B^ I* • I*ByI* 
q q q

Lemma 5. 8, it follows that

Bqy # *

(5.142)

(5.143)

By induction with repeated application of Lemma 5.8, we have

I*BI* C n D ( p., q) 
pe F

and B B is obtained from Definition 5. 4 and Lemma 5.8.

Let us illustrate the above development with the following example.

Example 5. 5

Consider the machine M and faults p and p’ of Example 4.1 

which are repeated here as shown in Figure 5. 4

D (p, 1) = 1*011*

D (p’, 1) = II* + 1*1111*

(5.144)

(5.145)

If F = {p, p’}, then an (F, l)-test set can be determined as follows
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Machine M

Fault m

M(q)

Machine M^

Fault p?

q g'(q)

1
2
3

3
2
3

Machine M^

1/1
) 0/0
--------- --

Figure 5. 4 Definite Machine M and Fault set F - {/i, g’}
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D(g, 1) • D(g*, 1) = 1*011* • (11* + 1*1111*)

= 11*011* + 1*01111* + 1*011*1111*

+ 1*1111*011*

= lï *011* + I*(0111 + 011*111 + 1111*01)1* 
(5. 146)

It can be verified that Equation (5. 146) is equal to Equation (4. 36). 

The last term of Equation (5. 146) illustrates the form of expression 

we may obtain for the test set of a set of q-detectable definite faults 

as prescribed by Theorem 5.15.

Interpreting Theorem 5.15, if F is a set of q- detectable definite 

faults of a strongly connected definite machine M, for some q e Q, 

then 3 an (F, q)-test set of the form I*BI* for some regular event 

B. A test set of this form indicates that the test set can be independent 

of any starting state and from the construction of B by Definition 54 

and Lemma 5.8, the ordering of faults in the generation of the test 

set is unimportant. Furthermore, the test set so generated has the 

property that it has non-empty intersection with any other q-detection 

sets of faults outside F. Thus potentially many other faults are also 

detected by this test set. To illustrate these observations, let us 

consider the following example.

Example 5. 6

Consider now a third memory fault g,T of M of the last example 

shown in Figure 5. 5
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o/o
m"(q) i/o

Figure 5. 5 A Non-definite

yi

Fault p” of M

,.1T 9 92 = (1 )* + 1*0(1^)* (5.147)

S1* 2= + ï*0^2)*1 (5.148)

to“ ^I+<3°

I*o + s^

(5.149)

(12)*12 + I*0(l2)*l2 (5.150)

2 2

Thus from Equations (5.149) and (5.150), p,” is not definite. Next, 

let us proceed to compute the 1-detection set of p" by first computing 

the basic 1-detection set of p.".

D(pi", 1) =T10 ■ T^' 1,1 Tl,0

2^,22 3

+ [1*011] • [(i2)*i + i*(o + o(i2)*i)]

= (I2)*!2 + I*0(l2)*l4 (5,151)
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Thus

DO?', 1) = DO?’, 1)1*

= (12)*12I* + I*0(l2)*l4I*

= 12I* + I*014I* (5.152)

Now let us compute a test set for F’ = {m# m”}

D(/i, 1) • DO?, 1) • D(m”,1)
? ?

= [ 11*011* + I*(01 + 011*1 + 13I*O1)I*] • [ 12I* + I*014I*]

2
= 1 1*011*

+ 1I*O14I*

=
2

= 1 1*011*

9 Q/- 9 9
+ j/j>ori* + 1 i*jmt*i i* + i^j»ri*oii* 

4 4 3/^ 4 34+ 1*01 I* + I* 017j>Ÿ^I* + I*O>Ï^O1I* + I*M*01 I*
9 4

+ 1 1*011* + 1*01 I*

+ I*014I* (5.153)

This illustrates the observation that a test set obtained by common 

intersection of detection sets in a class of q-detectable definite faults 

has non-empty intersection with the detection set of any other faults 

including those which are not definite.

It is interesting to note that Equation (5.152) represents a 

detection set which is identical in form to one obtainable from a definite 

fault. Moreover, j?’ of Example 5. 6 illustrates a class of "easily 

detectable" faults more general than that of Theorem 5.15. It can be 

interpreted as saying that in the class of faults F, in order to obtain 

a test set of the form I*BI* for some regular event R, all we need is. 

that V m e F, D(p, q) contains a set of sequences of the form I*R where 

R is a regular event. Thus Theorem 5.15 can be generalized as follows.
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Theorem 5. 16 Let M = (I, Q, Z, ô, co) be a reduced and strongly 

connected definite machine, q € Q and F is a set of q-detectable faults 

g V (U e F and z e Z '

TM = RM + I*SM 
q, z z z 

where Rare regular sets and + 0. Then 3 a non-empty 

regular set T

I*TI* c n Dfeq) .— p.c r •

Proof: The proof is similar to Theorem 5.15 and we will not 

elaborate it here.

Let us recall from Definition 5. 2 that a machine is definite 

if there exists an integer k such that for any sequence of length at - 

least k, the future behavior of the machine can be determined. If the 

machine under consideration is reduced, then this is equivalent to 

saying that the terminal states of those sequences can be uniquely 

determined. Such type of sequences is called synchronizing sequence. 

Rephrasing our observation on the reduced definite machine, we say 

that a reduced machine is defini te (k-definite) if and only if every 

sequence of length k is a synchronizing sequence. Since in a reduced 

definite machine almost all sequences are synchronizing sequences (i.e. only 

a finite number of sequences are not synchronizing sequences), it is 

reasonable to assume that a large class of faults will somehow preserve 

the synchronizing property of the machine. Furthermore, the common
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A
intersection of D(^ q) for g e F, a class of such faults, has a non­

empty intersection with the q-detection set of any other fault outside 

of F, it is believed that most faults will be detected by this test set. 

Thus Theorem 5.16 can be regarded as a theoretical support to the 

conjecture that definite machines are better for testing and diagnosis.

The last two theorems and the discussion that followed suggest 

a generalization of definite machine to a class of machines where 

q-detection sets satisfying Theorem 5.16 are likely to occur. What 

we want here is a machine where each of its output behavior can be 

represented as

for some regular events Az and Bz * 0. The following theorem 

provides a sufficient condition for a machine when such property can 

be obtained.

Theorem 5. 17 If M = (I, Q, Z, 6 , co) is a reduced, strongly 

connected and synchronizable machine, then V qe Q^Yze Z

T = A + I*B and B </> q, z z z z r 
where Az and Bz are regular expressions.

Proof: Let x be a synchronizing sequence of M and suppose

V r e Q

6 (r, x) = s for some s e Q.

Choosing any qe Q, since

2 S =1* (5.154)
reQ q,r
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it follows that I*x c s . Let - q,s

S q = A + I*B (5.155)

Since M is strongly connected, S O VreQ. Now s, r

Sq,r^q,s^,r 

we have

Thus V r e Q

S = A + I*B and B # q, r r r r
where A and B are regular expressions. By Equation (4.1), V z e Z

-9- a<r, a)=z

= A + I*B (5. 157)z z '
where A , B are regular expressions and B * 0, thus completing z z z
the proof.

From the previous discussion and the result obtained above, 

it appears that synchronizability and stronger connectedness contribute 

significantly to the role of fault detection in sequential machines. 

Intuitively, synchronizability of a machine reduces the necessity of 

frequently applying reset input while strongly connectedness amplifies 

the synchronizability by producing a large number of synchronizing 

sequences. Thus if a machine fails, the faulty machine will more 

likely preserve some synchronizability and a large number of faults 

will satisfy condition of Theorem 5.16.
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In summary, Sections 5. 3 and 5.4 are mainly devoted to the 

application of the fault detection concepts and regular representation 

of fault detection sets as developed in chapter 4 and Section 5. 2. 

These results are indicative of potential application to the study of 

easily testable sequential machines by means of algebraic representa­

tion of their test sets.



Chapter VI

SUMMARY AND CONCLUSIONS

The discussion of the previous chapters is concerned with 

questions relating to the problem of fault detection and diagnosis 

of sequential systems. Questions that have been considered or 

answered include the following:

i) Investigate properties of sequential machines that relate 

to "inherent" diagnosability in the sense that the behavior 

can be easily verified and classify these machines 

according to some measure of "easiness".

ii) Determine methods of realizing (simulating) machines 

(or behaviors) that are not diagnosable by diagnosable 

machines using augmentation to the specified input-output 

behavior. By diagnosable, in this context, we mean the 

machine possesses a distinguishing sequence.

iii) Given a known set of faults in a machine, determine 

conditions under which the given machine can be tested 

against the occurrence of any fault in this set and, if 

testable, determine optimum test sets.

iv) Investigate properties of machine structure and behavior 

that are conducive to efficient fault detection when 

knowledge of the faulty machine structures is included.

218
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The approach taken in the above investigations has been system 

theoretic in the sense that a formal model of sequential machine (finite 

automaton) was used to represent the system and formal methods were 

used in studying this model. The advantage of this approach in studying 

system diagnosability is that structure changes (due to faults) can be 

precisely related to their effects on system behavior, thus permitting 

the discovery of properties conducive to easy diagnosis independent 

of any particular physical realization. These investigations will now 

be summarized.

Chapter 2 began with a review of some basic definitions and 

concepts of sequential machine theory that relate to the problem of 

fault detection and diagnosis. When considering procedures for 

diagnosing faults in sequential systems, such procedures can often 

be simplified if it is possible to infer the initial state or final state 

of the system, given the output response to some distinguished input 

sequences [ 26 ] . Thus the properties of interest chosen to answer 

the first question posed above were the possession of distinguishing 

sequence and homing sequence and machines having these properties 

are called diagnosable and homable, respectively. Relative to these 

classes of machines, two measures of ’’desirability” of these properties 

are possible; one is the abundance of such sequences and the other 

is the length of the shortest such sequences.
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The classes of definitely diagnosable (homable) machines [ 32 ] 

where almost all input sequences are distinguishing (homing) sequences 

were reviewed and studied in Section 2.1. Results obtained in this 

section include characterizations of a definitely diagnosable machine in 

terms of being convergence free and definitely homable (Corollary 2. 3. 2) 

as well as of being convergence free and having every single-input 

submachine reduced (Theorem 2.4). These structure characterizations 

are useful in that they permit generalization of these machines to less 

restrictive classes of machine without affecting the order of diagnosability 

(homability), i.e. the length of the shortest distinguishing (homing) 

sequence remains unchanged. Applications of these results were 

discussed in Chapter 3 where the purpose was to obtain a diagnosable 

realization with short distinguishing sequences.

Sequence generators and linear machines when considered as 

refinements of the definitely diagnosable machines were then discussed 

(Section 2. 2). The order of diagnosability in a reduced sequence 

generator can be determined by the least integer k such that = ^k + l

where is the k-equivalence partition on the state set. Thus optimally 

diagnosable (i.e. having a distinguishing sequence of the shortest 

possible length as determined by the number of states and the number 

of output symbols in a given machine) sequence generators can be . ' 

characterized in terms of such partitions. The class of reduced linear 

machines was found to have some common diagnostic properties with 

that of the reduced sequence generators. First, if a linear machine 
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has a distinguishing sequence of length k, then every input sequence 

of length k is a distinguishing sequence. Thus, the order of diagnosability 

can be determined by the least integer k such that + Equivalently,

the order of diagnos ability can be determined from the least integer 

k such that the rank of an associated matrix is equal to the dimension 

of the state space. Consequently a reduced 2n-state linear machine is 

definitely diagnosable of order no greater than n. From the known 

result that i-equivalence relation of a linear machine partitions its 

state set into cosets when the state space is considered as an Abelian 

group, it was then shown (Theorem 2. 8) that if is the i-equivalence 

partition of the state space of a linear machine over a Galois field of 
k.

pm elements, then I = P 1 I, where 0 < k^ < £m and f is the 

dimension of the output space. Moreover, if n is the dimension of the 

state space and £ divides n, then the linear machine is optimally 

diagnosable if and only if |tt^ I = q^ | for all 0 < i < j , where 

q = pm. Finally, the optimal diagnosable characterization was then 

generalized to some non-linear sequential machines.

From these discussions, it is evident that the bound on the order 

of diagnosability is usually dependent on the abundance of the desired 

sequences. Using this measure as our basis of machine classification, 

a partially ordered set of these classes of machines using set containment 

as partial ordering was obtained (Figure 2.3). Such classification is 

useful in that it permits tradeoffs between hardware complexity and 

efficiency of diagnostic test during the design stage of a machine.
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. To answer question ii), three types of machine realizations were 

considered in Chapter 3 employing control-input augmentation, test­

output augmentation and state-output augmentation, respectively.

In the problem of control-input augmentation, it has been shown 

that diagnosable realizations can always be obtained where the realizing 

machine has at most one more input symbol than the realized machine. 

Thus minimum complexity when measured by the number of augmented 

input symbols is trivially obtainable. Moreover, in all cases one 

can obtain realizations which are optimal in the sense that they have 

the shortest possible distinguishing sequence (as determined by the 

number of states and output symbols).

The problem of test-output augmentation was then considered 

where the tradeoff between time (length of distinguishing sequence) and 

space (output alphabet size)was investigated. It has been shown that 

realizations having distinguishing sequence of length I can always be 

obtained and the best bound on the number of output symbols for such 

realizations was derived (Theorem 3.4). To obtain a minimum complexity 

realization, a special class of distinguishing sequences was considered 

where the restriction is not directly related to the length of the 

sequences. Such a problem was formulated as that of determining the 

minimum coloring of a graph and a heuristic procedure was proposed 

(Procedure 3.1).
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. To motivate the study of state-output augmentation, it was first 
i 

shown that it is not possible to obtain a diagnosable realization of any
I

no^diagnosable reduced machine by increasing the number of states 

alone (Theorem 3.7). The study of output augmentation was generalized 

to devising methods of obtaining diagnosable realizations which reduce 

the number of augmented output symbols by increasing the number of 

states. It has been shown that in many cases it is possible to augment 

at most one output symbol to obtain a diagnosable realization by sufficiently 

increasing the number of states (Theorems 3. 9, 3.10, 3. 14). Means of 

tradeoffs between the number of states and the number of output 

symbols were also investigated.

Reviewing major contributions of Chapter 3, the input augmentation 

method provided a means of achieving an optimal diagnosable realization 

by increasing the minimum number of external connections. This is 

important in the case of Large Scale Integrated Circuit (LSIC) design 

when the number of external pins is a premium limitation. From a 

network point of view, however, such realizations may require greater 

network complexity than desired or than required by some other real­

ization techniques. It is believed that any future research in this area 

would require a redefinition of the measure of machine complexity which 

also includes some properties of physical networks. In the case of , • 

output augmentation, our measure of machine and test complexity in 

term of the number of output symbols and length of distinguishing 

sequence, respectively, seem justified because of the well kno wn fact 
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that points of observation need only very small amounts of logic. 

Although we were not able to solve the problem of obtaining a minimum 

output diagnosable realization, our derivation of best bound for the 

1-diagnosable realization and the graphic technique of Procedure 3.1 

should provide a foundation for obtaining a reasonably good solution to 

the output augmentation realization problem. Finally, the state-output 

augmentation technique provided a tradeoff between the number of test 

outputs and the complexity of machine in terms of the number of states 

for obtaining diagnosable realizations. Again, this result is significant 

in the design of LSIC when the premium limitation is the number of pins 

and when addition of a moderate number of flip-flops and slight 

lengthening in test time are acceptable. .

The methods discussed above are by no means inclusive. They 

merely serve to illustrate some basic approaches that may be taken. 

Using the general concept of diagnosable realization introduced, other 

feasible techniques can also be investigated. For example, a single 

input pin feeding an n-stage shift register in a circuit can sometimes 

be regarded as effectively providing n test pins - an input-state 

augmentation problem. Similarly, input-output augmentation is usually 

required when a long chain of counters in a given circuit is to be 

broken up to reduce the test time. Future research in the design of. • 

diagnosable realizations should be beneficial to the derivation of design 

criteria for easily testable large scale integrated circuits.
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Our discussion so far has been limited to the verification of 

machine bahavior without explicitly stating the effects of faults on the 

fault-free system. Such approach is far too general in most applications, 

since in practice only much more limited types of faults can occur in 

a physically realized system. To alleviate this deficiency, the effects 

of changes in machine structure (due to faults) have been investigated 

in Chapters 4 and 5 and are now summarized below.

In order to answer question iii), the class of faults considered 

was restricted to faults which represent permanent changes in the 

memory structure of the system. This restriction was made primarily 

to simplify the discussion and the results obtained can be generalized 

to include any fault which i) does not increase the number of states, 

and ii) does not affect the reset mechanism. The problem considered 

then was the representation and minimization of test sets for a 

sequential system.

The problem of representing detection sequences was considered 

first and it has been shown that if D is the set of all sequences that 

distinguish faulty behavior (for a given fault) from fault-free behavior 

(in a given initial state), then D is a regular set (Theorem 4. 2). Moreover, 

a regular expression that denotes D can be obtained from expression 

associated with the fault-free and faulty behaviors in much of the same 

way that test sets are determined for combinational networks using 

Boolean differences [ 47 ] .
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The problem of obtaining a minimum cost test set (with cost 

measured in terms of testing time) was then considered where the 

primary difficulty lies in the fact that detection sets, although regular, 

are nevertheless infinite. However, we showed that the cost of an 

optimum (minimum cost) test set is bounded from above by a quantity 

which depends only on the size of the fault-free machine and the number 

of faults to be detected (Theorem 4.7). From this it follows that the 

length of the longest sequence in any minimum cost test set is also 

bounded by a known quantity. Thus only a finite subset of each fault 

detection set needs be considered in deriving an optimum test-set. 

Employing some rather natural notions of fault equivalence and fault 

dominance, the problem of finding an optimum test set of a sequential 

machine, given a complete description of the fault set, can then be 

formulated as a covering problem. This parallels the solution suggested 

by [ 28 ] and others for obtaining optimum test sets.

Although the implementation of these procudures may be impractical 

for large networks, these results are nevertheless valuable in that they 

delimit the complexity of the problem. Such solutions may also indicate 

simpler, more practical methods of solving the problem at some 

sacrifice in optimality or completeness of the test set.

Chapter 5 was devoted to answering question iv) stated earlier 

by application of the fault detection concepts and the representation of 

fault detection sets introduced in Chapter 4. One important subject 

related to the determination of efficient test sets is the relations of 
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faults. Fault equivalence relation reduces the number of distinct faults 

that need to be considered. Similarly fault dominance relation alleviates 

the necessity of exhaustively computing fault detection set for each fault. 

To help determine properties of sequential machine desirable for 

efficient testing, classes of faults which are easily detectable were 

defined. Machine classes which tend to produce these types of failures 

were then investigated. These are subjects considered in Chapter 5 and 

they are briefly summarized below.

The problem of determining fault equivalence and fault dominance 

relations among faults was first considered. The comparison of these 

faults was made in terms of componentwise behavior representations of 

the faulty machines and the fault-free machine. Sufficient conditions for 

the existence of these relations have been derived but due to the fact that 

concatenation of regular expression is not distributive over the Boolean 

operation of set intersection, we were unable to obtain the corresponding 

necessary conditions. Moreover, if F is a set of faults and is the 

collection of equivalence classes of faults, we were able to establish a 

sufficient condition for the existence of the greatest lower bound of any 

two elements in the partially ordered set ( <) • These results are

useful in that they may provide shortcuts for computing a test set for 

any given fault set. •

The general problem of investigating properties of easily testable 

sequential machines using regular expression representation of fault 

detection sets was then explored. Section 5. 3 discussed conditions and 
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characterizations of memory faults detection in terms of machine 

structures and nature of faults. Moreover, a class of easily detectable 

faults has been introduced where the fault detection depends only on the 

length of the test sequence rather than the choice of sequences. It has 

been shown that an upper bound on the cost of an optimum test set can 

be derived which is independent of the size of the fault set.

The class of strongly connected machines was then investigated. 

In this case we have been able to establish an upperbound on the cost of 

an optimum test set smaller than that obtainable from the general class 

of machines (Corollary 5.10.1) . If the machine is also diagnosable and the 

type of faults occurred reduces the number of states in the machine, 

then it is possible to obtain a test set whose cost is independent of the 

size of the fault set.

Finally, the class of definite machines was then considered. Due 

to the widely known property that definite machines can be realized 

by networks without feedback loop, it has been conjectured that definite 

machines are easier for fault detection. It is the purpose of this study 

to formally verify this conjecture. It has been first established that 

each output behavior of a definite machine can be represented by regular 

expression of the form A + I*B where A and B are finite expressions 

and I* ib the set of all possible input sequences to the machine. Moreover, 

it has been shown that if a fault is also definite, then the basic detection 

set of that fault can also be represented as a definite event. Such type 

of faults generally has the property that the common intersection of all 
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its fault detection sets is non-empty and a test set so obtained either 

contains or has a non-empty intersection with any other fault detection 

set outside this given set of faults. Strongly connectedness has been 

found to be a sufficient condition for the definite machine to have this 

property when the fault set is definite. Later we have been able to 

generalize the class of definite faults to the class of faults which 

preserves some synchronizability of the fault-free machine and 

essentially obtain the same type of fault detection sets. Since almost 

all sequences of a reduced definite machine is a synchronizing sequence, 

it is reasonable to assume that any malfunction particularly of 

memory type will preserve some degree of synchronizability. With 

this assumption and the results obtained, it can be concluded that the 

class of definite machines is "easier” for fault detection.

Fault equivalence and fault dominance relations in combinational 

networks have been previously investigated by D. Schertz [ 49 ] and 

F. Gray ( 21 ] . Their results are useful in fault location (i.e. to 

determine which physical component or module fails) but appear to be 

more restrictive than our concepts when only fault detection is concerned. 

Although fault equivalence relation in sequential machines has been 

studied by E. J. McCluskey, et al [ g ] , their findings are mainly 

extensions of results obtained in combinational networks and as such, 

differ somewhat from our approach taken here. Nevertheless, all 

these results are important in that they all contribute to the development 

of an evolving theory of fault diagnosis that further research in this area 
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is justified. In particular, extension of our research to the study of 

the partially order set of fault detection sets for a given class of faults 

(memory faults, stuck-at faults, etc ) would probably reveal more 

fundamental properties of sequential systems that would lead to the 

quick determination of the set of prime faults, i.e. the set of faults 

which dominate all other faults in the given set.

The results discussed so far have been applicable to the general 

model of sequential systems. As any physical realization will definitely 

constraint its possible behaviors in some way, the characterization and 

inclusion of these limitations may simplify the problem complexity and 

possibly result in more fruitful discoveries. For example, the class 

of definitely detectable faults is very desirable for fault detection. 

Aside from the rather trivial case of autonomous machines, the question 

of what classes of machines will have all or most of their physically 

characterizable faults definitely detectable is very difficult and unresolved. 

However, for some class of machines where a certain canonical form of 

realization can be assumed, it is believed that the question can be 

answered when proper restriction is placed upon the nature of physical 

failures such as stuck-at failure in some memory elements. The solution 

of this problem will be useful to the circuit designer who can initially 

discard the consideration of these faults when determining test set. 

When the test set is determined for all other types of faults, arbitrary 

extension of any test sequence to an appropriate length (such as one 

determined by Theorem 5.8) will be sufficient to complete the test set.
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Relative to the problem of behavior verification, it is also possible 

to consider a more general type of sequences than the distinguishing 

sequences considered in this study. One such investigation using 

general compound distinguishing sequences is currently being carried 

out by L. Hsieh [36 ] . Such sequences when considered for behavioral 

augmentation may result in saving on the number of test inputs or outputs 

that need to be added. However, a more complicated procedure may be 

required for determining a test set.

Another important unsolved problem is fault detection in redundant 

systems where some faults are masked purposedly to increase system 

reliability. To detect these masked faults, it is necessary that some 

additional test inputs or outputs be provided. Relative to the augmented 

input-output behavior, all faults are then detectable. In this respect, 

our work on the diagnosable realization of sequential behavior can be 

extended to the case of redundant machine where there are equivalent 

states. For example, in the case of memory fault-tolerant realizations 

[ 34 ] , the machine behavior can be first made diagnosable using methods 

proposed in Chapter 3. The equivalent states can then be made 

distinguishable by providing additional inputs or outputs in a way that 

does not destroy the diagnosability provided in the first step. Otherwise, 

methods of diagnosable realizations are again used and the final 

augmented machine will be diagnosable. This approach, although 

possible in theory, may not be practical in most cases. Because of the 

dual nature of fault masking and fault detection, an integrated approach
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simultaneously considering fault tolerance for system operation and 

fault detection for check out would be more desirable. Various aspects 

of this problem are still being investigated by other researchers 

(cf [35 ] and [36 ] ).
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