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ABSTRACT

There are increasing incidences of high-profile data breaches and clever new attacks that
exploit weaknesses throughout the software stack, with recent attacks moving into the hard-
ware layer (e.g., Spectre [16] and Meltdown [17]). Yet, the security landscape consists not
only of these novel exploits but also of exploits we have known about for decades that lever-
age vulnerabilities equally as pervasive. Despite the prevalence of these known vulnerabilities
and significant efforts to defend against them, exploits remain widespread.

Understanding the landscape of security attacks can aid in the design of more durable
defenses. Security attacks take on a similar structure, despite their diverse forms. Attackers
leverage one or more vulnerabilities and system information assets to synthesize their exploit.
Looking across attacks, we view these components as forming an inverted pyramid, with a
small group of information assets leveraged alongside a larger group of vulnerabilities to
commit an even larger number of exploits. Ultimately, classes of information assets that
are instrumental for attacks (e.g., pointers, data layout, cache organization) are lesser in
number than that of vulnerabilities. Thus, by applying protections to a few critical pieces
of information, defenses can potentially achieve broad coverage against security exploits.

Hardware provides an advantageous place to situate information asset protections as
they can be applied systematically, regardless of program-level semantics. Namely, low-level
hardware implementations isolate critical information assets from higher-level layers of the
stack, providing broad coverage against exploits. Architectural approaches enable us to de-
sign vulnerability-agnostic systems, as any software running atop the architecture, including
programs that contain vulnerabilities, are insulated from attack. Further, hardware-based
approaches can often be optimized to enable more efficient implementations, reducing run-
time overheads that degrade system performance.

Based on these insights, this dissertation explores how encrypted architec-
tures—processors that encrypt information domains (e.g., memory addresses, instructions,
or data) directly in hardware—can provide comprehensive security and privacy guarantees.
Our research has evolved from using encryption minimally in an ensemble of moving target
defenses to comprehensively applying encryption with small but powerful architectural ex-
tensions. The first half of this dissertation studies the protection of code and pointers to

xix



thwart control-flow attacks, following the evolution of the Morpheus secure architecture. The
second half of this dissertation discusses how encrypted architectures can comprehensively
protect sensitive data and be safely optimized. Vulnerability-tolerant design undercuts all
our proposed defenses, as we aim to protect systems in the presence of pervasive software vul-
nerabilities. Further, we work toward employing strong encryption and building side-channel
resilience while maintaining reasonable performance overheads. Our work demonstrates that
architectural approaches can emerge as dynamic, expressive, and performant security and
privacy solutions.

xx



CHAPTER 1

Introduction

Your thesis title should be “Are we
crazy enough to put encryption in the
pipeline?” The answer is yes!

—Todd Austin

There are increasing incidences of high-profile data breaches and clever new attacks that
exploit weaknesses throughout the software stack, with recent attacks moving into the hard-
ware layer (e.g., Spectre [16]). Yet, the security landscape consists not only of these novel
exploits but also of exploits that we have known about for decades which leverage vulner-
abilities equally as pervasive. Despite the prevalence of these known vulnerabilities and
significant efforts to defend against them, exploits remain widespread. We seek to better
understand the security landscape to disrupt this trend and design more durable solutions.

Security attacks take on a common structure, despite their diverse forms. Attackers
leverage one or more vulnerabilities and system information assets to synthesize their exploit.
Looking across attacks, we view these components as forming an inverted pyramid, with a
small group of information assets leveraged alongside a larger group of vulnerabilities to
commit an even larger number of exploits. Ultimately, classes of information assets that
are instrumental for attacks (e.g., pointers, data layout, cache organization) are lesser in
number than that of vulnerabilities. Thus, by applying protections to a few critical pieces
of information, defenses can potentially achieve wide coverage against security exploits.

In this dissertation, we explore how architectures that encrypt information domains (i.e.,
code, pointers, and data) can provide comprehensive security and privacy protections with
low performance overheads. This document details how our research evolved from using
encryption minimally and layering multiple protection mechanisms in complex hardware de-
signs to comprehensively applying encryption with small but powerful architectural exten-
sions. The following section discusses the motivation behind this approach and summarizes
the progression of the research presented in this thesis.
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1.1 How Software Exploits are Constructed

The large and dominant class of software-driven security exploits are characterized by
a specific sequence of software inputs that, when provided to the victim application, without
any assistance from hardware modifications (e.g., Trojans), triggers a vulnerability to cause
some malicious and unintended behavior. These exploits are incredibly varied and often
have diverse goals, such as installing malware or stealing secret data. Yet, we see a common
structure. Software-driven security exploits are constructed using both vulnerabilities and
information assets. Software vulnerabilities provide attackers an avenue to deliver an exploit,
whereas information about the victim’s system enables attackers to craft a malicious payload
that produces their intended outcome.

The structure of security exploits is exemplified by a recent control-flow attack on What-
sApp’s Voice over Internet Protocol (VoIP). Control-flow attacks are a class of security ex-
ploits in which remote attackers hijack program control to execute malicious code on a victim
machine. Recently, control-flow attacks on the popular messaging platform WhatsApp have
been linked to the installation of spyware on the phones of journalists and human-rights
activists (CVE-2019-35681) [18, 19, 20]. This exploit and its recorded uses are alarming;
however, the vulnerability enabling this attack is rather mundane. Specifically, when pro-
cessing call data in the VoIP stack, the WhatsApp application copied data into a fixed-size
buffer without checking if that data fit within the buffer. Thus, if the data size exceeded the
buffer, neighboring memory would be erroneously overwritten. This programming mistake
is a vulnerability and belongs to one of the most common weakness categories: buffer over-
flows (CWE-1222) [21]. In WhatsApp, this vulnerability enables attackers to deliberately
corrupt program memory at their whim.

While vulnerabilities provide an avenue for synthesizing a security exploit, they are not
the only element required for an attack. To exploit the WhatsApp buffer overflow vulnera-
bility, an attacker must construct a VoIP packet (phone call) that triggers the vulnerability
and overwrites specific values in memory to gain control over the victim machine. Such
construction is non-trivial and requires knowledge of the memory layout and the format of
data, code, and pointers on the target device. Without this relevant system information,
which we term information assets , an attacker cannot accurately use the vulnerability

1Publicly disclosed cybersecurity flaws are assigned a unique Common Vulnerabilities and Exposures
(CVE) identifier, which pertains to the particular instance of a vulnerability class leveraged for an attack.
This list is maintained by the U.S. Department of Homeland Security and the Cybersecurity and Infrastruc-
ture Security Agency.

2Software and hardware vulnerabilities are classified by the community via the Common Weakness Enu-
meration (CWE). Each vulnerability class is assigned a unique CWE identifier. A CVE listing cites the
CWE classes it belongs to.
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1 void handle_incoming_traffic(_QWORD *inout_res , int IN_arg2 , int size ,
2 int IN_arg4 , int IN_arg5)
3 {
4 ...
5 // Conditional with added size check
6 else if(size <= 0x5C8 && ((*( _DWORD *) IN_arg2 & 0xFE00) == 51200 ) {
7 // Vulnerable buffer copy
8 inout_res = memcpy ((char*) inout_res + 0x209F4,
9 (const void*) IN_arg2 ,

10 size);
11 }
12 ...
13 }

Figure 1.1: Patched WhatsApp Source Code for CVE-2019-3568. Shortly after CVE-
2019-3568 was disclosed, WhatsApp released a software update patching various buffer overflow
vulnerabilities in the VoIP stack, including the above excerpt adapted from [3]. This patch added
the check size <= 0x5C8 to the else-if condition on line 6 to guard the vulnerable buffer copy.

to perform remote code execution. Both vulnerabilities and information assets are
necessary to construct a security exploit. Further, unlike vulnerabilities, which are
assigned unique identifiers by the U.S. Department of Homeland Security (DHS) and the
Cybersecurity and Infrastructure Security Agency (CISA), information assets are under-
studied and lack a formal categorization system. In Chapter 2, we develop a framework that
captures how vulnerabilities and information assets exploited by attackers arise throughout
the program life cycle. Our observations about the role of information assets have guided
our approach to designing the security and privacy protections presented in this dissertation.

Stopping the WhatsApp Exploit. Defense strategies can be broadly categorized as
i) Eliminating an instance of a vulnerability (CVE) used by that exploit, ii) Eliminating
a class of vulnerabilities (CWE), or iii) Preventing the accumulation of information assets.
In response to an attack, companies often immediately move to eliminating, or “patching,”
the CVE used in that exploit. WhatsApp CVE-2019-3568 was patched by adding a size
check before the vulnerable buffer copy, as shown in Figure 1.1. While this approach stops
the immediate threat, it is not a lasting way to protect against future attacks, as other
vulnerabilities undoubtedly exist. Memory access errors, like the one used in CVE-2019-
3568, are pervasive across code libraries and have accounted for 70% of vulnerabilities in
Windows from 2006 to 2018 [21]. Indeed, shortly after CVE-2019-3568 was patched, another
control-flow attack on WhatsApp was disclosed (CVE-2019-11932) that instead exploited a
vulnerability in the code that parses GIF files.
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1.2 The Role of Vulnerabilities and Information Assets

A small number of information assets have been, over time, used alongside a large number of
vulnerabilities to commit an even larger number of attacks. Buffer overflow vulnerabilities
(e.g., CWE-122, as in the WhatsApp VoIP attack) have been acknowledged for more than
two decades yet have been repeatedly leveraged alongside knowledge of a victim’s memory
layout to commit thousands of individual exploits. Further, adversaries have leveraged the
same combination of information assets alongside different vulnerabilities (e.g., CWE-415,
as in the WhatsApp GIF attack) to commit even more attacks.

Vulnerabilities and information assets are challenging to address as they persist from the
gap between the programmer’s and the attacker’s model of what happens during program
execution.3 A programmer’s model of a system is limited to what the programming lan-
guage offers. This abstraction enables programmers to write code without knowledge of the
compiler or hardware. However, this setting also gives the attacker an advantage since their
model can be much deeper, extending beyond the language to include the compiler, instruc-
tion set architecture, and physical processor implementation. It is this deeper understanding
that enables them to exploit the programmer’s software. For example, the C/C++ language
leaves some behaviors undefined (e.g., out-of-bounds accesses) and abstracts away runtime
intricacies (e.g., calling conventions). Programmers then may create code containing buffer
overflows or other vulnerabilities due to ignorance of these undefined language semantics.
This gap between the programmers understanding and the language provides attackers an
avenue. With knowledge about a specific system implementation, the attacker can under-
stand the materialization of the unspecified behavior and use other information assets (e.g.,
the call stack layout) to construct a control-flow attack.

Understanding vulnerabilities, information assets, and this model gap can guide the de-
velopment of security protections. Elimination of this gap is not a solution. Rather, this gap
is innate to how we have implemented and designed systems and is ultimately necessary for
humans to program and interact with complex technologies.

3This concept is related to weird machines [22], which model security exploits as transition system frame-
works. In Chapter 2, we discuss how implementation information that arises from different points in the
program life cycle contributes to this transition system. It is not the transition system but these pieces of
information that interests us in this work.
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1.3 Toward Durable Defenses

Knowledge of how security exploits are constructed and the relative role of vulnerabilities
and information assets can guide the design of more durable defenses. Despite often having
diverse attack goals, adversaries consistently leverage one or more vulnerabilities and system
information assets to construct their exploit. Ultimately, classes of information assets that
are instrumental for attacks (e.g., pointers, data layout, cache organization) are lesser in
number than that of vulnerabilities. Our study in Chapter 2 further reveals that a small
amount of implementation information is used widely across numerous security attacks.
Given these observations, defenses that focus on enforcing or obfuscating implementation
information assets have the potential to be both effective and durable as they disrupt broad
swaths of the attack landscape. In this dissertation, we explore how custom architectures can
encrypt information assets to provide security and privacy protections. Below, we discuss
the themes that inform the design of these defenses.

Advantages of Encryption. Mitigations that obfuscate information assets have been
repeatedly subverted via derandomization attacks (§2.5.2). For example, Address Space
Layout Randomization (ASLR) [5] obfuscates memory locations at load-time by randomiz-
ing the absolute location of distinct program segments. Despite its widespread adoption,
ASLR can be trivially defeated on 32-bit systems since adversaries can quickly brute-force
guess the randomized offset. Subsequent attacks have leveraged advanced information ac-
quisition techniques to break 64-bit implementations of ASLR [23, 24, 25, 26]. Such attacks
motivate the use of strong cryptography to protect information assets, as these schemes are
considered highly resistant to cryptanalysis.4 With strong cryptography, protected assets
can be completely exposed to the attacker yet remain secret, assuming the attacker cannot
acquire the encryption key.

Consideration of Side Channels. Even when cryptography is leveraged, attackers can
sometimes still learn encrypted values by exploiting side channels—weakness where informa-
tion propagates to externally observable states in an unintended manner. Many side channels
are inherent to modern microarchitectural structures (e.g., caches, branch predictor, etc.)
and thus pose a significant security challenge. Ultimately, software-based approaches must
be carefully designed to avoid side channels as they cede to the vulnerable hardware they
run atop. Hardware-based protections can be built to possess side-channel resilience directly

4Cryptanalysis involves analyzing systems to decipher or guess an encrypted message without having
access to the cryptographic key.
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(e.g., as done in Chapter 7), but this may be incur high performance overheads. Alterna-
tively, periodic re-keying of obfuscation defenses has been employed to thwart information
leakage, as any assets learned through side channels are nullified after the encryption key
is refreshed. In this dissertation, we utilize both of these approaches to guard against side-
channel attacks.

Benefits of Leveraging Hardware. The compiler and architecture dictate the form
of critical information assets, like memory layout and pointer representation. Thus, these
assets cannot be obfuscated via software protections alone. These assets must be protected
in hardware, as it underlies all layers of the stack. Hardware defenses can isolate critical
information assets from upper layers of the stack, effectively obfuscating the value of these
assets from software running atop the architecture. Low-level hardware defenses enable the
systematic protection of information assets, regardless of program semantics. Further, with
architectural approaches, we can potentially design vulnerability-agnostic systems, as any
software running atop the architecture, including programs that contain vulnerabilities, can
be insulated from attack since the architecture directly thwarts the acquisition of integral
system assets. Recent work, particularly Cryptographic Capability Computing (C3) [27],
demonstrates interest in incorporating encryption protections in hardware.5

Achieving Efficient Defenses. Cryptographic information asset protections are often
dismissed due to anticipated performance loss. Indeed, the primary difficulty of designing
encrypted architectures is that cryptographic schemes are costly, usually adding long delays
to the critical path that severely impact a program’s runtime. Many prior works care-
fully navigate the performance-security trade-off, introducing designs that minimize runtime
overheads. For example, PointGuard [28], published in 2003, encrypts code pointers to
thwart control-flow attacks like CVE-2019-3568. PointGuard only uses XOR encryption,
citing that its single-cycle delay can fit neatly within a memory load delay slot. While
PointGuard achieves minimal slowdowns, its encryption scheme can be trivially broken by
known-plaintext attacks and frequency analysis, leaving it vulnerable to attack. Navigating
performance-security trade-offs is a great challenge of security research, as I would argue
many expect comprehensive, unbreakable protections with minimal cost. Custom hardware
has the potential to reduce performance impacts, especially when employing encryption
schemes specifically optimized for hardware implementations. The defenses presented early
in this dissertation prioritize performance, making similar concessions to PointGuard (e.g.,

5I am delighted to be acknowledged in this paper after working with this group during an internship.
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Chapter 5 uses a reduce-round cipher to minimize delays). With these concessions, our ap-
proaches have minimal runtime slowdowns. In later work, we embrace strong encryption
holistically, considering performance optimizations afterward. This shift occurs as homo-
morphic encryption (HE) [29] is garnering more attention from the security community.
Given that homomorphic encryption incurs many orders-of-magnitude slowdowns, we per-
ceive that its adoption may indicate a shift toward deferring performance concerns in favor
of comprehensive encryption.

1.4 Achieving Security and Privacy via Encrypted Archi-

tectures

In this dissertation, we explore how architectures that encrypt information domains (i.e.,
code, pointers, and data) can provide comprehensive security and privacy protections with
low performance overheads. Our research evolved from using encryption minimally in an
ensemble of moving target defenses to comprehensively applying encryption with small but
powerful architectural extensions. Throughout, we characterize the runtime performance of
our proposed defenses and use these costs to inform our design.

Ensembles of Moving Target Defenses (EMTDs) for Security. Given that security
exploits require knowledge of implementation information assets, a system can prevent at-
tacks by deliberately introducing change and obfuscating system state to the point where
it inhibits the synthesis of an exploit. Randomizing information assets as a defensive mea-
sure is also known as a moving target defense [30]. By randomizing the implementation
information assets of a program each time it runs, attacks built for a system with static
assets no longer work, forcing adversaries to probe for the unknown values needed for an
exploit. The Morpheus Secure Architecture [31] adopts this approach by randomizing
code and pointer assets to thwart control-flow attacks.6 In its ensemble of moving target
defenses, Morpheus randomizes code and data locations and encrypts code and pointers in
memory. To obstruct the recovery of these assets through probing or other derandomiza-
tion techniques, we periodically re-key and re-randomize Morpheus’ moving target defenses
in a process called churn , effectively erasing any system information that may have been
learned over the previous period. These asset protection mechanisms are integrated into the
processor architecture to efficiently and effectively thwart control-flow exploits.

6Our study in Chapter 2 demonstrates that control-flow attacks require code and pointer assets.
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Morpheus’ ensemble provides its strength and novelty; security is achieved by obfuscating
multiple information domains across layered defenses with runtime churn. However, the
layers themselves are flawed; encryption is applied minimally due to performance concerns,
rendering limited protection for pointers in the pipeline. Our subsequent research looks at
ways in which we can strengthen information asset protections (represented by Morpheus’
layers) to provide more durable security. Initially, we did this by developing more advanced
address space randomization in Displaced and Dilated Address Space (DDAS) [32].7

But, we soon realized that encryption offered a more powerful and resilient mechanism for
protecting information assets. Our research later evolved to integrate strong cryptography
in the processor architecture to provide more comprehensive security from attacks.

Embracing Strong Encryption. Morpheus’ complex ensemble of defenses requires sig-
nificant architectural modifications yet provides limited protection for pointers in the
pipeline. We redesign Morpheus to leverage encryption more comprehensively. In Mor-
pheus II [33], we bring code and pointer encryption from memory into the pipeline. Since
encryption is more resilient to attack, we discard the other layers of Morpheus, eliminat-
ing the invasive microarchitecture changes8 without compromising security. Morpheus II’s
strength at protecting information assets was tested in a recent industrial-grade bug bounty
exercise where, over three months, more than five-hundred attackers were unable to break
into a vulnerable application running atop the Morpheus II architecture [34]. The success
of Morpheus II demonstrates the applicability and promise of encrypted architectures and
motivates the consideration of this approach more broadly.

When designing Morpheus II, we are still incredibly performance conscious. Despite
embracing encryption, we tweak our cryptographic scheme to use less rounds with the goal
of eliminating latencies on the critical path (e.g., code decryption now occurs in a single cycle
that can be parallelized during instruction fetch). Our resulting performance overheads are
negligible, but our protected assets are potentially vulnerable to cryptanalysis. In later work,
our approach continues to evolve to embrace strong encryption despite its more significant
overheads. This change is motivated, in part, by a pivot to protecting data privacy, where
homomorphic encryption (HE) [29] has garnered attention despite its significant slowdowns.
Following HE’s lead, we work to develop protections that strongly encrypt sensitive data by
leveraging the performant architectural approaches pioneered by Morpheus.

7Displaced and Dilated Address Space (DDAS) [32] obfuscates code locations and the relative distance
between code objects to thwart control-flow attacks that manipulate code pointers (e.g., by adding a constant
offset), which were possible in Morpheus.

8Estimated area overheads drop form nearly 10% to 1.3% with the design of Morpheus II.
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Pivoting to Data Privacy. Morpheus II demonstrated its durability against control-flow
exploits9 and other attacks that leverage code and pointers when it outlasted its peers in
the three-month bug bounty program. Its effectiveness motivated us to consider other ap-
plications of encrypted architectures. Rather than protecting the assets needed to construct
an exploit, we turned our attention to protecting the asset that many attacks aim to exfil-
trate—sensitive data.10 This shift further embodies our embrace of vulnerability-agnostic
design, as vulnerabilities can be present in a system yet will not compromise the security of
sensitive data.

Informed by the Morpheus defenses, we explore how encrypted architectures can provide
comprehensive data privacy. We present Sequestered Encryption (SE) [35], a hardware
capability that encrypts sensitive data in all software-accessible architectural state while en-
abling computation on this data. Conceptually, Sequestered Encryption functions as a small
hardware enclave that evaluates instructions on encrypted data in the execute stage of the
pipeline. This approach places encryption latencies on the critical path, inflating runtime
overheads. However, we introduce classical architecture optimizations that effectively reduce
performance overheads without compromising security. With these modifications, we find
that overheads attributed to encryption latencies are only 17.5%, on average. The final
chapter of this dissertation explores how programmatic changes can address the remain-
ing overheads, marking Sequestered Encryption as an expressive and performant privacy
mechanism.

1.5 Dissertation Contributions and Organization

Through the contributions summarized below, this dissertation provides evidence that en-
crypted architectures can emerge as expressive and performant security and privacy solutions.
Our contributions illustrate how our research evolved from using encryption minimally in an
ensemble of moving target defenses to comprehensively applying encryption with small but
powerful architectural extensions. The first half of this dissertation (Chapters 3-5) studies
the protection of code and pointers to thwart control-flow attacks, following the evolution

9The Morpheus threat models focus on guarding against control-flow attacks, despite their ability to
impede any attack that requires knowledge of code or pointers. Morpheus can be subverted by attacks
outside of the threat model we carefully constructed. This issue speaks to one of the biggest challenges in
security defense design. The discipline expects that defenses provide full coverage over attacks in the targeted
threat model, motivating researchers to define them narrowly. In practice, these defenses are valuable but
must be combined with other security protections that have distinct threat models in order to fully insulate
a system from attack.

10Data is indeed sometimes needed for the synthesis of an attack. However, this was not our motivation
to encrypt data in subsequent work.
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of the Morpheus designs. The second half of this dissertation (Chapters 7-9) discusses how
encrypted architectures can comprehensively protect sensitive data.

• We provide a framework for organizing vulnerability sources introduced through the
programming, compilation, and hardware realization phases of the program life cycle.
We organize existing security attacks and defenses into this framework and discuss how
vulnerabilities and information assets have evolved over time.

• We discuss how this framework can inform the design of security defenses, including
how defenses can be made more durable by targeting knowledge of the implementation,
termed information assets, rather than specific vulnerabilities.

• Under this guidance, we explore how architectures can provide security and privacy
protections by obfuscating the implementation information needed (or targeted by)
attacks. Our first secure architecture, named Morpheus [31], layers code and pointer
protections in an ensemble of moving target defenses to thwart control-flow attacks.
Specifically, Morpheus encrypts code and pointers in memory and applies address space
displacement to pointers in the pipeline.

• While Morpheus is effective and performant, it requires significant architectural modifi-
cations and has limited protection for pointers in the pipeline. Our subsequent chapters
serve to address these challenges. First, we propose extensions to Morpheus’ address
space displacement, termed Displaced and Dilated Address Spaces (DDAS) [32], that
better protect pointers in the pipeline. We evaluate the security and performance of
the DDAS architecture and find that it can detect 99.996% of pointer manipulations
with minimal performance impacts.

• We then revisit the original Morpheus design and present ways encryption can be
leveraged more comprehensively to minimize microarchitectural impacts without com-
promising security. We present Morpheus II [33], a secure architecture that processes
encrypted code and code pointers in the pipeline, better protecting them from exfil-
tration. The strength of Morpheus II was demonstrated in a three-month bug bounty
program, where over five-hundred attackers were unable to exploit a vulnerable appli-
cation running atop the secure architecture.

• With the success of Morpheus II in preventing control-flow attacks, we began to con-
sider how its approach can be leveraged to thwart other exploits. We turn our atten-
tion to encrypting sensitive data both as a way to discourage attacks and thwart data
breaches. We present Sequestered Encryption (SE) [35]—a hardware capability that
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provides comprehensive data privacy by removing all sensitive plaintext values from
software-accessible architectural state.

• Unlike our previous architecture designs, Sequestered Encryption uses strong encryp-
tion (e.g. QARMA), placing long delays on the critical path. We leverage classical com-
puter architecture techniques like caching to optimize the performance of Sequestered
Encryption and avoid these long delays. We find that, with these optimizations, en-
cryption latencies only account for 17.5% of runtime overheads, on average, with the
remaining slowdowns originating from programmatic changes required to support en-
crypted architectures.

• We conclude this dissertation by investigating the software overheads accounting for the
majority of the remaining performance overheads. We present a systematic character-
ization of the runtime overheads of encrypted data architectures and provide examples
of ways programs can be designed to avoid these slowdowns.

• Throughout this dissertation, we design four encrypted architectures, characterize their
runtime performance, and develop software frameworks to support these technologies.
Our designs arc from reserving encryption protections for memory to embracing them
comprehensively throughout the processor. Our iterative process embodies engineering
design and ultimately demonstrates that encrypted architectures can be powerful and
efficient security defenses.

Chapter 2 provides an overview of the landscape of software-driven security attacks and
motivates the protection of information assets (e.g., code, code pointers, and data) as a
durable defense mechanism. Chapter 3 presents Morpheus [31], a secure architecture that
protects code and pointers with an ensemble of moving target defenses. Chapter 4 iterates
on Morpheus’ code pointer protections by developing Displaced and Dilated Address Spaces
(DDAS) [32] to further randomize code locations. In Chapter 5, we redesign Morpheus
to leverage encryption more comprehensively and minimize microarchitectural changes [33].
The strength of this design was demonstrated during a three-month bug bounty competition
where over five-hundred attackers were unable to penetrate a vulnerable application run-
ning atop the encrypted architecture. This result motivated us to consider how encrypted
architectures can be leveraged to protect other information domains, such as sensitive data.
We discuss this transition further in Chapter 6, where we pause for a brief interlude. This
chapter denotes the split between the first half of this dissertation, which discusses encryp-
tion architectures that thwart control-flow attacks, and the second half of this dissertation,
which discusses encrypted architectures that provide data privacy. Although these halves
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have distinct objectives, their fundamental approach to achieving security is interconnected.
Chapter 7 presents Sequestered Encryption [35], an architecture that encrypts sensitive data
to provide comprehensive privacy guarantees in a low-trust setting. Chapter 8 refines this
approach to reduce performance overheads without compromising security. Then, in Chap-
ter 9, we characterize the overheads associated with the program implications (i.e., data-
obliviousness) of encrypted data architectures and show how algorithmic changes can enable
performant privacy solutions. Finally, Chapter 10 concludes this dissertation and discusses
future research directions.
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CHAPTER 2

Background: Vulnerability Sources, Security
Attacks, and Durable Hardware Defenses

A significant challenge in developing security defenses is that the space of security vulnera-
bilities and exploits is large and not fully understood. This results in specific point defenses
that aim to patch particular vulnerabilities. While these defenses are valuable, they are often
blindsided by fresh attacks that exploit new vulnerabilities. In this chapter, we study the or-
ganization of security vulnerabilities as they arise throughout the program life cycle in order
to suggest ways in which we can make future defenses more durable. We classify these vulner-
ability sources through programming, compilation, and hardware realization, and show how
each source introduces unintended states and transitions into the implementation. Further,
we show how security exploits gain control by moving the implementation to an unintended
state using knowledge of these sources, and how defenses work to prevent these transitions.
We present illustrative case studies of four important attack genealogies—showing how they
fit into the presented framework and how the sophistication of the exploits and defenses have
evolved over time, providing us insights for the future. Specifically, these insights demon-
strate that protecting information assets, such as code and code pointers, can protect against
large classes of security exploits. Throughout the remainder of this dissertation, we employ
this approach and leverage trusted hardware to defend information assets efficiently and
effectively.

The research presented in this chapter appears in:

[1] Lauren Biernacki, Mark Gallagher, Zhixing Xu, Misiker Tadesse Aga, Austin Harris, Shijia
Wei, Mohit Tiwari, Baris Kasikci, Sharad Malik, Todd Austin. “Software-Driven Se-
curity Attacks: From Vulnerability Sources to Durable Hardware Defenses,”
ACM Journal on Emerging Technologies in Computing Systems (JETC), Volume 17,
Issue 3, 2021. DOI: 10.1145/3456299.
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2.1 Introduction

There is an increasing body of work in the area of hardware defenses for software-driven
security attacks.1 A major challenge in developing these defenses is that the space of secu-
rity vulnerabilities and exploits is large and not fully understood. This results in specific
point defenses that aim to patch particular vulnerabilities. While these defenses are still
valuable, they are often blindsided by fresh attacks that exploit new vulnerabilities. We
believe that there is value to be gained by organizing the sources of these vulnerabilities and
understanding how they lead to specific attacks and defenses.

At an abstract level, security exploits prevail due to a mismatch between the programmer’s
intended finite-state machine (FSM) for an application and its concrete implementation
on a general-purpose processor. Through the process of programming, compilation, and
hardware realization, there are various sources of security vulnerabilities. Each of these
sources introduces states in the concrete implementation that were not intended by the
programmer. To synthesize a security exploit, attackers first leverage a vulnerability to
move the concrete implementation to a state external to the programmer’s intent. Now,
outside of the constraints of the original program, an attacker can manipulate the finite-
state machine to subvert security guarantees. This process requires accurate knowledge of
implementation information and the state space to be successful.

In this chapter, we classify the sources of vulnerabilities and implementation information
assets leveraged by security attacks. Accordingly, we discuss how defenses directly work to
address these sources of exploits—through thwarting access to the information assets and
the implementation state space. To support our formalization, we present case studies of
prominent attack genealogies, including control-flow attacks that leverage program-level vul-
nerabilities to affect execution. Furthermore, we show that side-channel attacks have relied
heavily on microarchitectural implementation information and that these two techniques
have been combined to break some of the field’s most sophisticated defenses. These case
studies also serve to provide background for the work presented in this dissertation. Our
study reveals that, while attacks evolve quickly, the vulnerability sources and their impact
on the final state space of the implementation evolve much more slowly. These observa-
tions suggest that defenses that target the connection between vulnerability sources and
the implementation state space may be more effective and durable than traditional security
approaches that focus on finding and fixing vulnerabilities.

1Software-driven exploits are characterized by a specific sequence of software inputs that, when provided
to the victim application, without any assistance from hardware modifications (e.g., Trojans), triggers a
vulnerability to cause some malicious and unintended behavior.
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2.1.1 Chapter Contributions

This chapter makes the following contributions:

• We provide a framework for organizing vulnerabilities that are introduced through the
programming, compilation, and hardware realization phases of the program life cycle.

• We show how vulnerabilities result in mismatches between the programmer’s intended
FSM and the implementation FSM. In addition, we present how the notion of auxiliary
states in the implementation FSM can capture side-channel information as well as
analog effects due to charge leakage exploited in attacks like Rowhammer.

• We discuss how security exploits fit within this framework by transitioning the imple-
mentation FSM to an unintended state. Further, exploiting a vulnerability requires
knowledge of information assets throughout the program life cycle and the state space
of the resultant implementation FSM.

• We propose a classification for security defenses based on how they protect the imple-
mentation state space. We discuss how defenses can be made more durable by targeting
the implementation state space rather than specific vulnerabilities.

• Finally, we present case studies of the following prominent attack genealogies and
show how they fit into the presented framework. These case studies illustrate how the
exploits and defenses have evolved over time, providing insights for the future:

• Control-Flow Attacks—Hijack the victim’s control flow to execute malicious
code via either control plane (i.e., code pointer) or data plane (i.e., data pointer)
manipulations

• Derandomization Attacks—Leak implementation information of a random-
ization defense in an effort to subvert the protection

• Timing Side-Channel Attacks—Leak a program secret by measuring timing
information

• Transient Execution Attacks—Leverage mispeculation to induce unintended
execution and exfiltrate a program secret

This chapter is organized as follows. Section 2.2 presents the life cycle of a program and
outlines the vulnerability sources at each phase in this life cycle. Section 2.3 discusses how
vulnerability sources throughout the program life cycle are leveraged for attacks. Section 2.4
characterizes how defenses work within our framework to mitigate attacks. Section 2.5
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presents case studies of four important attack genealogies—control-flow attacks, derandom-
ization attacks, timing side-channel attacks, and transient execution attacks—and shows how
they fit into our framework. Sections 2.6-2.8 conclude this chapter by highlighting trends and
takeaways from this work and discussing how the insights provided by this chapter influence
the work in this dissertation.

2.2 Modeling the Program Life Cycle

We can model the execution of a program as a transition system that morphs through the
phases of programming, compilation, and hardware realization to realize the intent of the
programmer (Figure 2.1). Before writing a line of code, a programmer has some notion
of their intended software design. We model this desired program functionality using a
finite-state machine (FSM) that captures the programmer’s intent, termed the intended
FSM . This FSM exists only in the mind of the programmer and captures program behavior
as transitions between abstract states. The programmer eventually programs hardware to
emulate the functionality of the intended FSM. This act of programming requires multiple
transformations to the intended FSM, ultimately yielding an implementation FSM that
runs on the target processor. The gap between these two transition systems serves as the
origin for security exploits.

Previous work has similarly presented the intended FSM to formalize disparities between
the programmer’s intent and the final implementation [22]. We take this a step further
by understanding the transformations across multiple phases of the program life cycle ,
shown in Figure 2.1: high-level programming, compilation, and hardware realization. The
first two phases produce intermediate FSMs, termed the language-level and instruction-level
FSMs, respectively. Each phase employs an abstract model of computation to produce the
resultant FSM and may contain other sources that add state and transitions not in the
intended FSM (referred to as unintended states and transitions). These unintended states
added throughout the program life cycle are dangerous, as cleverly crafted inputs that reach
them can force the program outside of the original specification. Once no longer bounded
by the program’s constraints, the implementation may produce unexpected results or violate
security guarantees. Thus, these sources of unintended states are effectively vulnerability
sources , shown in blue in Figure 2.1. Below, we describe these phases and the vulnerability
sources contained in each.

Our program life cycle framework addresses the significant challenge of understanding
the space of security exploits by presenting a conceptual model for organizing vulnerabil-
ity sources and modeling how defenses target these sources. By representing programs as
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Figure 2.1: Program Life Cycle. A programmer’s intended finite state machine (FSM) is trans-
formed into an implementation FSM through multiple phases of the program life cycle: high-level
programming, compilation, and hardware realization. The first two phases produce intermediate
FSMs, termed the language-level and instruction-level FSMs, respectively. Each phase employs an
abstract model of computation to produce the resultant FSM. Additionally, each phase may contain
other sources that add unintended state (grey nodes) and transitions (red edges) that are absent
from the intended FSM. Undefined semantics in high-level programming and compilation introduce
non-deterministic transitions (dashed red edges) that are defined later in the program life cycle.
Within this framework, every input into Sigma (Σ) is a vulnerability source and introduces unin-
tended states and transitions that can be leveraged for security exploits.
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transition systems, we can reason about security vulnerabilities as unintended transitions
within the state space of program evolution (i.e., the program’s FSM), where state is char-
acterized by what the program is doing (i.e., data state, like memory contents) and where
the program is in execution (i.e., control state, like the program counter). Similarly, we can
model defenses as preventing a program from making these unintended transitions or limit-
ing subsequent unintended transitions that can be forced by an attacker to induce malicious
functionality. At each stage in the program life cycle, it is useful to think of the state of the
program and what causes it to move away from its intended next state to one where it is
susceptible to an attack.

2.2.1 High-Level Programming

High-level programming is the process of expressing the programmer’s intended applica-
tion into source code in some programming language. High-level programming modifies the
intended FSM, concretizing potentially abstract states, expanding the state space, and intro-
ducing new transitions. Two distinct mechanisms drive this modification: the programmer’s
notional computer model and language-level undefined semantics.

2.2.1.1 Notional Computer Model

A notional computer model is specific to a programmer and captures all assumptions they
hold of the computation engine, including notions of the programming language, compiler,
and processor. The specifics of this model depend heavily on the programmer’s expertise,
with a novice programmer’s notional computer model likely capturing only a subset of the
operations that the programming language affords. On the other hand, an expert program-
mer’s notional computer model is likely to span beyond the language to capture elements
of the entire system. For example, a programmer with knowledge of the target processor’s
memory layout may manually attempt structure packing to reduce their program’s memory
footprint. While a programmer may have different notional computer models specific to each
programming language, this distinction is not relevant to the ideas presented in this work.

The notional computer model permits the introduction of logic bugs and vulnerabilities
into the resultant source code. These flaws can arise from discrepancies between the pro-
grammer’s notional computer model and actual program execution. For example, consider a
novice programmer performing array operations in C who is unaware that C uses zero-based
indexing. To access the first element of an array of length n ≥ 1, they load index one,
rather than index zero. While the programmer intends to access the first element of the
array, they mistakenly load the second. This operation is unintended with reference to the
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intended FSM, introducing a transition to an unintended state in the resultant language-
level FSM . In this example, the result of this transition is well defined within the high-level
programming phase. However, other transitions introduced within this phase may be non-
deterministic, only to be defined later in the program life-cycle.

2.2.1.2 Language-Level Undefined Semantics

Not all programming mistakes result in well-defined transitions in the language-level FSM.
Non-deterministic transitions are also introduced during the high-level programming phase
due to the effects of language-level undefined semantics . In this work, we define
language-level undefined semantics as any source code construct for which the program-
ming language standard does not impose a specific behavior. Continuing the above example,
to access the last element of the array, the programmer loads index n, a nonexistent item out-
side of the array’s bounds. Out-of-bounds memory accesses are undefined in the C-language
specification, meaning they are permitted but their effect is not guaranteed. This operation
is unintended with reference to the intended FSM, and its result is undefined, introduc-
ing a non-deterministic transition (unspecified destination state) in the resultant machine.
Only after compilation and hardware realization will we know the destination state of this
transition.

Language-level undefined semantics comprise the traditional notions of undefined behav-
ior, unspecified behavior, and implementation-defined behavior in the C/C++ standard. For
undefined and unspecified behavior, the standard imposes no deterministic outcomes—for
undefined behavior, the standard states nothing, whereas, for unspecified behavior, the stan-
dard states at least two different outcomes. Implementation-defined behavior is a subset of
unspecified behavior that the operating environment implements consistently and documents
fully (e.g., whether char behaves as signed char or unsigned char). Programmers with
knowledge of the target system can reliably leverage implementation-defined behavior due to
the environment’s guarantees, whereas the usage of undefined behavior is generally regarded
as erroneous. We classify all of these three distinctions as language-level undefined seman-
tics because the use of these semantics, either unintentionally or intentionally, introduces
non-deterministic transitions into the language-level FSM.

2.2.1.3 Phase Summary

The high-level programming phase produces source code that provides a specification of
a language-level FSM. This resultant FSM emulates the intended FSM and includes an
expanded state space due to the effects of the notional computer model and language-level
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undefined semantics. Specifically, the notional computer model introduces unintended states
and transitions into the language-level FSM due to misconceptions held by the programmer
(e.g., confusion between zero- and one-based indexes). Language-level undefined semantics
add non-deterministic transitions that are only defined during the later phases of compilation
or hardware realization (e.g., buffer overflow). Attackers leverage knowledge of these effects
as they provide a direct means to invoke transitions to unintended states to gain control or
leak information.

2.2.2 Compilation

Compilation transforms source code into a program binary for the target processor. Compila-
tion modifies the language-level FSM, resolving its non-deterministic transitions, expanding
the state space, and introducing new transitions, using three mechanisms: the compiler’s
abstract processor model, compiler choices, and instruction-level undefined semantics.

2.2.2.1 Abstract Processor Model

The abstract processor model captures the target processor and context in which the
program executes to permit code generation and optimization. It includes notions of the
instruction set architecture, such as the number of registers or addressing modes on the
target device, needed to transform the source code into a form that can be executed on
the target processor. This information is used by the abstract processor model to make
decisions regarding register allocation and instruction scheduling. Additionally, the model
also captures the functionality of the target device, which is necessary to achieve correct-
ness while performing optimizations. By modeling the semantics of the source and target
language, the compiler can assure that any transformations to the FSM maintain input and
output consistency (i.e., the program still produces the intended output for possible inputs).
An abstract processor model is specific to a compiler instance and can produce alternative
program binaries dependent on the decisions made during compilation.

The abstract processor model may be incomplete or even faulty, introducing unintended
functionality into the resultant binary. For example, while compilers model program func-
tionality, many do not model microarchitectural state. This disparity permits optimizations
that maintain input-output consistency but modify cache contents or memory access pat-
terns. One culprit of this memory alteration is dead store elimination. Consider an applica-
tion that reads a password from the command line, computes its hash, and sends the hash to
the server for authentication. During the calculation of the hash function, the plaintext pass-
word is stored in memory. Afterward, the program erases this variable for security purposes
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by setting it to zero. From the compiler’s perspective, the password is never used after it is
set to zero, meaning that this zeroing store is dead. Thus, through dead store elimination,
the compiler removes this zeroing store, causing the true plaintext value to persist in memory
despite the programmer’s intent. With respect to our framework, the compiler introduces
unintended states and transitions into the resultant instruction-level FSM where the pro-
gram counter advances and the plaintext password persists in memory. This program state of
the incremented program counter and sensitive password is not intended by the programmer.
Ultimately, discrepancies in the abstract processor model introduce unintended functionality
to the resultant FSM and have been termed the “correctness-security gap” in compilers [36].

2.2.2.2 Compiler Choices

Compiler choices encompass the decisions made by the compiler to implement source
code constructs on a hardware platform. Most notably, compiler choices include data and
code layout and representation. These decisions reflect the abstract processor model, as
the instruction set and target architecture limit viable options. Compiler choices affect the
resultant program binary and instruction-level FSM by adding complexity, increasing the
size and number of states, and modifying transitions. Compiler choices may also resolve
non-determinism in the language-level FSM, for example, by specifying that the type char

behaves as unsigned char.
We find that attackers repeatedly leverage knowledge of compiler choices to perpetrate

security exploits. Consider the buffer overflow example discussed in Section 2.2.1. While this
vulnerability is introduced during the high-level programming phase, it can only be exploited
for a stack smashing attack with knowledge of compiler choices. Namely, an attacker must
know the contents of the stack as well as the target function’s location to overwrite the
return address and redirect program execution reliably [37]. These two attack assets are
determined by compiler choices.

2.2.2.3 Instruction-Level Undefined Semantics

Akin to high-level programming languages, assembly languages may include constructs with
no specific defined behavior, termed instruction-level undefined semantics . These un-
defined semantics within the assembly language similarly add non-deterministic transitions
to the resulting instruction-level FSM. For example, the x86-64 standard does not define the
value of flags for all instructions. The parity flag, %pf, is undefined for the andn instruction,
enabling processors to either update the flag or keep the previous value. Previous work
has shown that processors implement this semantic differently [38]. While instruction-level
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undefined semantics cause unintended states and transitions in the implementation FSM, we
have not found evidence of existing security exploits that leverage these assets.

2.2.2.4 Phase Summary

The compilation phase produces a program binary file that provides a bit-level specification
of an instruction-level FSM. This binary is one of many possible alternative files that can be
generated depending on the compiler instance and choices. The instruction-level FSM speaks
to these choices, capturing all compiler decisions, including data layout. Hence, the resultant
transition system includes an expanded state space due to the effects of compiler choices and
the abstract processor model. The abstract processor model introduces both unintended
states and transitions into the resultant instruction-level FSM (e.g., persistent state security
violations). Instruction-level undefined semantics add non-deterministic transitions that are
later determinized by the microarchitecture. Attackers leverage knowledge of these effects,
especially code and data layout, to perpetrate security exploits on the target hardware
platform.

2.2.3 Hardware Realization

Hardware realization is a process that takes input in the form of a program binary and
executes it on a hardware platform. This program execution follows the implementation
FSM which captures all reachable states in the target processor, including modeling the
relevant contents of microarchitectural structures. Hardware realization resolves all remain-
ing non-determinism in the implementation FSM, expands its state space, and introduces
new transitions, under the influence of two mechanisms: the physical processor model and
microarchitectural choices.

2.2.3.1 Physical Processor Model

The physical processor model depicts one of many possible architecture targets for the re-
sultant implementation, modeling the hardware that implements the functionality specified
by the instruction set architecture. For example, the physical processor model transforms
load/store operations in the program binary into complex hardware-based protocols that
implement virtual memory. Because the physical processor model includes notions of all
microarchitectural structures, it expands the state space of the instruction-level FSM im-
mensely. The resultant implementation FSM contains states representing all possible com-
binations of the contents of these structures that are reachable from the initial state (e.g.,
all possible values of the program counter).
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The physical processor model may also perform transformations on the FSM to optimize
performance, such as realizing speculative execution. These transformations preserve func-
tional correctness but can modify state in an unintended manner, increasing the complexity
of the resultant state space and introducing new transitions among states. The most com-
pelling and currently relevant example of this phenomenon is mispeculation. During branch
misprediction, modern processors squash in-flight instructions and roll back execution. These
procedures preserve program functionality. However, not all changes to the microarchitec-
ture are reverted. Evidence of the mispeculated instructions remains in structures like the
cache, a property that recent attacks such as Spectre [16] and Meltdown [17] have exploited
to exfiltrate program secrets. In terms of the implementation FSM, the state before and
after rollback is different even though functional correctness is preserved.

In isolation, mispeculation is not dangerous. However, it becomes dangerous when com-
bined with other effects of the physical processor model. Specifically, given the current design
of microarchitectural structures, the physical processor model introduces state to the resul-
tant FSM that is shared between programs. This shared state originates from structures
that are not flushed during context switching, allowing data to linger after execution com-
pletes. In the context of the implementation FSM, this shared state manifests as residues
from other programs that can affect the victim program’s execution, or alternatively be used
to monitor the victim program externally. Shared state can be dangerous as it establishes
a channel for third-party observation of a program and may even permit external influence
over execution. In the case of mispeculation, shared state enables an attacker to observe the
residue of squashed instructions through the cache. Shared state also allows an attacker to
influence which control transfers are mispredicted by priming the branch predictor. These
mechanisms have been abused for devastating hardware-based exploits [16, 17].

2.2.3.2 Microarchitectural and OS Choices

Microarchitectural choices encompass decisions that realize microarchitectural structures
on the target device, such as the size and layout of the caches, TLB, store buffer, etc. There
may be multiple microarchitectural choices that implement the functionality required by the
physical processor model, but ultimately only one design is employed, affecting the resulting
state space in the implementation FSM. We distinguish microarchitectural choices from the
physical processor model because attacks often leverage these specific details in security
exploits. For example, shared cache state can be used to observe transient instructions,
as mentioned above. However, an attacker must have knowledge about the cache structure,
including the size and associativity of the cache, to extract this information with high fidelity.
This knowledge of the cache originates from microarchitectural choices. While many attacks
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are still viable without knowledge of microarchitectural choices (e.g., control-flow attacks),
we find that timing side channels and other architecture-based attacks repeatedly leverage
knowledge of these decisions. Operating System (OS) choices capture decisions made
by the system during runtime. This mechanism primarily represents code and data locations
determined at load time due to the use of either position-independent code or Address Space
Layout Randomization (ASLR) [5]. In this work, we assume code and data location is
determined at compile time unless explicitly stated.

2.2.3.3 Auxiliary State

The implementation FSM also includes auxiliary state , such as wall clock time and oc-
currence count, that is not reflected at the bit-level in the microarchitecture but retains
information and may influence transitions during execution on the target processor. No-
tably, analog effects can be discretized as auxiliary state for the purpose of modeling them
in the FSM. In this work, we distinguish between readable and writeable auxiliary state.
Prominent examples of auxiliary states leveraged by security exploits include overall pro-
gram execution time [39] and occurrence count of memory accesses, which can be used to
capture DRAM cell charge leakage [40]. Program execution time is a readable auxiliary state
that can be “read” in a variety of ways by an attack. Occurrence count is a writeable auxil-
iary state that reflects the count of a particular operation (e.g., memory access) and which,
on crossing some threshold in some duration, leads to a change of memory state (e.g., bit flip
in a DRAM ). Thus, occurrence count can be used to effectively model the analog effects of
the microarchitecture. As this information is not reflected in the microarchitecture directly,
auxiliary state is, in general, hard to model in advance and instead modeled post-facto once
its possible use is known.

2.2.3.4 Phase Summary

The hardware realization phase produces an implementation FSM that runs on a specific tar-
get architecture (of many) and sufficiently emulates the intended FSM. The implementation
captures all additional state resulting from the physical processor model and microarchi-
tectural choices, as well as the prior compilation and high-level programming phases. The
physical processor model may also introduce transitions that do not match the program-
mer’s intent, such as leaving execution residues in microarchitectural structures. Finally, the
hardware-implemented FSM contains no non-deterministic transitions, as every transition
can be fully defined given knowledge of the entire state space. The hardware realization
stage produces an implementation that contains numerous unintended states and transitions
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resulting from the effects of the entire program life cycle. Knowledge of these mechanisms
is leveraged across attack classifications to perpetrate security exploits.

2.2.4 Relation to Previous Works

The framework presented in this chapter details how the different phases of the program
life cycle introduce unintended states and transitions into the final implementation. This
framework builds upon the weird machines model that captures how security exploits arise
from unexpected program input that triggers unintended functionality [22, 41]. In that
work, reachable states in the hardware implementation that enable unintended functionality
form a new computational device, termed a “weird” machine, that permits security exploits.
Work on weird machines specifically looks at the disparities between the programmer’s intent
and the resultant hardware implementation, but not the intermediate mechanisms at play.
Dullien has characterized these differences using formal computational models [22]. Other
work has studied specific instances of weird machines in the context of page faults [42], ELF
executables [43], and proof-carrying code [44].

There is a significant body of work that identifies how undefined semantics in the C and
C++ programming languages introduce vulnerabilities during compilation [36, 45, 46, 47, 48].
These works document how choices made during compilation resolve non-determinism from
language-level undefined semantics in an unexpected way, such as by removing security checks
(Section 2.3.1.2) [36]. Other work has modeled how weird machines arise during compilation
due to behaviors in the target language that cannot be achieved by the semantics of the
source language [49].

No work has provided a complete framework of how programmer conceptions, compiler
interactions, and microarchitectural details introduce unintended states and influence secu-
rity exploitation. In this work, we broadly reassess security exploits through the complete
program life cycle, expanding the weird machine model to capture effects from the pro-
grammer, compiler, and microarchitecture. Our goal is threefold: i) To capture all sources
of vulnerabilities throughout the program life cycle, ii) To understand how these sources
are exploited to force the implementation FSM into an unintended state that compromises
security, and iii) To illuminate how knowledge of this framework and the implementation
FSM can lead to an understanding of durable defenses that thwart complete categories of
unintended functionality rather than patching individual vulnerabilities.
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2.3 Security Exploits

In Section 2.2, we presented our program life cycle framework, which models how high-
level programming, compilation, and hardware realization introduce unintended states and
transitions into the implementation FSM. Unintended states permit security exploits by
enabling an attacker to circumvent the programmer’s intent and cause unwanted program
behavior. In this section, we delve further into how security exploits rely on these states to
infiltrate victim programs.

Within our proposed framework, we characterize a security exploit as a path from
intended to unintended states that produces unexpected and unwanted behavior in the im-
plementation that is not possible in the intended FSM. Perpetrating an exploit requires two
critical components: a transition between an intended and unintended state, termed a vul-
nerability , to bypass the program intent/specification, and knowledge of the state space,
termed implementation information assets , to reliably manipulate the implementation
FSM. We have found that security exploits leverage vulnerabilities and information assets
from all phases of the program life cycle. These vulnerability sources are the blue colored
boxes in Figure 2.1. We note that numerous exploits for a single vulnerability exist if mul-
tiple paths in the implementation FSM can use this vulnerability to achieve the same ends.
Alternatively, exploits may also leverage different vulnerabilities to produce the same un-
wanted behavior. Below, we enumerate the vulnerabilities and information assets commonly
leveraged by attacks and identify their sources.

2.3.1 Vulnerabilities

Vulnerabilities are transitions in the concrete implementation that move the machine to an
unintended state. By leveraging a vulnerability, an attacker moves the implementation FSM
to a state that the programmer did not consider, enabling incorrect behavior or the evasion
of security protections not represented within the present state. These dangerous transitions
originate from all phases of the program life cycle, from programmer misconceptions to the
physical hardware’s subtleties. We enumerate classes of common vulnerabilities in Table 2.1,
categorizing them by their source , or the mechanism that introduces the offending transition
into the FSM at the end of that phase. Below, we detail the vulnerabilities introduced during
each phase of our framework.

Vulnerabilities originating from high-level programming are often triggered by program
inputs (e.g., arguments passed through the command line), whereas vulnerabilities from sub-
sequent phases are triggered by other influenceable states (e.g., branch predictor state). An
attacker can trigger these transitions to shift the implementation FSM beyond the intended
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specification by carefully interfering with the target processor. However, to do so, an at-
tacker must be able to successfully find and trigger a vulnerability. When this vulnerability
originates from high-level programming, an attacker must have intimate knowledge of the
program source code to locate this single fault. While this appears challenging, the common-
ality of some program-level vulnerabilities, like buffer overflows, eases this task. Additionally,
vulnerabilities originating from hardware realization will be shared across multiple programs
running on the same target platform. As a result, hardware-based vulnerabilities can be
more pervasive and harder to address due to the fixed nature of physical processors.

Publicly disclosed cybersecurity flaws are assigned a unique Common Vulnerabilities and
Exposures (CVE) identifier, which pertains to a particular vulnerability instance leveraged
for an attack. These CVEs are related to one or more vulnerability classes, which are cate-
gorized via the Common Weakness Enumeration (CWE).2 For example, the official reference
to Meltdown [17] is CVE-2017-5754, which is an instance of the class CWE-200: Exposure of
Sensitive Information to an Unauthorized Actor. CVE-2019-3568 documents a recent buffer
overflow vulnerability in the WhatsApp Voice over IP (VoIP) stack, attributing it to CWE-
122: Heap-based Buffer Overflow and CWE-119: Improper Restriction of Operations within
the Bounds of a Memory Buffer. Due to the complex and intersecting nature of CWEs, we
adopt language from the security literature to classify vulnerabilities. Table 2.1 uses this
language when categorizing vulnerabilities and lists examples of CWEs belonging to each
superclass.

2.3.1.1 Vulnerabilities Originating From High-Level Programming

During high-level programming, language-level undefined semantics introduce vulnerabilities
in the form of non-deterministic edges that are later defined during compilation or hardware
realization. Language-level undefined semantics leveraged by the security exploits covered
in this work include spatial and temporal memory access errors (V-1, V-2), the use
of uninitialized values (V-3), and signed integer overflow (V-4). We note that these
vulnerabilities may also persist in the source code due to programmer misconceptions about
the functionality of these operations. For example, a buffer overflow is a language-level un-
defined semantic, but it may also exist in the program due to a flawed notional computer
model (e.g., a programmer that is unaware that C uses zero-based indexing, as discussed
in Section 2.2.1). Misconceptions and undefined semantics are often intertwined, working
concurrently to produce flaws in the source code. Misconceptions can also introduce vul-

2The CVE and CWE lists are maintained by The MITRE Corporation with sponsorship from the U.S.
Department of Homeland Security (DHS) and the Cybersecurity and Infrastructure Security Agency (CISA).
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Vulnerability Phase Source Unintended FSM
Transition

1. Spatial Memory Access Errors High-Level Language-Level Based on illegal
Buffer overflow, out-of-bounds access, etc. Programming Undefined memory access
• CWE-121: Stack-based Buffer Overflow Semantics
• CWE-122: Heap-based Buffer Overflow
• CWE-787: Out-of-bounds Write
• CWE-125: Out-of-bounds Read

2. Temporal Memory Access Errors High-Level Language-Level Based on illegal
Dangling pointer, use-after-free, etc. Programming Undefined memory access
• CWE-416: Use After Free Semantics
• CWE-415: Double Free
• CWE-825: Expired Pointer Dereference

3. Uninitialized Values High-Level Language-Level Based on unpredict-
Using a value not yet assigned Programming Undefined able memory value
• CWE-457: Use of Uninitialized Variable Semantics
• CWE-908: Use of Uninitialized Resource

4. Signed Integer Overflow High-Level Language-Level Based on modulo
A numeric value that exceeds the number of storage bits Programming Undefined wrapping properties
• CWE-190: Integer Overflow or Wraparound Semantics

5. Unsigned Integer Overflow High-Level Notional Based on modulo
A numeric value that exceeds the number of storage bits Programming Computer wrapping properties
• CWE-190: Integer Overflow or Wraparound Model

6. Sharing-Dependent Program Execution Hardware Physical Based on externally
Program execution that depends on shared state Realization Processor influenced state
• CWE-1303: Non-Transparent Sharing of Microarch. Resources Model

7. Sharing-Dependent Program Timing Hardware Physical Based on externally
Program timing that depends on shared state Realization Processor influenced state
• CWE-1303: Non-Transparent Sharing of Microarch. Resources Model

8. Mispeculation* Hardware Physical Based on (incor-
Unintended execution of spurious instructions Realization Processor rect) speculative
• CWE-1342: Info. Exposure through Microarch. State after Transient Exec. Model state

9. Side Channels Hardware Physical Reveals secret
Confidential information propagated to unintended outlets Realization Processor state information
• CWE-203: Observable Discrepancy Model
• CWE-200: Exposure of Sensitive Info. to an Unauthorized Actor

10. Usage-Dependent Analog Behavior Hardware Physical Based on auxiliary
Rowhammer, A2 attack [50], etc. Realization Processor state
• CWE-1255: Comparison Logic is Vuln. to Power Side-Channel Attacks Model
• CWE-1300: Improper Protection of Physical Side Channels

Table 2.1: Enumeration of Vulnerabilities. Vulnerabilities are transitions to unintended states
in the FSM. We classify vulnerabilities by their phase and source and provide examples of CWEs
(child classes) belonging to each vulnerability class. In the text, we refer to this enumeration
of vulnerabilities using the notation V-1. This list is not exhaustive of all vulnerabilities, but
rather represents those most prevalent in security exploits. *The CWE enumeration can be slow
to categorize emergent attacks. As a result, exploits that leverage mispeculation, such as LVI [4]
(CVE-2020-0551), are often listed as having no associated CWE (written as NVD-CWE-noinfo).
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nerabilities when undefined semantics are not in play. For example, unsigned integer
overflows (V-5) can be just as dangerous and prevalent as signed integer overflows despite
being fully defined by the C/C++ specification. Because these vulnerabilities are introduced
during high-level programming, their expressiveness depends heavily on the remaining im-
plementation. For example, the layout of the stack and presence of the NX-bit [51] will limit
the viability of a buffer overflow vulnerability. In Section 2.5.1, we discuss how control-flow
attacks heavily use language-level vulnerabilities to subvert program constraints.

2.3.1.2 Vulnerabilities Originating From Compilation

Compilation can also introduce transitions to unintended states into the resultant
instruction-level FSM. These effects include optimizations that modify the timing or memory
access patterns of programs, as discussed in Section 2.2.2.1. Changes made during compi-
lation may also reintroduce program-level vulnerabilities. For example, consider a program
that computes the size of an integer array by multiplying the number of array elements by
sizeof(int) and stores this result in an integer variable called sz. If the number of array
elements is sufficiently large, the variable sz will overflow because it is only represented by
32 bits. To prevent this signed integer overflow vulnerability, the program checks if sz is
smaller than the number of array elements and aborts to indicate this exception. Since a
signed integer overflow is undefined in the C language, the compiler may assume that the
if-condition is always false (i.e., sz cannot be smaller than the number or array elements)
and mark it as dead code [36]. Thus, this flaw in the compiler’s abstract processor model
permits the removal of this security check, resulting in code that contains an integer over-
flow vulnerability despite the programmer’s intent to actively avoid one. With respect to our
framework, although this compiler operation removes a security check, it introduces unin-
tended states and transitions into the resultant FSM in which sz is smaller than the number
of array elements and the program counter continues to advance. Such an integer overflow
vulnerability could be used to allocate a zero-sized array or hash table to enable arbitrary
code execution, as was done by attacks on SSH1 [52].

2.3.1.3 Vulnerabilities Originating From Hardware Realization

Vulnerabilities introduced during hardware realization originate from the physical processor
model and especially from design choices related to shared and auxiliary state. Specifically,
the physical processor model adds transitions dependent on influenceable states (i.e., shared
state or writable auxiliary state) or forms paths that propagate confidential information to
observable outlets (i.e., shared state or readable auxiliary state). These formulations are un-
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intended with respect to the intended FSM and pervasive across architecture-based attacks.
For example, mispeculation (V-8) permits the execution of unintended instructions. In
isolation, mispeculation is not dangerous, as discussed in Section 2.2.3. But, when combined
with vulnerabilities originating from hardware realization, transient execution becomes a
powerful tool to perpetrate security exploits. Attackers can influence transient execution
due to sharing-dependent program execution (V-6) in the microarchitecture. Specifi-
cally, shared state, like the branch predictor contents, affects program transitions, enabling
an attacker to control execution without supplying program input directly. Furthermore,
transient execution leaves residues in the cache, affecting shared state (cache contents) and
readable auxiliary state (timing), due to the presence of a side channel (V-9) vulnerability.
With these two mechanisms in hand, an attacker can force a program to execute an instruc-
tion speculatively and observe the traces of that execution. In addition to sharing-dependent
program execution and side channels, we recognize usage-dependent analog behavior (V-
10) as a vulnerability introduced during hardware realization. This vulnerability captures
transitions caused by analog-based auxiliary state (Section 2.2.3.3), such as how a bit flip
can occur in DRAM due to repeated accesses to a neighboring row [40].

2.3.2 Implementation Information Assets

Knowledge of the state space of the implementation FSM, termed implementation informa-
tion, is leveraged directly for security exploits. Given this information, an attacker has a
better understanding of vulnerability sources and both unintended states and transitions
in this FSM. Hence, the attacker has a stronger and more refined model of the semantics
of the implementation than the original programmer. Attackers can take advantage of this
information to find a way to synthesize an exploit and subvert the program’s security mea-
sures. It should be noted that implementation information does not detail specific states
or transitions, but is a property of the state space as a whole. This knowledge is, in effect,
more compelling, as an attacker can often successfully synthesize exploits with only a few
fundamental information assets. Table 2.2 enumerates information assets that are typically
required by exploits. We categorize information assets by their source, or the mechanism
that introduces the state information during the program life cycle. We also categorize
information assets by the method in which knowledge of it is acquired, termed Implementa-
tion Information Acquisition, through one of the following channels: documentation (doc),
reverse engineering (engr), or probing (probe). These methods of acquisition broadly cap-
ture three possible scenarios for understanding a particular system aspect: i) The system
aspect is documented publicly and is known by the attacker or can be obtained easily, ii)
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The system aspect is not documented publicly but can be directly derived using knowledge
of other system aspects, or iii) The system aspect can only be indirectly derived by query-
ing the system and observing a response. Below, we discuss implementation information
acquisition in depth, and enumerate information sources in each stage of our framework.

Implementation Information Asset Phase Source Acquisition

1. Code Contents. High-Level Notional Computer doc, engr,
Behavior of functions, etc. Programming Model probe

2. Location of Code. Compilation Compiler Choices* engr
Absolute location of functions, code gadgets etc.

3. Order of Code. Compilation Compiler Choices doc, engr
Relative location of functions, code gadgets etc.

4. Location of Data. Compilation Compiler Choices* engr
Absolute location of stack frames, heap allocations, etc.

5. Order of Data. Compilation Compiler Choices doc, engr
Order of variables within a stack frame, etc.

6. Representation of Code Pointers. Compilation Compiler Choices doc
Binary representation of code addresses

7. Representation of Data Pointers. Compilation Compiler Choices doc
Binary representation of data addresses

8. Representation of Code. Compilation Compiler Choices doc
Binary representation of instructions

9. Representation of Data. Compilation Compiler Choices doc
Binary representation of data values

10. Microarchitectural Sharing. Hardware Microarch. Choices engr, probe
Cache collisions, shared BTB entries, etc. Realization

11. Timing of Operations. Hardware Microarch. Choices probe
Latency of memory accesses, etc. Realization

Table 2.2: Enumeration of Implementation Information Assets. We classify information
assets by their phase and source, whether it is introduced during high-level programming via the
notional computer model, during compilation via compiler choices, or during hardware realization
via microarchitectural choices. Furthermore, we specify how this implementation information is
acquired by attackers via documentation (doc), reverse engineering efforts (engr), or probing
techniques (probe). In the text, we refer to this enumeration of information assets using the nota-
tion I-1. This list is not exhaustive of all implementation information assets, but rather represents
the classes most prevalent in security exploits. *Location of Objects originates from OS Choices
when ASLR [5] is in place.

2.3.2.1 Implementation Information Acquisition

Security exploits require some knowledge of the implementation information to succeed.
Control-flow attacks that exploit program-level vulnerabilities typically require knowledge
of the memory layout, stack organization, and code locations. Similarly, hardware-based
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attacks, like timing side channels, require knowledge of microarchitectural structures and
sharing between processes. This knowledge is obtained using acquisition methods (doc,
engr, or probe) at each level of the program life cycle.

By leveraging documentation (doc) and reverse engineering techniques (engr), an at-
tacker can gain knowledge of system aspects determined during high-level programming and
compilation. Documentation and formal specifications of the programming-language and op-
erating system are among the most trivial ways to obtain knowledge of these system aspects.
For example, attackers can leverage software documentation, open-source code, or knowledge
of popular libraries to understand program functionality and code contents.3 Alternatively,
reverse engineering the program binary can also reveal implementation decisions made dur-
ing compilation. For example, disassembling the program binary can reveal implementation
decisions made during compilation (e.g., call stack organization), and information about
the code addresses (e.g., absolute or relative code locations, depending on the underlying
runtime environment).

Finally, attackers may attempt to glean information assets by probing the system via so-
phisticated program analysis and side channels (probe). These experiments repeatedly
measure physical phenomena like timing to identify correlations and infer properties of
the underlying system. For example, timing memory accesses for a repeated set of array
lookups can reveal cache associativity. Such implementation information is required by
popular timing side-channel attacks like Prime+Probe [53]. To derive the cache layout,
Prime+Probe selects a potential conflict set from a large buffer, then repeatedly probes if
this set evicts a candidate memory line from the LLC by measuring memory access times
(i.e., readable auxiliary state). Candidate memory lines are added to the conflict set if
the memory access is fast, implying that they were not evicted. Once the conflict set is
formed, the attack repeats a similar process to partition the conflict set into an eviction set
for a specific candidate line. After this second iteration, the attacker has acquired sufficient
knowledge of microarchitectural sharing in the LLC to synthesize the side-channel exploit.
Given that processor design is proprietary, probing experiments present the best mechanism
to learn information about the hardware. Additionally, because this acquisition mechanism
exploits physical phenomena, it is both hard to anticipate a priori and hard to combat.

If the implementation is totally opaque to the user, security exploits cannot prevail. How-
ever, information leakage is innate to many implementation decisions by design, therefore,
opaque implementations are not a universal solution. For example, the timing of a memory
access reveals if there is a hit or miss in the cache. This property is inherent to the cache

3We are fully supportive of the open source movement, but want to point out this aspect of obtaining
information assets.
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design, yet leaks information that can be used to determine the contents of memory. Rather
than making implementation information completely opaque, an alternative solution is to
make it unreliable and inconsistent. Such randomization techniques increase the difficulty of
implementation information acquisition. For example, ASLR [5] determines memory layout
at load-time, forcing attackers to obtain memory information using sophisticated probing
techniques when only reverse engineering was required previously [23, 24, 25, 26]. Random-
ization defenses are further characterized in Section 2.4.3.

2.3.2.2 Information Assets From High-Level Programming

Perhaps the most critical information assets required for exploits is knowledge of the con-
tents of the victim source code (I-1). Code contents detail how the intended FSM is
implemented as source code, capturing program functionality like function contents, input
formatting, and operational behaviors. All security attacks exploit some degree of knowledge
of a victim program. Stack smashing attacks must understand how to provide program input
that triggers a buffer-overflow vulnerability [54]. Code reuse attacks must know the function-
ality of code gadgets [37, 55]. Timing side-channel exploits rely on secret-dependent program
execution (e.g., key-dependent conditional logic) [39]. Spectre attacks require knowledge of a
Spectre gadget, or jump instruction in the victim program [16]. To acquire this information,
attackers may use documentation, reverse engineering, or probing techniques. Attackers
leverage software documentation, open-source code, or knowledge of popular libraries to
discover program functionality easily (doc). If the source code is not widely available but
the binary is, disassembling the binary can provide similar information (engr). If neither
is available, attackers may attempt to glean program behavior through probing the API,
repeatedly sending inputs to profile the results (probe).

2.3.2.3 Information Assets From Compilation

The compiler implements many components of the implementation FSM that are critical to
program execution, including the location and order of objects (I-2—I-5). For example,
during compilation, the operating system, compiler, and target instruction-set dictate the
implementation of function calls in the source code. This is traditionally done through the
manipulation of a call stack. Values stored to the stack record the control flow of the program
and pass arguments to the requested function. In addition, the call itself decomposes into
multiple instructions that calculate the target function pointer and jump to the resulting
address. These abstractions are hidden from the programmer in high-level languages and
add state to the resulting implementation that is critical for stack smashing exploits [54].
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In addition to data and code layout, the compiler also implements the representation of
code and pointers (I-6—I-8). While these mechanisms are heavily constrained by what the
target processor supports, they are introduced into the resultant binary and instruction-level
FSM during compilation.

2.3.2.4 Information Assets From Hardware Realization

Hardware realization massively expands the state space of the implementation FSM based
on microarchitectural choices. The resultant machine contains shared and auxiliary state,
including properties of microarchitectural sharing (I-10) and the timing of operations
(I-11). Knowledge of this implementation information is leveraged directly for transient
execution attacks (Section 2.5.4), like Spectre V2 [16]. Spectre attacks leak information by
combining speculative execution with data exfiltration through timing side channels. Spectre
V2 does this by mistraining the processor’s branch predictor to mispredict a specific indirect
branch of the attacker’s choosing, then observing the residues of this transient execution
through the cache. While this attack requires some knowledge of program-level information,
like the location of the victim branch, it also requires intimate knowledge of the branch
predictor. To reliably mistrain the predictor, the attackers used experiments to reverse
engineer (engr) the branch predictor on the target machine. They found that a predictor
on a Haswell i7-4650U only stores the lower 20 bits of the virtual address for twenty-nine
previous destination addresses [16]. Using this knowledge, they were able to craft malicious
code to mistrain the predictor reliably. The remainder of the attack recovers cache residues
by performing Flush+Reload [56].

Defenses may also seek to instantiate implementation information during hardware real-
ization to prevent attacks. Address Space Layout Randomization (ASLR) [5] randomizes the
location of the code segment when the program is loaded. Hence, function pointers will vary
per instance of the program. ASLR adds diversity to the state space of the implementation
as each instance of the program now has a unique memory configuration. With memory
locations changing at runtime, obtaining information assets requires advanced leakage tech-
niques that are much more difficult than if memory locations were determined at compile
time.

2.3.3 Summary of Security Exploits

Security exploits leverage a vulnerability to transition the implementation FSM to an un-
intended state and bypass the programmer’s intent, then use knowledge of implementation
information assets to manipulate the implementation FSM and produce unexpected and un-
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wanted behavior. With respect to our framework, we enumerate and classify vulnerabilities
by their source, identifying prominent vulnerabilities originating from language-level unde-
fined semantics, the notional computer model, and the physical processor model, shown in
Table 2.1. We similarly enumerate and classify information assets originating from compiler
and microarchitectural choices in Table 2.2. We also characterize how attackers acquire
knowledge of implementation information needed for exploits, identifying three primary
methods with increasing levels of sophistication: documentation, reverse engineering, and
probing. In Section 2.5, we discuss how prominent attacks fit within our model of security
exploits.

2.4 Classification of Defenses

Exploits subvert the security guarantees of an application by using a vulnerability to transi-
tion to an unintended state and then using knowledge of implementation information assets
to produce unexpected behavior. To combat attacks, defenses address the usage of unin-
tended states by either preventing the transition to an unintended state (i.e., via removing
a vulnerability), or preventing the subversion of security guarantees (i.e., via obfuscating
the state space), effectively making it impossible or useless to acquire unintended states or
transitions. Namely, protections either avoid vulnerabilities by removing their instances in
applications, enforce a property of the machine to mitigate vulnerabilities, or obfuscate
information assets to make the implementation unpredictable and thus difficult to manip-
ulate. These categories are not mutually exclusive, as some defenses have included both
enforcement and obfuscation-based techniques in their designs.

In addition to classifying defenses by type, we specify their level of sophistication, quanti-
fied by the strength or coverage of the defense and the phase during which it is employed.
Strength captures the completeness to which a vulnerability is protected or, for obfuscation-
based defenses, the entropy4 of the system. Phase captures when a defense applies in the
program’s life cycle. For defenses introduced during hardware realization, we distinguish
between load-time and runtime defenses. Namely, defenses instantiated at load-time con-
sistently change the state space but do not effect execution. For example, ASLR [5] is a
load-time defense since the program offsets are constant for each execution. Runtime de-
fenses take on multiple values during program execution. Runtime defenses include ASLR
variants that re-randomize the program offset during execution [12, 31, 57, 58, 59]. Due

4In this work, we define entropy as the number of key bits used to obfuscate unintended state. We denote
obfuscation techniques as having low entropy if they use key sizes smaller than 32-bits or employ weak XOR
ciphers.
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Figure 2.2: Defense Techniques. Vulnerabilities are exploited to transition the victim program
from an intended state (white) to an unintended state (grey). Once outside of the constraints of the
intended IFSM, an attacker can use knowledge of information assets to subvert security. Avoidance-
based protections (2.2b) find and fix vulnerabilities to remove single transitions to unintended states.
Enforcement-based protections (2.2c) take a complete approach by addressing all transitions of a
particular type (e.g., buffer overflows). Finally, obfuscation techniques (2.2d) conceal information
assets and unintended states, preventing attackers from effectively and reliably learning enough
information to synthesize an exploit.

to differing sophistication, two defenses that address the same class of unintended states or
transitions in the same manner may not be equivalent. Below, we detail these three defense
techniques in more detail.

2.4.1 Avoidance of Vulnerabilities

Designers use testing or formal verification to avoid unintended states and ensure that these
states are not reachable from the program-level. Figure 2.2a illustrates an unprotected
system, where unintended transitions are leveraged to shift the program from an intended
state, shown in white, to an unintended state, shown in grey. Avoidance techniques ,
Figure 2.2b, remove single vulnerabilities, eliminating specific unintended transitions in the
implementation FSM.

For example, a program with a buffer overflow vulnerability will have a transition to a
state where memory has been corrupted. Avoidance prevents an exploit by removing the
single buffer overflow vulnerability (i.e., the single transition) to the corrupt state, through
program testing. However, program testing is not exhaustive. Avoidance does not address
the existence of spatial memory access errors as a whole. Other vulnerabilities may still
exist, allowing for exploits that abuse vulnerabilities elsewhere in the source code. Rather
than relying on program testing, programmers may employ formal verification to eliminate
vulnerabilities. While formal verification is comprehensive, it currently does not scale to

36



large programs. Additionally, avoidance defenses are only a durable protection until some-
one writes more code and introduces a new vulnerability. Lastly, since testing and formal
verification techniques apply to source code or binaries, the avoidance approach cannot be
easily extended to address vulnerabilities in the microarchitecture.

2.4.2 Enforcement of Program Semantics

Enforcement protections seek to remove all vulnerabilities of a particular type from an appli-
cation by prohibiting the existence of a vulnerability altogether. To eliminate vulnerabilities,
enforcement protections detect any uses of the vulnerability, sometimes effectively defining
an undefined semantic (i.e., marking it as erroneous). With respect to Figure 2.2c, enforce-
ment creates barriers around parts of the implementation FSM. Rather than removing a
single transition, as in the case of avoidance, enforcement provides significant obstacles to
initiating the security exploits by prohibiting all unintended transitions of some type.

2.4.2.1 Enforcement During High-Level Programming

At the programming language level, enforcement works to remove all instances of undefined
semantics by fully defining these semantics within the programming language specification.
This category includes memory-safe languages, like Java, that eliminate spatial and tem-
poral memory errors. Program-level enforcement techniques are effective but may not be
comprehensive. These techniques cannot secure microarchitectural assets; therefore, they
are incomplete due to the nature of the underlying hardware. Additionally, these languages
are sometimes implemented in an unsafe programming language, leaving possibilities for
exploits. While fully-defined programming languages are effective, we choose to focus on
defenses that secure C or C++ programs in our study, since these programming languages
are popular and used in many legacy applications. We assume it is less practical to re-
implement these applications in a safe programming language, but we do acknowledge that
this possibility exists.

2.4.2.2 Enforcement During Hardware Realization.

Runtime enforcement protections prohibit vulnerabilities and undefined semantics by detect-
ing their use during program execution. For example, processors like CHERI [60] enforce
spatial memory access errors at runtime by triggering a security exception whenever these
vulnerabilities are detected. Alternatively, Control-Flow Integrity (CFI) [61] enforces mem-
ory access errors that overwrite jump targets by validating all control transfers against the
intended FSM. CFI is complete with respect to its threat model, but incurs high performance
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overheads, motivating coarse-grained variants that proved to be susceptible to attackers [62].
Ultimately, once attacks evolved to no longer rely on the protected asset, enforcement de-
fenses were easily bypassed. Our case-study in Section 2.5.1 shows evidence of this trend.

2.4.3 Obfuscation of Implementation Information Assets

Finally, some protections obfuscate implementation information assets to make knowledge
of the implementation FSM unreliable, either by making it difficult to acquire knowledge of
the implementation or rendering this knowledge useless. With respect to Figure 2.2d, an
obfuscation defense conceals or obscures unintended states, increasing the sophistication of
information acquisition needed by attackers to synthesize an exploit. Obfuscation defenses
mitigate attacks by making the information assets difficult (albeit not impossible) to acquire
by making unintended states unpredictable. Our studies revealed that a majority of attacks
require at least some knowledge of information assets. Thus, obfuscation-based defenses are
a promising method to mitigate a range of security attacks.

2.4.3.1 Obfuscation During Compilation

Compile-time defenses randomly instantiate a parameter during program compilation. Thus,
this parameter has the same value every time a program runs. However, the same program
on another machine may have a different instantiation. These compiler based protections
are used most commonly for binary obfuscation. For example, Polyverse [63] provides a
compiler that randomizes register usage, function locations, import tables, and other targets
per compilation. Namely, each binary produced by Polyverse is unique while preserving the
semantics of the intended program. This tool effectively mitigates control-flow exploits by
obfuscating critical attack assets, like code location. Compiler-level obfuscation techniques
apply one-time randomization. Thus, although the implementation information is initially
unknown, it can be easily discovered by attackers as this information is constant for each
instance of the program. Therefore, these defenses are the most susceptible to information
leakage and derandomization attacks (Section 2.5.2). As the time of obfuscation is moved
closer to program execution, discovering a randomized parameter becomes much more diffi-
cult.

2.4.3.2 Obfuscation During Hardware Realization

Defenses during hardware realization randomly instantiate an undefined semantic for each
run of a program. Thus, any knowledge the attacker gains about the implementation of a
obfuscated semantic cannot be used to attack another instance of that program. The most
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common example of load-time randomization defenses is Address Space Layout Randomiza-
tion (ASLR) [5]. Many control-flow attacks rely on knowledge of code locations. Finding
the address of a target function can be done trivially by disassembling the binary. Yet, with
ASLR [5], which randomizes the location of objects at load time, the address of a target
function changes per execution. Disassembly no longer reveals the true code location, mak-
ing the attack more difficult. Unfortunately, clever probing of shared state can still defeat
most one-time randomization defenses, including 64-bit ASLR, since the randomized infor-
mation is constant at runtime [23, 24, 25, 26]. These derandomization attacks are discussed
in Section 2.5.2.

2.4.3.3 Obfuscation During Runtime Execution

Defenses that obfuscate assets at runtime have appeared in response to derandomization
attacks. Within these defenses, the protected asset (e.g., data location) takes many forms
during a single execution of the program. While these defenses are still instantiated during
hardware realization, we distinguish this from the prior section because the value of the
randomized information changes multiple times during the program’s lifetime. For exam-
ple, Timely Address Space Randomization (TASR) [57] relocates the code segment during
runtime after every system call, effectively obfuscating the location of code objects. This de-
fense aims to mitigate memory leaks that derandomized traditional ASLR by changing code
location immediately after a leak could occur (via a system call). Other runtime obfuscation
defenses change assets at a constant rate, such as every 50 ms, rather than in response to
another event. Generally, these defenses employ higher entropy and more frequent obfus-
cation schemes to create a tight time limit that probing techniques must overcome to be
successful [12, 31, 59].

2.4.4 Summary of Defenses

Defenses mitigate security exploits in three primary ways: i) Avoidance of vulnerabilities,
ii) Enforcement of the implementation FSM to prevent vulnerabilities from being leveraged
for attacks, and iii) Obfuscation of information assets to prevent attackers from reliably
exploiting the implementation FSM. These approaches are illustrated in Figure 2.2. With
respect to our framework, we classify defenses by the phase during which it is employed, mak-
ing a distinction between load-time and runtime defenses within hardware realization, and
their coverage of vulnerability sources. In Section 2.5, we discuss how prominent mitigation
techniques fit within this model.
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2.5 Case Studies of Attack Genealogies

In Section 2.2, we showed how the program life cycle introduces vulnerabilities in its different
phases. Following this, Section 2.3 went deeper into how exploits use these vulnerabilities
by obtaining implementation information that can then be used to transition the implemen-
tation FSM to unintended states. Section 2.4 then outlined categories of defenses in terms
of how they prevented the attacker from gaining control through transitioning to these un-
intended states.

In this section, we study four prominent attack genealogies: control-flow attacks , de-
randomization attacks , timing side channels , and transient execution attacks .
These case studies illustrate how prominent attacks and defenses fit into our framework and
serves as background for the remaining chapters in this dissertation. The first two genealo-
gies compromise program integrity by hijacking the victim’s control flow or, in the case of
derandomization attacks, do so after subverting a randomization-based defense. The later
two genealogies compromise program confidentiality by using microarchitectural vulnera-
bilities to leak sensitive information.5 For each case study, we provide i) An enumeration
of prominent security exploits and the vulnerability sources they leverage, as related to our
program life cycle framework through Tables 2.1 and 2.2, and ii) An enumeration of defenses
classified by their approach (Figure 2.2) and the vulnerability sources they protect. These
case studies serve to illustrate:

• How the attacks and defenses for each case study fit into the framework of this chapter.

• How the attacks have evolved over time with increasingly sophisticated acquisition of
information assets by the attackers and the mechanisms used to acquire them.

• How the defenses have evolved over time with an increasing shift from avoidance to
enforcement and obfuscation—techniques which eliminate access to large parts of the
unintended state space and thus are potentially more durable.

2.5.1 Control-Flow Attacks

Control-flow attacks are characterized by attempts to redirect program execution from paths
intended by the programmer. We adopt the following definition:

Contol-Flow Attack: A class of security exploits that redirect the flow of execution (i.e.,
the control flow) of a target program. This goal is often achieved through manipulating

5While we do not consider availability attacks within our case studies, our framework could be adjusted
to capture these exploits, as discussed in Section 2.6.
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return addresses, code pointers, loop variables, or conditions. Control-flow attacks some-
times leverage code injection or redirect execution to existing code on the target device.
This category of attacks is also known as control-flow hijacks or arbitrary code execution
(ACE) attacks. We use these terms interchangeably. ACE attacks that occur over the
network are often referred to as remote code execution (RCE) attacks. Code injection is
a subset of control-flow attacks.

Attacks that manipulate data or data pointers to redirect control flow (e.g., Data-Oriented
Programming [64]) are categorized as “control-flow attacks.” In this work, we distin-
guish between two classes of control-flow attacks: those that occur on the control plane
(i.e., require manipulation of code or code pointers) and those that occur on the data
plane (i.e., require manipulation of data or data pointers). This distinction is relevant
to Chapters 4 and 5 of this dissertation, as the defenses presented in these chapters only
guard against control-flow attacks on the control plane.

Control-flow attacks abuse a memory access error to transition the implementation FSM
to an unintended state, traditionally this state being one that permits unauthorized access to
the computer. Specifically, these exploits abuse a memory access error to overwrite control
data (e.g., a return address or code pointer) with a target of their choosing. To do this
reliably, attackers must carefully craft an attack payload using knowledge of information
assets. Specifically, all control-flow attacks require knowledge of the data layout in order
to accurately corrupt the intended information. Additional implementation information
that is needed is dependent on the chosen target; code injection necessitates knowledge of
the representation of code pointers and code, whereas code reuse necessitates the location
of a target function. We provide a chronological listing of attacks that have leveraged
novel vulnerability sources in Table 2.3 and prominent control-flow attacks and defenses
in Table 2.4. Below, we detail how these attacks have evolved, from early work focused on
exploiting the stack, to advanced attacks that leveraged existing code and non-control data
to redirect execution.

2.5.1.1 Code Injection

The entire class of control-flow exploits originated from the first stack-smashing attack in
the late 1990s [54]. Within this exploit, an attacker leverages a buffer overflow vulnerability
on the stack to influence unintended state in two ways: to inject malicious code into the
data segment, and to overwrite the return address with a pointer to the injected code. The
target processor proceeds from this corrupt state, popping the return address and executing
the malicious code to conclude the exploit. To craft a payload to synthesize this exploit
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Attacks Vulnerability/Info. Asset Source Acquisition

1996 Stack Smashing/Buffer Overflow [54] MAE, Overwrite Code Ptr. (V-1) Lang-Level U.S. –
Order of Data, Stack (I-5) Compiler Choices doc, engr
Location of Data, Stack (I-4) Compiler Choices engr
Representation of Code (I-8) Compiler Choices doc
Representation of Code Pointers (I-6) Compiler Choices doc

1997 Return-into-libc [37] Location of Code (I-2) Compiler Choices engr

1999 Heap Smashing/Buffer Overflow [65] Order of Data, Heap (I-5) Compiler Choices doc, engr

2001 Heap Spray [66] Location of Data, Heap (I-4) Compiler Choices engr

2016 Data Oriented Programming [64] MAE, Overwrite Data (V-1) Lang-Level U.S. –
Representation of Data Pointers (I-7) Compiler Choices doc
Representation of Data (I-9) Compiler Choices doc

Table 2.3: Novel Vulnerability Sources in Control-Flow Attacks. We enumerate control-flow
attacks that have leveraged a novel vulnerability or information asset (i.e., one that has not been
used previously). We classify these vulnerability sources by their source and method of acquisition.
For space driven brevity, we adopt the following abbreviations: memory access error (MAE) and
undefined semantics (U.S.).

successfully, the attacker requires the following knowledge of implementation information
from compilation: i) The order of data on the stack (to overflow the buffer), ii) The rep-
resentation of code (to inject code), iii) The location of data on the stack (to redirect to
injected code), and iv) The representation of code pointers (to overwrite the return address).
Additionally, unintended states in the implementation FSM must permit the execution of
stack data. Attackers can derive knowledge of this information assets from documentation
of the system and target processor.

Two novel protections were promptly adopted to prevent stack smashing attacks. In 1997,
the non-executable stack patch forbid the execution of data on the stack, effectively enforc-
ing intended states in the implementation FSM after a memory access error occurs [70]. A
year later, stack canaries leveraged obfuscation to detect linear buffer overflows by asserting
that a secret value on the stack had not been corrupted during runtime [71]. While these
prominent defenses protected the call stack, they were not comprehensive of all memory. At-
tackers quickly subverted these defenses by exploiting buffer overflows and performing code
injection within the heap [65, 66]. Shortly afterward, the protections of the non-executable
stack expanded to all data to fully eradicate code injection. Specifically, Intel introduced the
no-execute bit (NX-bit) [51] to its x86 instruction-set architecture to forbid data execution,
effectively preventing these unintended states from being entered due to memory corrup-
tion. In response, attackers adapted their techniques to exploit other unintended states and
transitions still present on the target machine.
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Attacks

1996 Stack Smashing (Stack Buffer Overflow) [54]

1997 Return-into-libc [37]

1999 Heap Smashing (Heap Overflows) [65]

2001 Heap Spray [66]

2007 Return Oriented Programming (ROP) [55]

2011 Jump Oriented Programming (JOP) [67]

2014 Call Oriented Programming [68]

2015 Control-Flow Bending [69]

2016 Data Oriented Programming [64]

Defenses

1997 NX-Stack [70] Runtime Enforcement

1998 Stack Canaries [71] Load-Time Obfuscation

2003 NX-Bit [51] Runtime Enforcement

Instruction Set Randomization (ISR) [72, 73] Compile-Time Obfuscation

Addr. Space Layout Randomization (ASLR) [5] Load-Time Obfuscation

PointGuard [28] Load-Time Obfuscation

2009 Control Flow Integrity (CFI) [61] Runtime Enforcement

2013 kBouncer [74], ROPecker (2014) [75] Runtime Enforcement

2014 Code-Pointer Integrity (CPI) [76] Runtime Enforcement

CHERI [60] Runtime Enforcement

2018 Random Embedded Secret Tokens (REST) [77] Runtime Obfuscation

2021 Cryptographic Capability Computing (C3) [27] Runtime Obfuscation

Table 2.4: Chronological Ordering of Control-Flow Attacks and Defenses. We enumerate
the vulnerabilities and information assets leveraged/protected by prominent control-flow attacks
and defenses. Each asset is either leveraged/protected fully ( ), partially ( ), or not at all ( ).
For space driven brevity, we adopt the following abbreviations: memory access error (MAE), code
pointer (CP), and data pointer (DP).

2.5.1.2 Code Reuse

With the demise of code injection, exploits morphed to reuse existing code on the victim de-
vice. Code reuse attacks originated from return-into-libc [37], a variant of the stack smashing
exploit that redirects program execution to a library function. This attack is identical to the
stack smashing exploit above except that, rather than requiring knowledge of data location
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and code representation, knowledge of code location is leveraged to redirect execution to
an unintended library function. While library functions do exist in the implementation, the
states used in return-into-libc are unintended because this specific stack layout and execution
pattern is not permitted by the intended FSM.

A decade later, Return Oriented Programming (ROP) [55] revisited code reuse attacks,
exploiting existing code at a finer granularity. Rather than executing a single library function,
ROP stitched together short code gadgets to form arbitrary programs that were just as
expressive as what code injection achieved. This attack required identical information assets
as return-into-libc, relying heavily on code contents and code location to identify gadgets.
Early enforcement-based protections profiled the call patterns of ROP attacks, triggering
security exceptions when malicious execution was detected [74, 75]. However, these defenses
were easily subverted by attacks that used call patterns outside of the assembled profile, for
example, by executing gadgets that ended in jump instructions rather than returns [67, 68].
Other defenses attempted to fortify the code space, such as by preventing memory access
errors from corrupting return addresses (discussed below). In response, ROP evolved to
exploit data. Data Oriented Programming (DOP) [64] manipulates non-control data, instead
of function pointers, to influence indirect control flow and produce unexpected behavior.
Hence, rather than requiring knowledge of the location of code or representation of code
pointers, DOP solely relies on implementation information related to data and data pointers.

2.5.1.3 Defenses Against Control-Flow Attacks

As shown in Table 2.4, defenses for control-flow attacks primarily fall into two categories:
i) Obfuscation of critical information assets (e.g., location of code/data, representation of
code, and representation of code/data pointers), and ii) Enforcement of memory access er-
rors. Obfuscation-based mitigations looked to fortify access to data and code locations, and
the representation of pointers and code. Early obfuscation-based defenses aimed to obfuscate
memory layout to prevent attackers from crafting pointers to injected code or existing code
gadgets. ASLR [5] shifts the location of the stack, heap, and code in memory. Since this
technique randomizes once, sophisticated implementation acquisition methods can be used
to locate the obfuscated segments at runtime. This arms race led to an entire new genealogy
of attacks, termed derandomization attacks, detailed in Section 2.5.2. Finer-grained random-
ization techniques [78, 79, 80] and protections that re-randomize at runtime [57] have been
developed to combat these derandomization attempts. Obfuscation defenses also random-
ized the representation of code at either compile-time or load-time to thwart code injection
and gadget discovery [72, 73, 81, 82]. Other techniques fortified code pointers by encrypting
the representation of pointers [28].
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Other defenses employ enforcement techniques to detect memory access errors and thwart
control-flow attacks. Control-Flow Integrity (CFI) [61] analyzes the trusted program for all
possible, programmer-intended execution paths in the control-flow graph and restricts execu-
tion to this graph during runtime, effectively preventing memory access errors by restricting
the acceptable values of code pointers. Although CFI is a robust enforcement mechanism,
it comes with high overheads. Thus, adopted CFI implementations only trace a subset of
control-flow edges [83, 84, 85], leaving them vulnerable to subversion [62, 69, 86, 87]. Subse-
quent defenses continued to fortify control data. Code Pointer Integrity [76] uses enforcement
to stop memory access errors from influencing code pointers by isolating pointers in a protec-
tive memory region. Control-Data Isolation [88] took a subtractive approach to achieve the
same goal, removing all indirect control-flow instructions that can be influenced by user data
(i.e., indirect jumps, calls, and returns). Other protections like CHERI [60] and REST [77]
employed runtime mechanisms to detect memory access errors quickly. Cryptographic Capa-
bility Computing (C3) [27] similarly defends against spatial memory access errors by employ-
ing object-granular encryption for allocations on the heap. This approach enforces spacial
safety indirectly by garbling the result of any heap overflows. C3 was published concurrently
with the work done in this dissertation and exemplifies broader consideration of encrypted
architectures for security.

2.5.2 Derandomization Attacks

As we saw in Section 2.5.1, control-flow attacks leverage knowledge of compiler choices
related to code and data layout to craft attack payloads. Mitigations have focused on ob-
fuscating this critical implementation information to prevent attacks. Address Space Layout
Randomization (ASLR) [5] is one of few widely adopted randomization defenses. ASLR ob-
fuscates memory layout at load-time, changing the position of the data and code segments to
hide location information. However, while ASLR is effective, sophisticated implementation
acquisition methods can be used to gain knowledge of the randomized implementation at
runtime and subvert the defense. Thus, exploits have prevailed in the face of ASLR by using
these derandomization tactics. We adopt the following definition to classify this genealogy
of attacks:

Derandomization Attack: A class of security exploits that learn a randomized informa-
tion asset to subvert a security defense. This goal is often achieved by leveraging advanced
information acquisition techniques (§2.3.2.1) such as side channels.

The derandomization attack genealogy expands upon control-flow attacks to include ad-
vanced methods of information assets acquisition that evade obfuscation protections. We
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provide a chronological listing of derandomization attacks that have leveraged novel vulner-
ability sources in Table 2.5 and prominent attacks and defenses in Table 2.6. Below, we
detail how these derandomization attacks have evolved, from exploiting memory leakage to
advanced probing tactics that leverage timing side channels.

2.5.2.1 Disclosing Code Location via Memory Leaks

Attacks responded to the adoption of ASLR by derandomizing code location before syn-
thesizing an exploit. Initial implementations of ASLR on 32-bit systems had low entropy
and were trivially defeated by control-flow attacks that brute-force guessed the randomized
memory layout [89]. With the deployment of ASLR on 64-bit systems, attacks needed more
sophisticated derandomization methods to overcome the increased entropy. Exploits began
to use the limited coverage of ASLR to subvert the defense. In particular, while ASLR
randomizes the location of objects, it does not randomize the distance between objects in
a particular segment. Thus, given a leaked pointer and knowledge of relative addressing,
attackers can easily derandomize the address space. Variants of ROP integrated these de-
randomization techniques to subvert ASLR prior to an attack. JIT-ROP [23] uses a memory
disclosure vulnerability to leak the absolute location of a code object, then uses this address
to read code pages and follow direct jumps to discover other parts of the code segment.
Once enough of the code contents and location is known, an ROP payload is synthesized
using just-in-time compilation. In addition to the assets leveraged by ROP [55] (discussed
in Table 2.4), JIT-ROP uses knowledge of the representation of code to read code pages in
order to uncover the locations of code gadgets at runtime.

To mitigate JIT-ROP, Oxymoron obfuscated direct branch targets to prevent code pages
from leaking code locations [90]. Attacks that used indirect branch targets to infer code
locations bypassed this protection [91]. Subsequent work extended randomization to all jump
targets [91], adding a layer of indirection between code pointers and code location to confuse
attackers. Other JIT-ROP mitigations worked to make code pages unreadable by enforcing
different permissions for code pointers and data pointers (e.g., load/store operations can
only use data pointers) [92]. These randomization and enforcement techniques have been
combined in Readactor [93] to efficiently mitigate direct and indirect code page discovery.

With the rise of new protections, attacks turned to more advanced acquisition techniques
to learn code locations. Crash-Resistant Oriented Programming [94] demonstrated tech-
niques to disclose code pointers without crashing the victim process, allowing this attack
to sidestep enforcement protections that triggered exceptions. To sidestep protections that
prevented reading code pages, Blind-ROP [24] employed sophisticated probing techniques to
learn pointer values. Specifically, Blind-ROP used a buffer overflow vulnerability to repeat-
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Attacks Vulnerability/Info. Asset Source Acquisition

2013 Just-in-Time Code Reuse (JIT-ROP) [23] Location of Code (I-2) OS Choices engr*

2014 Blind ROP [24] Location of Code (I-2) OS Choices probe*

2016 Crash-Resistant Oriented Programming [94] Location of Code (I-2) OS Choices engr*

Table 2.5: Novel Vulnerability Sources and Acquisition Methods in Derandomization
Attacks. We enumerate derandomization attacks that have leveraged a novel vulnerability source
or method of information acquisition (denoted by *). We classify these assets by their source and
method of acquisition. In this genealogy, code location originates from OS Choices because ASLR [5]
is in place.
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Attacks

2004 Brute Force Attacks on ASLR [89]

2013 Just-in-Time Code Reuse (JIT-ROP) [23]

2014 Blind ROP [24]

2016 Crash-Resistant Oriented Programming [94]

Defenses

2006 Address Space Layout Permutation [78] Load-Time Obfuscation

2014 Oxymoron [90], Isomeron (2015) [91] Load-Time Obfuscation

Execute-no-Read (XnR) [92] Runtime Enforcement

2015 Readactor [93] Load-Time Obfuscation
Runtime Enforcement

Timely Addr. Space Randomization (TASR) [57] Runtime Obfuscation

2016 RuntimeASLR [58] Runtime Obfuscation

Remix [59] Runtime Obfuscation

Shuffler [12] Runtime Obfuscation

2019 Smokestack [95] Runtime Obfuscation

Table 2.6: Chronological Ordering of Derandomization Attacks and Defenses. We enu-
merate the vulnerabilities and information assets leveraged/protected by prominent attacks and
defenses. Each asset is either leveraged/protected fully ( ), partially ( ), or not at all ( ).
For space driven brevity, we adopt the following abbreviations: memory access error (MAE), code
pointer (CP), and data pointer (DP).

edly overwrite a single byte of the return address on the stack, using the execution of the
child process as an oracle to determine if the guessed byte was correct. Repeated probing of
subsequent bytes disclosed the complete return address, derandomizing the ASLR offset and
enabling a ROP attack. Some derandomization techniques leveraged timing side channels
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to recover the ASLR offset. We discuss these attacks in Section 2.5.3.4 as they leverage
microarchitectural vulnerabilities that are common to the timing side-channel attack geneal-
ogy.

2.5.2.2 Defenses with Re-Randomization

In response to derandomization attacks, defenses have employed re-randomization of crit-
ical information assets, including re-randomization of the location and order of code/data
objects, the representation of code, and the representation of pointers. Although the re-
randomization of defenses provably adds one bit of entropy to existing systems [89], re-
cent work has relied heavily on this technique to mitigate derandomization attacks. Re-
randomization elevates the difficulty of obtaining implementation information by making
it transient, forcing runtime acquisition techniques to learn and exploit information before
it changes. New ASLR-variants re-randomized the location of objects dynamically, such as
after every kernel I/O operation (TASR [57]) or processes fork (RuntimeASLR [58]). Both
approaches serve to destroy leaked pointers before they are injected back into the system.
Periodic re-randomization has also proven valuable. Morpheus [31] reduces performance
overheads by leveraging hardware support to re-randomize memory during runtime, but
only obfuscates the absolute location of code and data. Remix [59] obfuscates relative ad-
dressing in the code segment by reordering basic blocks within their respective functions,
but does not randomize the location of function entries. Conversely, Shuffler [12] obfuscates
the relative distance between functions by reordering them at runtime, but does not ad-
dress intra-function relative distance. Smokestack [95] focuses solely on data, randomizing
the stack layout to mitigate memory access errors. Ultimately, runtime re-randomization
introduces chaos for attackers attempting to execute code gadgets.

2.5.3 Timing Side-Channel Attacks

Timing side-channel attacks leverage information assets introduced during hardware real-
ization to leak confidential data. These attacks abuse a side channel—a vulnerability
originating from the physical processor model where information propagates to externally
observable states in an unintended manner. These observable states include shared state
(e.g., cache contents) and readable auxiliary state (e.g., program timing). We adopt the
following definition to capture this class of attacks:

Timing Side-Channel Attack: A class of security exploits that learn some information
about a target system or application by observing its timing properties. Timing side
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channels can involve passive observation and direct interference with the victim process
(e.g., by polluting cache state). Timing side channels are also referred to as timing attacks
in the literature and originated as a technique to compromise a cryptosystem by learning
secret key information.

Timing side channels can be used as an information acquisition tactic to derandomize sys-
tems. Thus, the class of timing side-channel attacks and derandomization attacks intersect.
In this work, we categorize side-channel-based derandomization under this genealogy, as
discussed in Section 2.5.3.4.

Attackers must have intimate knowledge of code contents to decipher how side channels
reveal program secrets during execution. Furthermore, a significant number of timing side-
channel attacks directly interfere with the victim program, leveraging sharing-dependent
program timing to strategically reveal confidential information. We provide a chronological
listing of attacks that leverage novel vulnerability sources in Table 2.7, as well as prominent
attacks and defenses in Table 2.8. Below, we detail how these attacks have evolved, from early
work that exploited program timing, to advanced attacks that leveraged external interference
to leak secret information. We also discuss timing side-channel attacks that have sought to
derandomize ASLR rather than leak cryptographic keys.

2.5.3.1 Timing Secret-Dependent Operations

In 1996, Kocher observed that the control flow of cryptographic algorithms was key-
dependent. Bits of the secret key influenced readable auxiliary states (e.g., program timing)
in the implementation, enabling an observer with knowledge of the algorithm to recover these
key bits. While the cryptographic primitives were sound, the naive source code implemen-
tations proved to be dangerous due to unintended fluctuations in execution time. Kocher
demonstrated that secret key information could be obtained by feeding the program carefully
designed inputs and measuring the execution time of the algorithm [39]. To prevent this ex-
ploit, constant-time algorithms with key-independent control flow were developed, effectively
avoiding side channels in the implementation. In many cases, it was up to the programmer
to develop constant-time source code and assure that compilation and hardware realization
upheld their intent. This task was incredibly challenging as it required significant expertise
to model the complexities of the compiler and hardware in one’s notional computer model.
Other defenses sought to automate this process [96]. While many constant-time implemen-
tations were developed, they were fragile as any small fluctuations in execution could break
them.
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Attacks Vulnerability/Info. Asset Source Acquisition

1996 Kocher’s Timing Attacks... [39] Side Channels (V-9) Phys Proc Model –
Timing, Execution Time (I-11) µArch Choices probe

2005 Bernstein’s Timing Attack [97] Microarch. Sharing, L1-Cache (I-10) µArch Choices engr, probe
Timing, Mem. Accesses (I-11) µArch Choices probe

Prime+Probe, Evict+Time [98, 99] Sharing-Dep. Program Timing (V-7) Phys Proc Model –

2007 BTB Side Channel [100] Microarch. Sharing, BTB (I-10) µArch Choices engr, probe

I-Cache Side Channel [101] Microarch. Sharing, I-Cache (I-10) µArch Choices engr, probe

2014 Flush+Reload [56] Microarch. Sharing, LLC (I-10) µArch Choices engr, probe

Table 2.7: Novel Vulnerability Sources in Timing Side-Channel Attacks. We enumerate
timing side-channel attacks that leverage a novel vulnerability or information asset (i.e., one that
has not been used previously). We classify these vulnerability sources by their source and method
of acquisition. For space driven brevity, we adopt the following abbreviations: microarchitecture
(µArch).

Although cryptographic algorithms adopted data-independent control flow, some per-
formed key-dependent memory accesses to critical data structures (e.g., substitution boxes),
leaving them vulnerable to attack. Nearly ten years after Kocher’s original work, Bernstein
published a timing side-channel attack on AES that instead measured timing variations of
memory accesses using knowledge of microarchitectural structures [97]. Bernstein observed
capacity misses during key-dependent table lookups to infer which table entries were accessed.
By iteratively choosing program input and observing memory composition via timing infor-
mation, he was able to recover the secret key. This attack specifically observed differences
in the timing of memory accesses due to internal interference in the victim program. Bern-
stein’s attack inspired future side-channel exploits that observed timing differences caused
by external interference provoked by the attacker.

2.5.3.2 Timing Memory Accesses

As few algorithms exhibited internal interference, attacks began to instigate timing differ-
ences by directly interfering with the victim program. This trend was shaped by widespread
support for simultaneous multithreading (SMT) [114], which caused threads to share all mi-
croarchitecture structures in a processor. Thus, attackers could modify shared state in the
implementation FSM by leveraging knowledge of microarchitectural sharing and the loca-
tion of critical data. Then, attackers could use sharing-dependent program timing to observe
the result of this external interference in one of two ways: via timing-based or access-based
attacks.

In timing-based attacks, attackers modify state shared between the victim’s and attacker’s
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Attacks

1996 Kocher’s Timing Attacks... [39]

2005 Bernstein’s Timing Attack on AES [97]

Cache Missing, Prime+Probe, Evict+Time [98, 99]

2007 BTB Side Channel [100]

I-Cache Side Channel [101]

2013 Attacks Against Kernel Space ASLR [102]

2014 Flush+Reload [56]

2016 Jump over ASLR [26]

2017 ASLR⊕Cache (AnC) [25]

2021 Frontal [103]

Defenses

2005 Automated Constant-Time Programs [96] Program-Time Avoidance

2007 Random Permutation Cache [104] Runtime Obfuscation

Partition Locked Cache [104] Runtime Enforcement

2013 Path ORAM [105] Program-Time Avoidance

2016 Cache Allocation Technology (CAT) [106] Runtime Enforcement

2018 Dynamically Allocated Way Guard (DAWG) [107] Runtime Enforcement

CEASER [108] Runtime Obfuscation

2019 Data-Oblivious ISA Extensions (OISA) [109] Runtime Enforcement

Skewed-CEASER (CEASER-S) [110] Runtime Obfuscation

2020 PhantomCache [111] Runtime Obfuscation

2021 Mirage [112] Runtime Obfuscation

2022 DAGguise [113] Runtime Obfuscation

Table 2.8: Chronological Ordering of Timing Side-Channel Attacks and Defenses. We
enumerate the vulnerabilities and information assets leveraged/protected by prominent side-channel
attacks and defenses. Each asset is either leveraged/protected fully ( ), partially ( ), or not at
all ( ). For space driven brevity, we adopt the following abbreviation: sharing-dependent (SD).

implementation FSM, then time the victim’s execution to see the effects of their malicious
interference. These attacks specifically exploit readable auxiliary state in the victim’s imple-
mentation FSM to leak secrets. In access-based attacks, attackers similarly influence shared
state, then allow the victim program to execute. However, the attacker does not observe
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the victim’s execution via auxiliary state. Rather, the attacker executes and times their
own program (i.e., the attacker’s implementation FSM) to see how the victim has modified
shared state. Because the attacker measures their own memory accesses, they can obtain
timing information at a much finer granularity and higher fidelity than observing the victim.

In 2005, Percival and Osvik et al. independently formalized access-based attacks on RSA
and AES that leveraged sharing in the L1 cache [98, 99]. These exploits first primed the cache
by filling it with attacker data, essentially providing attackers with complete knowledge of
the shared cache state. Afterwards, attackers surrendered execution to the victim process.
The victim process loads confidential data into the cache, modifying the shared state in the
attacker’s implementation FSM. Once the attacker resumes control of the processor, they
can recover these traces by timing their own memory accesses to infer shared state. Slow
accesses signified a conflict miss, revealing that the victim program accessed data mapped
to the same cache block. By compiling these access patterns, the secret key was successfully
recovered. Osvik published a second attack, termed Evict+Time, that took a timing-
based approach to break AES. Rather than probing memory and measuring the time of each
access, the victim’s overall execution time was measured after the cache was evicted. Slowed
execution signified that the cryptographic algorithm used the evicted data, revealing the
memory access patterns of the algorithm.

2.5.3.3 Beyond the L1 Cache

Attackers continued to uncover alternative side channels to observe a victim program’s ex-
ecution. Given implementation information about microarchitectural sharing in the Branch
Target Buffer (BTB), Aciicmez et. al observed the branching patterns of a cryptographic
process [100]. Aciicmez also extended this technique to the I-cache to similarly monitor the
control flow of the victim process [101]. In both cases, the attacker was able to derive the out-
come of a key-dependent branch condition, leaking information about the secret key. Timing
side-channel exploits also expanded into lower levels of the memory hierarchy. A new cache
attack called Flush+Reload [56] achieved high resolution in the last-level cache (LLC) by
exploiting shared memory between two cores. This technique can be used to break process
isolation and trace memory accesses of a victim. More importantly, this exploit broadened
the attack surface from processes running on the same core to processes running on separate
cores. Thus, disabling SMT could not stop this attack. Subsequent work demonstrated that
Prime+Probe is also practical on the LLC [53]. Recent attacks have moved to exploit
timing subtitles in the CPU frontend and have been able to use this technique to leak secrets
from Intel SGX enclaves [103].
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2.5.3.4 Side-Channel-Based Derandomization

Timing side-channel attacks have also been used to derandomize ASLR [5]. In 2013, the
I-cache side-channel attack [101] was used to dismantle kernel-space ASLR [102]. Collisions
in the I-cache revealed the address of the system call handler and, through repetition, this
information was combined to uncover bits of the KASLR offset. Jump-over-ASLR exploited
a timing-side channel in the BTB to monitor collisions between the attacker’s branch instruc-
tions and the victim program, eventually derandomizing the lower bits of ASLR [26]. The
following year, AnC used Evict+Time [99] to observe the page table walk of the memory
management unit. Ultimately, this attack was able to derive 28 bits of the ASLR offset in
only 150 seconds [25]. This attack combined traditional side channels with a unique probing
technique to recover more bits of ASLR than previous exploits in a short amount of time.

2.5.3.5 Defenses for Timing Side Channels

As shown in Table 2.8, defenses for timing side-channel attacks have broadly taken one of
the following approaches: i) Randomization of microarchitectural sharing, ii) Enforcement
of microarchitectural sharing/sharing-dependent behaviors via the partitioning of shared
structures, iii) Randomization of program timing via adding noise to timing infrastructures,
or iv) Avoidance/enforcement of side channels via the use of constant-time or data-oblivious
programs. Novel cache architectures obfuscate microarchitectural sharing by randomizing
memory mappings within shared structures [104]. CEASER [108] and Skewed-CEASER [110]
recently further expanded obfuscation of sharing by using encrypted addresses for cache
indexing. These two techniques made it improbable to craft an eviction set by dynamically
remapping the caches with high entropy and were applicable for the LLC.

Other protections use enforcement to protect microarchitectural sharing and sharing-
dependent program timing by prohibiting external interference in the cache. These mit-
igations include PL-Cache [104], which proposed secure cache replacement protocols that
prevented confidential data from being evicted by other processes. Subsequent protections
continued to address inter-process conflicts. Cache Allocation Technology (CAT) [106] dy-
namically partitioned the LLC, enforcing strict bounds between two processes to mitigate
Flush+Reload attacks. This defense was extended to all set associative structures, in-
cluding caches, in Dynamically Allocated Way Guard (DAWG) [107].

Recent work has revisited mitigating side channels via program avoidance through data-
oblivious programming. Data-oblivious programming is broader than constant-time pro-
gramming, as it not only considers a program’s execution time but also considers its memory
access patterns and control flow. Data-Oblivious ISA Extensions (OISA) [109] enforces data-

53



oblivious guarantees in the instruction-set architecture directly. Specifically, OISA detects
and prevents confidential data from propagating to side channels at runtime, effectively en-
forcing constant-time code. Oblivious RAMs (ORAMs) implement data-independent mem-
ory lookups to avoid timing side channels based on memory access patterns [105, 115, 116].
By integrating these algorithms, applications can perform secret-dependent memory accesses
without revealing secrets via side channels. Recent work has obfuscated memory lookups in
DRAM controllers using similar strategies [113]. In Chapters 7-9, we discuss data-oblivious
programming strategies in more detail, as this technique is required by some of our proposed
encrypted architectures.

2.5.4 Transient Execution Attacks

A new and dominant class of attacks exfiltrate secrets by observing the side effects of transient
instructions that operate on sensitive information. These attacks abuse mispeculation—the
spurious execution of an instruction that is eventually deemed unnecessary due to the emer-
gence of a misprediction or fault. When mispeculation occurs, modern processors squash
all in-flight instructions and revert the processor state. However, not all state is reverted.
Residues in the caches and other shared microarchitectural structures remain, as these states
do not affect program correctness. This oversight establishes a side channel for third parties
with adequate microarchitectural knowledge to observe program execution. We adopt the
following definition to capture this genealogy of attacks:

Transient Execution Attack: A class of security exploits that abuse speculative ex-
ecution to leak secret data to observable outputs. Various techniques can be used to
recover these secrets, including timing side channels that have already been discussed
(e.g., Flush+Reload [56] in Section 2.5.3.3). This genealogy is characterized by its
abuse of speculative execution, not by its secret recovery techniques. The term “transient
instructions” was coined by Spectre [16] in 2018.

Transient execution attacks are broadly categorized into two classes: those that cause
mispredictions by polluting the contents of the branch predictor, and those that leverage
faults to indirectly squash instructions [117]. We provide a chronological listing of attacks
that have leveraged novel vulnerability sources in Table 2.9 and prominent transient execu-
tion attacks and defenses in Table 2.10. Below, we detail how this prominent new class of
attacks exploits microarchitectural design choices in sophisticated ways.
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Attacks Vulnerability/Info. Asset Source Acquisition

2018 Spectre [16] Mispeculation, Prediction-Based (V-8) Phys Proc Model –
Sharing-Dep. Program Exec., BTB (V-6) Phys Proc Model –

Meltdown [17] Mispeculation, Fault-Based (V-8) Phys Proc Model –

Foreshadow [118] Microarch. Sharing, SGX Cache (I-10) µArch Choices engr, probe

2019 RIDL [119], Fallout [120] Microarch. Sharing, Store Buffer (I-10) µArch Choices engr, probe

Table 2.9: Novel Vulnerability Sources in Transient Execution Attacks. We enumerate
transient execution attacks that have leveraged a novel vulnerability or information assets (i.e., one
that has not been used previously). We classify these vulnerability sources by their source and
method of acquisition. For space driven brevity, we adopt the following abbreviations: microarchi-
tecture (µArch).
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Attacks

2018 Spectre V1 [16]

Meltdown [17]

Foreshadow [118]

2019 RIDL [119], Fallout [120]

2020 LVI Control Hijack [4]

Defenses

2018 Retpoline [121, 122] Program-Time Enforcement

InvisiSpec [123] Runtime Enforcement

2019 Speculative Taint Tracking [124], NDA [125] Runtime Enforcement

CleanupSpec [124] Program-Time Enforcement

MI6 [126] Runtime Enforcement

Table 2.10: Chronological Ordering of Transient Execution Attacks and Defenses. We
enumerate the vulnerabilities and information assets leveraged/protected by prominent transient
execution attacks and defenses. Each asset is either leveraged/protected fully ( ), partially ( ),
or not at all ( ). For space driven brevity, we adopt the following abbreviation: sharing-dependent
(SD).

2.5.4.1 Prediction-Based Attacks

Spectre [16] directly influences the misprediction of instructions by exploiting sharing-
dependent program execution in the branch target buffer (BTB). Leveraging knowledge of
microarchitectural sharing, the attacker trains the BTB to poison the shared predictor and
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force the misprediction of a specific branch in the victim’s program. In Spectre V1, the vic-
tim mispredicts a conditional branch that makes a secret-dependent memory access, leaving
residues in the cache. The evidence of this transient execution is later recovered by the at-
tacker via either Prime+Probe [98] or Flush+Reload [56]. We show the vulnerabilities
and information assets leveraged by Spectre V1 in Table 2.10, which is comprised of the
aforementioned assets, as well as the location of the spectre gadget and the assets used by
Prime+Probe/Flush+Reload. Spectre V2 forces a misprediction on an indirect branch,
enabling the attacker to redirect program execution to any unintended code of their choosing.
This exploitation mimics ROP [55] and would require a similar set of attack assets.

Mispeculation provides attackers an avenue to directly influence the execution of a victim
program without requiring program-level vulnerabilities. However, because mispeculated
instructions are eventually squashed, this hardware-level vulnerability can only be used to
execute short instruction sequences. Spectre-style exploits have since expanded to other
microarchitectural structures, including the pattern history table, return stack buffer, and
memory disambiguation logic [127, 128, 129].

2.5.4.2 Fault-Based Attacks

Rather than influencing the misprediction of an instruction, Meltdown-style attacks rely on
faulty operations that squash transient instructions [117]. Meltdown abuses the fact that
memory permissions in specific Intel processors are not checked until instruction commit-
ment [17]. Thus, memory accesses and other invalid operations are performed long before
they are deemed faulty. Meltdown leverages this property to leak kernel memory by perform-
ing transient kernel reads, which are later recovered through cache timing side channels like
Flush+Reload [56]. Because Meltdown does not influence program execution via shared
state, it does not leverage sharing-dependent program execution like Spectre [16].

Foreshadow [118] similarly exploited delayed permissions checks to subvert Intel
SGX [130]. Specifically, Foreshadow makes a transient access to enclave memory during
an address translation with a faulty page-table lookup. By using timing side channels to
observe the cache state after the fault, attackers were able to derive SGX enclave secrets.
Fault-based attacks expanded to include variants that raise exceptions due to accesses to
system registers or lazy floating-point register state switching [131], and have extended into
the store buffer [119, 120].

LVI [4] exploits mispeculation to inject malicious values into the pipeline via forwarding
in microarchitectural structures. During transient execution, the victim program computes
on this “poisoned” data before rollback. In Table 2.10, we list the LVI variant that redirects
control flow to a malicious code gadget by replacing a return address with a malicious
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address. This variant exploits code contents and locations, similar to control-flow attacks.
Other variants of the LVI attack use traditional timing side channels to recover residues of
the transient execution, requiring similar assets to Spectre [16].

2.5.4.3 Defenses for Transient Execution Attacks

To combat transient execution attacks, defenses have focused on addressing the hardware-
level constructs that permit the exploit. Specifically, defenses have broadly taken two ap-
proaches: i) Limiting the speculative execution of instructions, classified as either avoidance
or enforcement of mispeculation, or ii) Eliminating the side-effects of transient instructions,
classified as the enforcement of mispeculation and side channels.

Retpoline [121, 122] uses software enforcement techniques to prevent the speculative exe-
cution of vulnerable instructions. Specifically, Retpoline uses a return trampoline to prevent
the processor from speculating on an indirect jump, thus prohibiting attackers from steering
code during speculation. Other mitigations address the microarchitectural side-effects left
by transient execution, preventing this unintended information from propagating to shared
structures. We classify this technique as the enforcement of mispeculation and side chan-
nels, as it prevents sensitive information from propagating to unintended outlets (i.e., side
channel vulnerability) during mispeculation. InvisiSpec [123] prevents transient loads from
propagating to the cache state, whereas similar defenses monitor and restrict the propagation
of speculative data from reaching any known covert channels [125, 132]. Other protections
try to address covert channels through enforcement and partitioning [107, 133, 134]. Rather
than preventing the propagation of sensitive information, CleanupSpec [124] undoes microar-
chitectural residues that occur during mispeculation, essentially reverting to the same state
in the implementation FSM before mispeculation. Thus, even though transient execution oc-
curs, the processor truly reverts to the previous state, preventing attackers from exfiltrating
secrets.

2.6 Discussion and Limitations

This chapter aims to address the significant challenge of understanding the large space of
security exploits and defenses by presenting an organization of security vulnerabilities as
they arise throughout the program life cycle. This framework is designed with the purpose
of conceptual modeling to aid researchers in developing more durable defenses that protect
against wider classes of attacks. Specifically, this framework provides researchers a way
to organize vulnerability sources across phases and sources within the program life cycle,
identify similarities across different exploits, and model the ways in which defenses address
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these vulnerability sources. We do not intend for this framework to be used to model security
attacks and defenses using design exploration tools. In fact, given the complexity of the state
space of our proposed FSM framework, such modeling may very well be infeasible and thus
is not the intent of this work.

As presented in this chapter, the program life cycle framework captures security exploits
that compromise program confidentiality or integrity. Availability exploits, such as denial-
of-service attacks, are beyond the scope of our current framework. However, some denial-of-
service attacks are easy to consider in this framework. For example, a denial-of-service attack
that uses a malicious packet to crash a program is clearly transitioning the program into an
unintended state, in alignment with our proposed framework. Other availability exploits are
more complex and require additional consideration, such as those that flood a server with
packets to oversaturate server capacity and hinder performance. While the results of such
an attack are also unintended by the programmer, they require more careful consideration of
the programmer’s intended FSM to fully model how these exploits violate unintended states
and transitions.

Finally, our framework uses auxiliary state (Section 2.2.3.3) to capture time and occur-
rence count, enabling us to model analog effects. However, auxiliary state is hard to discover
in advance of deploying a system, as these effects are not intentional. Rather, these states
are often determined post-facto, only after their value has been demonstrated. Thus, it is
challenging to identify vulnerability sources that exploit auxiliary state within our frame-
work.

2.6.1 Defense Design Trends

Mitigating attacks through the enforcement of vulnerabilities remains a popular approach.
Certainly, many solutions exist to enforce memory safety through the detection of memory
access errors [60, 76]. Additionally, the enforcement of memory permissions has seen steady
advancements, from the NX-bit stack protections [70], to x86 SMAP and SMEP [135], and
more recently Intel SGX [130]. Remaining program-level vulnerabilities (e.g., uninitialized
values and integer overflow) can be detected using generalized debugging tools, like as UB-
San [136] and ASan [137]. However, unless these enforcement mechanisms are supported by
specialized hardware, performance overheads become high, leaving most code running in the
wild with few protections from these vulnerabilities.

For obfuscation defenses, two trends have emerged: i) The movement toward the ran-
domization of multiple pieces of information assets, and ii) The application of finer-grained
randomization defenses. Initially, randomization was reserved for the location of objects
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(e.g., ASLR [5]). But, over time, randomization defenses have expanded to include the rep-
resentation of code [72], representation of pointers [28, 31], microarchitectural sharing [108],
timing of operations [138], relative location of functions [12], and the order of stack vari-
ables [95]. These techniques garner broad appeal, since they (at least partially) address a
wide range of attacks that utilize the randomized information assets. Furthermore, defenses
have also trended toward more fine-grained, runtime randomization of information assets. In
its most course-grained form, randomization is applied at compile-time or load-time. Thus,
long periods are available to probe these randomized systems, giving attackers a foothold
to discover the obfuscated information assets. Derandomization attacks of this nature have
been extremely successful (e.g., Blind ROP [24] and AnC [25]). Consequently, defenses have
begun to aggressively re-randomize during execution in hopes that this approach will defeat
malicious attempts to acquire information assets at runtime.

2.6.2 Performance-Security Trade-Offs

While defenses may appear promising or protect against a wide array of vulnerability sources,
the costs of these defenses must also be considered. In this context, cost may refer to run-
time performance overheads, complexity of software modifications, complexity of hardware
modifications, silicon area and power overheads, cost to the programmer to use the defense,
etc. Existing security solutions that are deployed in practice are those that presented the
best cost trade-offs at that time, otherwise they would have been dismissed. For example,
ASLR [5] was one of the first widely-deployed control-flow defenses and had very low cost.
However, ASLR has since proven to be non-durable, as many exploits have prevailed despite
it by leveraging advanced derandomization attacks (Section 2.5.2). Many ASLR variants
have since been proposed but none have been widely deployed.

Some security solutions are known but deemed impractical due to their high costs, in-
cluding some discussed in this chapter (e.g., eliminating speculative execution or completely
isolating processes for timing side channels). It is possible that these high-cost defenses will
never be deployed or will only be deployed when a pervasive attack makes going without
them intolerable. It is often the case that security can be sacrificed to lessen costs, or that
certain costs can alleviate others. For example, modified computer hardware is often lever-
aged to reduce the performance overheads of runtime defenses [31]. In this case, hardware
complexity and silicon area and power overheads are increased to lessen performance over-
heads. The framework proposed in this chapter serves to aid the development of efficient,
comprehensive defenses by modeling similarities in vulnerability sources across prominent se-
curity attacks. To assess the cost trade-offs of new defenses, it is also critical to understand
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what threat model is necessary and what costs are tolerable to developers and consumers.
Both are incredibly challenging tasks that warrant future work.

2.6.3 Suggestions for Future Defenses

Our study reveals two key properties that can inform how to best approach secure system
design in the future: i) A small amount of implementation information is used widely across
numerous security attacks, and ii) The classes of vulnerabilities grow very slowly, with only a
few new vulnerability classes introduced per decade. Given these observations, defenses that
focus on enforcing or obfuscating multiple information assets have the potential to be both
effective and durable, as broad swaths of the attack landscape will be disrupted. In contrast,
avoidance defenses that focus on patching vulnerabilities will become increasingly ineffective
and non-durable. Their ineffectiveness arises from the challenge of finding all vulnerabilities,
which requires formal methods that do not scale with large systems. Additionally, the
introduction of new code can introduce a new vulnerability, and no strategies exist for
finding yet-undiscovered vulnerabilities.

Enforcement and obfuscation are appropriate techniques are both effective at providing
security. Enforcement defenses can be made sound and complete, unlike obfuscation defenses,
which provide only probabilistic security guarantees. Yet, enforcement defenses may conflict
with non-malicious programs that use undefined semantics [60], while obfuscation techniques
can often comply with these requirements [31]. Perhaps the defense approach that emerges
predominantly will depend on the efficiency of the defense and to what extent they impact
programmers that utilize these machines.

For vulnerabilities introduced during hardware realization, protections have focused
largely on randomization-based techniques. We see randomization defenses trending to-
ward higher-entropy implementations to increase their overall strength against brute-force
and side-channel attacks. As detailed in Section 2.5.2, derandomization attacks have pro-
gressed to the point where randomized semantics can be recovered with mere minutes of
probing. Higher entropy protections will diminish the likelihood of guessing randomized
information, and while derandomization attacks will still be possible, they will take much
more time. Thus, combining high-entropy defenses with fast rates of re-randomization will
undercut the expected time of derandomization attacks and ensure that these systems can
never be successfully penetrated through accessing implementation information. Alterna-
tively, defenses could leverage encryption, which is more resilient to cryptanalysis and other
disclosure mechanisms. With cryptographic protection of assets, attackers are forced to
probe systems to acquire information. Such probing can be thwarted via re-randomization
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and side-channel-resilient design.
Finally, our framework highlights the importance of modeling auxiliary states, such as

observable timing or occurrence counters, to capture analog effects that affect visible state,
like charge loss. Thus far, such auxiliary states have been determined post-facto, only after
their value has been demonstrated. An important defense strategy would be to anticipate
auxiliary states that could be exploited in the future—a very hard problem—but one that
must be tackled in this ever-evolving arms race between attacks and defenses.

2.7 Chapter Summary

In this chapter, we examined how vulnerability sources are introduced throughout the pro-
gram life cycle, and how these sources, along with information assets, are used by attackers
to construct security exploits. These vulnerability sources arise from programming, com-
pilation, and hardware realization, and introduce states in the implementation FSM that
are unintended relative to the programmer’s intended FSM. Security exploits leverage these
sources to transition the implementation FSM to an unintended state to carry out an attack.
Further, through the case studies of four important genealogies, we saw the evolution and
increasing sophistication of the implementation information used for attacks and the meth-
ods to acquire this information, alongside a corresponding increase in the sophistication of
defenses. We conclude by drawing on our framework and genealogies to point to key trends
in defenses that hold increasing promise for the future.
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Defenses Chapter

2019 Morpheus [31] Ch. 3 Runtime Obfuscation
Runtime Encryption

2020 Displaced & Dilated Address Space [32] Ch. 4 Runtime Obfuscation

2021 Morpheus II [33] Ch. 5 Runtime Encryption

2022 Sequestered Encryption [35] Ch. 7, Ch. 8 Runtime Encryption

Table 2.11: Chronological Ordering of Defenses Presented in this Dissertation. We
enumerate the information assets protected by the defenses presented in this dissertation. Each
asset is either protected fully ( ), partially ( ), or not at all ( ). For space driven brevity, we
adopt the following abbreviations: code pointer (CP), and data pointer (DP).
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2.8 Implications for This Dissertation

The remainder of this dissertation explores ways in which encrypted architectures can provide
durable security and privacy protections by guarding information assets. This approach is
motivated by the insights in this chapter and evolves as we gain experience and understand-
ing of building information asset protections. Our initial work continues the trend observed
in Section 2.6: hardware-based protections typically obfuscate assets and are trending to-
ward higher-entropy defenses. Our first defense utilizes this approach almost directly. In
subsequent chapters, we embrace cryptography to better thwart information acquisition tech-
niques and ultimately trade re-randomization for side-channel-resilient design to holistically
thwart attempts to learn protected assets. Throughout this evolution, we continually lever-
age custom hardware to produce defenses that are comprehensive while reducing runtime
performance overheads. Table 2.11 summarizes the defenses presented in this dissertation,
organizing them under the format used in our case studies.
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CHAPTER 3

Architectural Approaches to Protecting Code
and Pointers

Attacks succeed by abusing a vulnerability and system implementation information to force
the victim program into an unintended state. Our secure hardware architecture, Morpheus,
combines two powerful protection mechanisms—ensembles of moving target defenses and
churn—to protect information assets, thereby inhibiting attacks. Ensembles of moving tar-
get defenses randomize key program values (e.g., relocating pointers and encrypting code
and pointers) which forces attackers to extensively probe the system prior to an attack. To
ensure attack probes fail, the architecture incorporates churn to transparently re-randomize
program values underneath the running system. With frequent churn, systems quickly be-
come impractically difficult to penetrate. We demonstrate Morpheus through a RISC-V-
based prototype designed to stop control-flow attacks. Each moving target defense in Mor-
pheus uses hardware support to individually offer more randomness at a lower cost than
previous techniques. When combined with churn, Morpheus defenses offer strong protection
against control-flow attacks, with our security testing and performance studies revealing: i)
High-coverage protection for a broad array of control-flow attacks, including protections for
advanced attacks and an attack disclosed after the design of Morpheus, and ii) Negligible
performance impacts (1%) with churn periods up to 50 ms, which our study estimates to be
at least 5000× faster than the time necessary to possibly penetrate Morpheus.

The research presented in this chapter appears in:

[31] Mark Gallagher, Lauren Biernacki, Shibo Chen, Zelalem Birhanu Aweke, Salessawi Ferede
Yitbarek, Misiker Tadesse Aga, Austin Harris, Zhixing Xu, Baris Kasikci, Valeria
Bertacco, Sharad Malik, Mohit Tiwari, Todd Austin. “Morpheus: A Vulnerability-
Tolerant Secure Architecture Based on Ensembles of Moving Target De-
fenses with Churn,” Proceedings of the Twenty-Third International Conference on
Architectural Support for Programming Languages and Operating Systems (ASPLOS),
2019. DOI: 10.1145/3297858.3304037.
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3.1 Introduction

Building vulnerability-free, complex systems is challenging and further complicated by
legacy code and changing threat models. Control-flow exploits are still prevalent [139]
despite several layers of defenses based on safe pointers [140], control- and data-flow in-
tegrity [61, 76, 141], limiting the use of data as code (NX-bit) [51], and address space layout
randomization (ASLR) [5]. A similar arms race is being played out in the microarchitec-
ture, where side channels are abusing speculation [16] and memory characteristics [98] to
circumvent architectural isolation guarantees.

Rather than trying to insulate complex systems from vulnerabilities, we assume that the
system contains vulnerabilities and attackers are attempting to penetrate via those vulner-
abilities. Instead, we propose protecting the information assets that are critical to craft
successful attacks, using hardware to enable an ensemble of such moving target defenses to
be deployed concurrently. Additionally, we introduce churn, a mechanism that transparently
re-randomizes the moving target program values while the system is in operation. By lim-
iting our defenses to values associated with undefined program semantics, we construct a
secure system that is transparent to normal programs but intentionally hostile to malicious
programs. Crucially, even though concrete exploits and vulnerabilities grow rapidly, infor-
mation assets do not. Thus, this design approach presents a more durable and proactive
layer of defense than patching specific vulnerabilities.

We designed the Morpheus Secure Architecture [31, 33] guided by these insights.
Morpheus is a RISC-V-based system that incorporates ensembles of moving target defenses
(EMTDs) with churn to thwart control-flow attacks on the control and data plane. Morpheus
protects critical information by using two novel moving target defenses: address space dis-
placement , which randomly and independently places code and data in the address space,
and domain encryption , which randomizes the representation of code, code pointers, and
data pointers using strong encryption. These new defenses provide a significantly larger
randomization space at lower overheads than previous techniques. Specifically, Morpheus
defenses have a randomization space of 504 bits (referred to as “bits of entropy” for the
remainder of this work), leading to 2504 possible key configurations.

Once deployed, EMTDs force attackers to extensively probe the system to discover the
randomized values needed for an attack. Morpheus sabotages the attacker’s ability to probe
the system and gain critical values by using churn to re-randomize these values at runtime.
To further strengthen the value of churn, Morpheus incorporates an attack detector to
sense when an attack is ongoing and immediately trigger a churn cycle to halt the attack.
The Morpheus concept is summarized in Figure 3.2.
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1 void target () {
2 printf("You overflowed successfully , gg");
3 exit (0);
4 }
5
6 void vulnerable(char* str1) {
7 char buf [5];
8 strcpy(buf , str1);
9 }

10
11 int main() {
12 vulnerable("ffffffffffffffff\xf0\x03\x02\x01");
13 printf("This only prints in normal control flow");
14 }

Figure 3.1: Example Control-Flow Attack. This code exploits a buffer overflow vulnerability
in vulnerable() to overwrite a return address. We note that the attack code utilizes undefined
semantics associated with array overflows, stack frame organization, and code addresses. Morpheus
randomizes values associated with undefined semantics to thwart malicious attacks while remaining
benign to normal programs.

How Morpheus Stops Attacks. To illustrate our approach, consider the code reuse at-
tack shown in Figure 3.1. This program exploits a buffer overflow vulnerability on Line 8
(V-1) to redirect execution to the function target(). The attack payload is shown on Line
12, the synthesis of which requires knowledge of the stack layout (I-5) and the address of
the target function (I-2, I-6). When running atop the Morpheus architecture, it becomes
intractable to express the attack payload for this program. Under Morpheus, the absolute
location of the target (I-2) has been randomized under address space displacement. Fur-
ther, the representation of code pointers (I-6) is encrypted. The attack payload shown is
no longer valid, as the value 0x010203f0 will be “decrypted” and displaced before use, pro-
ducing a garbled result. To express a valid pointer to target(), the attacker must either
brute-force guess the information or probe Morpheus to learn the randomized assets. As
shown in Section 3.6, derandomizing the Morpheus protections take several minutes or more
with the most advanced probes. Unfortunately for the attacker, churn re-randomizes the
code locations and pointer representations every 50 ms, producing a new system that the
attacker has never seen before and will never seen again. Thus, Morpheus’ randomization
of information assets with churn thwarts control-flow attacks by preventing adversaries from
acquiring the information assets needed to synthesize them.
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3.1.1 Chapter Contributions

We believe that architectures can provide security by obfuscating the implementation infor-
mation needed by attacks. In support of this argument, this chapter makes the following
contributions:

• We present Morpheus—a RISC-V-based secure architecture that layers code and
pointer protections in an ensemble of moving target defenses (EMTDs) to thwart
control-flow attacks. Using compiler, architecture, and runtime support, we implement
EMTDs with support for attack-detector-driven churn periods. Our randomization of
code, code pointers, and data pointers create significant barriers to control-flow attacks.

• We show that Morpheus, with 504 bits of entropy and 50 ms churn period, has a
1% average slowdown (7% worst case) for SPEC CPU2006 and MiBench benchmarks,
despite re-randomizing key program values 5000x faster than estimated attack times.

• We show that Morpheus provides strong security against control-flow attacks, stopping
a broad array of advanced attacks including return-oriented programming [55] and the
Back-Call-Site attack [62], which was disclosed after the design of Morpheus. These
analyses demonstrate that the Morpheus architecture is an effective defense against
known and potentially future control-flow attacks.

This chapter is organized as follows. Section 3.2 discusses Morpheus’ general approach
to protecting code and pointers via EMTDs. In Section 3.3, we detail the implementation
of Morpheus on a RISC-V processor. Section 3.4 discusses our prototype of Morpheus
with Sections 3.5 and 3.6 presenting our performance and security analyses, respectively.
Section 3.7 discusses the limitations of our approach. Finally, Sections 3.8 and 3.9 conclude
this chapter.

3.2 Protecting Information Assets with Morpheus

Morpheus is a vulnerability-agnostic, secure architecture that leverages an ensemble of mov-
ing target defenses (EMTDs) to protect three implementation information domains common
across control-flow attacks—code , code pointers , and data pointers . To protect these
domains, Morpheus layers two novel moving target defenses: address space displacement ,
which obscures addresses by adding a random displacement to all pointers in the address
space, and domain encryption , which encrypts code, code pointers, and data pointers
under individual domain keys. This ensemble of defenses used in Morpheus is illustrated in
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MTD-2:

Multi-Domain Encryption:

Obfuscate information assets

MTD-1:

Address Space Displacement:

Shift code & data segments

Information Assets

Figure 3.2: Morpheus’ Moving Target Defenses (MTDs). At its core, Morpheus protects
multiple assets from attackers, which are identified at runtime using tagged memory. The protections
are layered on top of these assets: displacement and encryption. Finally, churn drives these two
defenses to re-randomize them live.

Figure 3.2. Together, these defenses provide a significantly larger randomization space at
lower overheads than previous techniques. Specifically, Morpheus defenses 504 bits entropy,
leading to 2504 possible key configurations.

We further elevate moving target defenses by combining them with a runtime re-
randomization technology called churn . During program execution, churn periodically
re-keys the moving target defenses, changing the pointer displacement and re-encrypting
protected assets with newly generated secret keys. After this re-keying, all instructions and
pointers in the system take on a new form, ensuring that any valuable information gathered
by the attackers since the last churn cycle will be lost. This approach combats information
leakage and creates high-entropy situations where attackers are confronted with a system
they have never seen before and will never see again.

3.2.1 Security Goals

Our goal is to obstruct the acquisition of code and pointer implementation information to
prevent the synthesis of control-flow attacks. Specifically, we aim to prevent the attacker
from learning enough information about the victim’s code and pointers to create a specific
sequence of software inputs that, when provided to the victim application, without any
assistance from hardware modifications (e.g., Trojans), triggers a vulnerability to redirect
program control flow. Specifically, we protect the following domains of implementation
information:

• Code: An instruction, including the opcode (e.g., JALR) and operands (e.g., a0).
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• Code Pointers: The stored address of a code object, including function pointers, return
addresses, and any addresses in memory (e.g., jump tables)

• Data Pointers: The stored address of a data object, including array pointers and stack
pointers

To achieve this goal, we randomize absolute memory addresses via displacement (I-2, I-4)
and the representation of code, code pointers, and data pointers via encryption (I-6, I-7,
I-8). We do not aim to prevent the creation of attack payloads that do not require knowledge
of code or pointer information.

3.2.2 Threat Model

Morpheus is designed to mitigate control-flow attacks, many of which utilize memory ex-
ploits [142]. Specifically, we seek to thwart attacks where a trusted but vulnerable victim
program processes untrusted inputs that exploit memory access errors (Table 2.1) to hijack
control flow of the victim. These attacks may make use of buffer overflows, format-string,
heap-spray, double-free, return/jump-oriented programming, and other execution-level se-
mantics to override language-level protections and hijack control flow. We assume a software-
based adversary that can interact with the system via an interface such as the network or
keyboard. The attacker cannot modify the original binary but can analyze it to locate a
memory corruption or disclosure vulnerability in the target application. The attacker has
complete knowledge of the system’s software, architecture, and microarchitecture, includ-
ing the Morpheus protections, but does not have knowledge of secret key information (i.e.,
the domain encryption keys and pointer displacement values). The trusted computing base
(TCB) includes the specialized Morpheus hardware, as well as some software support from
the loader and OS scheduler.

Non-Goals. We assume that the adversary does not have physical access to the ma-
chine and therefore cannot leverage physical attacks, physical side channels (e.g., power), or
transistor-scale voltage measurement (e.g., focused ion beam sensing). We also assume that
the attacker cannot manipulate the system’s boot sequence or anticipate the output of the
random number generator. Denial-of-service (DoS) and side-channel attacks are outside the
scope of this work.
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3.2.3 Displacing Program Segments

To boost uncertainty in memory locations, Morpheus leverages address space displacement to
randomize the absolute location of code and data objects at runtime. Morpheus creates two
superimposed address spaces above the virtual address space (VAS), one for code (DASC)
and one for data (DASD), and randomly displaces the code and data segments into these
spaces. The code segment is displaced by dCP bytes in DASC , and the data segment is
displaced by dDP bytes in DASD, as shown in Figure 3.5. Accordingly, all code/data pointers
are incremented by dCP/dCP at runtime. Only this pointer representation is changed; the
processor’s caches and microarchitectural structures are still indexed by the VAS address.
Thus, address space displacement does not affect the location of code and data objects in
memory like ASLR [5]. When DAS pointers are used, such as to perform a memory access,
this displacement is subtracted off to reveal the virtual address. For a memory request with
the location AdasD is transformed through the following computation:

DAS→VAS Translation for Data Pointers:

Avas = AdasD − dDP (3.1)

Similarly, when a pointer is created, such as during a JALR instruction, the value is incre-
mented by the appropriate displacement:

VAS→DAS Translation for Code Pointers:

AdasC = Avas + dCP (3.2)

Pointer arithmetic (e.g., incrementing a data pointer by an offset) can be performed in
the DAS and produce the correct VAS pointer after conversion. Displacement is applied to
all pointers stored in the registers, caches, and memory.

Displaced Code and Data Pointers. Under address space displacement, attackers must
have knowledge of dCP or dDP to forge a code pointer or data pointer, respectively. In
Morpheus, these keys are 60 bits in length (see Section 3.3.1.2), providing significantly more
entropy than ASLR [5].1 Displacement is the only protection applied to pointers in the
pipeline. Displacement does not obfuscate the relative distance of code or data objects.

1ASLR typically has at most 30-bits of entropy, due to architectures only partially implementing virtual
addresses (e.g., RISC-V and x86-64 have 48-bit virtual addresses) and because code and data have to avoid
collisions when placed.
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Thus, attackers may be able to correctly forge pointers by incrementing an existing pointer
by an offset. We discuss this limitation further in Section 3.7

3.2.4 Encrypting Implementation Information Assets

Morpheus encrypts three classes of implementation information—code, code pointers, and
data pointers—to defend against attacks that inspect or forge these assets. Each value is
encrypted under individual domain keys (kC , kCP , and kDP ) using a strong cipher in counter-
mode. These values are decrypted before use to maintain program correctness. To reduce
the performance overheads of using a strong cryptographic scheme, we only encrypt these
assets when they reside in the L2-cache or in memory. Values are decrypted when brought
into the L1-cache and encrypted when written back to the L2-cache. Under this design, code
is unprotected in the I-cache and pointers are only protected by address space displacement
while in the D-cache or pipeline.

Encrypted Code and Data Pointers. Malicious injection of a pointer, as exemplified by
the stack-smashing exploit in Figure 3.1, requires knowledge of the encrypted representation
of that value. Since pointers are always encrypted outside of the pipeline and L1 caches, any
attempt to exfiltrate them by writing them to an I/O location or via DMA, RDMA, or cold-
boot attack (all of which access DRAM or the L2-cache) will produce an encrypted pointer.
Since we use address information in the encryption of pointers, re-injection of this leaked
pointer at a different memory location is invalid. Thus, attackers are extremely limited in
using encrypted pointers to launch their attacks. Forgery of encrypted pointers would require
knowledge of the cryptographic key or manipulation of an existing pointer.

Encrypted Code. Encrypted code thwarts code injection attacks that insert malicious
instructions in the data segment (e.g., stack). Further, encrypted code also inhibits the
discover of pointer values from analyzing the program binary. An attacker may attempt to
subvert pointer encryption by analyzing the executable to learn absolute and relative code
locations. By maintaining encrypted code, attempts to read code via I/O are sufficiently
obfuscated, further defending against control-flow attacks.

3.2.5 Re-Randomizing Morpheus’ Protections with Churn

Address space displacement and domain encryption strip attackers of the implementation
information needed to synthesize control-flow exploits. However, even with strong cryptogra-
phy, attackers can still infer some information about these assets using leakage mechanisms
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Figure 3.3: Thwarting Implementation Information Acquisition with Churn. Exploits
progress with the following phases: probe, weaponize, and attack. Ensembles of moving target
defenses (EMTDs) increase uncertainty in key values needed to weaponize attacks, thus, probe
times increase significantly. To ensure the patient attacker does not complete their probes, churn
re-randomizes key program values at regular intervals. An attack detector senses when probe-like
activity is occurring and reduces the churn period to strengthen defenses.

like side channels. In Morpheus, code and pointers are decrypted to maintain program
functionality, leaking related plaintext information through observable program traces (e.g.,
memory access patterns and timing). Every time a code pointer is used to redirect program
execution, information about the true memory address contained in that pointer is leaked via
observable program traces. Likewise, every time an instruction is decrypted and executed,
information about the instruction’s functionality is leaked via timing and contention in the
architecture. Clever attackers could use side-channel analysis or other mechanisms to learn
the values of these information assets.

Morpheus Churn. To combat information leakage, we dynamically re-randomize code
and pointers under new displacement and encryption keys, termed churn , to nullify any
information an attacker may have gained via side-channel leakage. After this re-keying, all
instructions and pointers in the system take on a new form, ensuring that any valuable
information gathered by attackers since the last churn cycle will be lost. This approach
creates high-entropy situations where attackers are confronted with a system they have never
seen before and will never see again. Churn can be configured to occur periodically or in
response to a particular event, such as a security violation or exception.

As shown in Figure 3.3, conventional attacks probe the system for implementation as-
sets before synthesizing and delivering the attack payload (as discussed in Chapter 2 Sec-
tion 2.3.2.1). Traditional EMTDs obfuscate these assets at load-time, forcing attackers to
use more sophisticated probing techniques to acquire implementation information (e.g., Sec-
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tion 2.5.2). Churn re-randomizes these assets periodically during execution. With fast churn
periods, attack probes fail to uncover the values for which they search before the system
is re-randomized. To make this environment more hostile for attackers, we incorporate an
attack detector to support churn. Detection of suspicious behavior, such as arithmetic on
code pointers, triggers an immediate churn cycle, shortening the window for an attacker to
synthesize an attack. More details on this attack detector are found in Section 3.3.1.1.

3.3 The Morpheus Secure Architecture

Morpheus implements its domain displacement and encryption protections in hardware to
reduce the performance impacts on running programs. In this Section, we detail the imple-
mentation of Morpheus on a 64-bit RISC-V in-order core. The Morpheus RISC-V architec-
ture is shown in Figure 3.4. Morpheus’ design relies on memory tags to precisely track and
identify code, code pointers, and data pointers at runtime. These memory tags enable us to
identify memory locations that require re-randomization during churn and decrypt pointers
and code correctly at the L1-L2 boundary. Further, the use of memory tags facilitate attack
detection, as we can distinguish between data domains in the pipeline to flag suspicious
behavior and increase the churn rate in response to a potential attack.

3.3.1 Hardware Architecture

Below, we discuss the implementation details of the Morpheus displacement (Section 3.2.3),
encryption (Section 3.2.4), and re-randomization (Section 3.2.5) protections, in that order.

3.3.1.1 Runtime Domain Tagging & Enforcement

We introduce memory tagging to enable the Morpheus architecture to precisely track the
domain of each memory object during execution. Morpheus tracks four implementation
information domains—code (C), code pointers (CP), data pointers (DP), and other data
(D)—applying a 2-bit tag for every pointer-width word. The memory, caches, and register
file are extended to store these additional 2-bits for every 64-bit aligned word.2 Domain tag
information is appended to each cache line and register file entry. In DRAM, tag information

2To reduce the overhead of memory tags, Morpheus only attaches one tag to each 64-bit aligned word, as
pointers in the RISC-V RV64 ISA are 64 bits wide. Since RISC-V instructions are 32 bits wide, we augment
the linker to minimally NOP pad each object file so that every 64-bit code location contains two 32-bit
instructions.
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Figure 3.4: Morpheus Architecture. The Morpheus RISC-V extensions decrypt code and
pointers at the L1-cache boundary 1 and correct displaced pointers in the pipeline 2 / 3 . The
Churn Unit 4 supports re-randomization during runtime. Churn support also includes the Attack
Detector and Threshold Register, which are now shown in this figure. The memory system is
extended with 2-bit tags to track the domains of data values at runtime, while the Tag Propagator
determines the tags for computed values.

resides in a non-addressable portion of the address space called the tag store. By concentrat-
ing tags to a fixed location in DRAM, we simplify the churning process as domain types can
be efficiently located within the tag store. When data is loaded from DRAM to the caches,
a value’s tag information is accessed at tagstart + phyaddr/32 and appended to the cache
line, where tagstart is the starting address of the tag store. To improve tag access latency,
64-byte tag groups read from DRAM are cached in a tag cache for future lookups.

Tag values are initialized by the compiler, as detailed in Section 3.3.4. The pipeline is
responsible for propagating tags. For each instruction, the pipeline computes the tag of the
destination register or memory location (RD) based on the source register tags (RS1, RS2)
and the instruction’s opcode, following the rules listed in Table 3.1.
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Inputs Output
RS1.tag Opcode RS2.tag = RD.tag

C ANY X N/A Code modification results in an exception, per Table 3.2
X COMPARE X D Compare operations always produce data
X Any Immed. RS1.tag Operations using immediates propagate the register tag
CP Any X CP Code pointer operations always produce code pointers
X JAL/R X X Jumps always produce code pointers
DP SUB DP D Data pointer subtraction produces data
DP LD/ST X RS2.tag Accesses propagate the tag of the value being loaded/stored
DP ANY X DP All other data pointer operations produce data pointers
D ANY D D All other data operations produce data

Table 3.1: Tag Propagation Rules. This table lists the rules used to determine output tags
(RD.tag) in the pipeline. These rules work like an if-else tree: the rules at the top are evaluated
first, and if it does not apply, it moves to the next row in the table. The tag X implies that it can
have any value and tag Immed. indicates that the second operand is an instruction immediate. RD
is the destination register or destination memory location, in case of ST.

Attack Detection. As shown in prior tagged architectures [60, 143, 144, 145, 146], mem-
ory tagging offers security benefits through policy enforcement. Morpheus makes use of
tag checking policies to provide additional security guarantees via its attack detector . Ta-
ble 3.2 lists the policies enforced by the attack detector. HIGH-level exceptions are raised for
egregious operations that are indicative of malicious behavior. These exceptions terminate
the program when raised. LOW-level exceptions are raised when suspicious but potentially
benign activity is detected. Many of these exceptions relate to the use of undefined semantics
(e.g., testing bits of a code pointer by computing p&(1 << n)). These exceptions trigger a
churn cycle to destroy any leaked information that may have resulted from the instruction.3

For more information on undefined semantics, their use in attacks, and how normal programs
may exhibit these behaviors, please refer to Section 2.2.

Although the attack detector could enforce much finer-grained rules, such as prohibiting
code pointer arithmetic, we allow these operations to ensure minimal impact on program-
mers. Use of these suspicious operations result in the added performance penalty of an
additional churn cycle, but are not forbidden. In this way, Morpheus does not force pro-
grammers to re-write or annotate their code to confirm to its security policies. Since we
can deliver increased security without making additional demands on programmers, we have
found that our approach is preferred over systems that force programmers to re-write or an-
notate potentially dangerous code (e.g., CHERI [60]). We have found that normal programs
rarely trigger the attack detector, while attack probes trip the detector repeatedly, forcing
attackers to contend with additional churn cycles (Section 3.6). If the detector trigger rate

3It is important to note that churn is always occurring at a baseline rate in Morpheus, and the attack
detector only serves to increase the churn rate when a potential attack is detected.
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Level Opcode Tag Check

H
IG

H

ANY Insn.tag != C Only code (C) can be executed
ANY RS1.tag || RS2.tag == C No CODE in the pipeline
JAL(R) RS1.tag != CP Jump target must be CP
LD/ST RS1.tag != DP Memory address must be a DP

L
O

W

ANY (not JAL(R)) RS1.tag == CP CP arithmetic suspicious
ANY(not LD/ST) RS2.tag == DP DP arithmetic suspicious, except add/sub D
COMPARE RS1.tag != RS2.tag No compares across domains
ANY Overflow Occurs Overflows are undefined
SHIFT Shift > RegWidth Invalid shift operand is undefined

Table 3.2: Attack Detector Logic. This table shows rules implemented by the attack detector.
ABORT rules monitor particularly grievous operations and trigger an exception that terminates the
program. CHURN rules detect undefined semantics that may be indicative of an ongoing attack. In
response to these violations, the attack detector initiates a churn cycle. Tags are defined as follows:
C = Code, CP = Code Ptr, D = Data, DP = Data Ptr.

rises above a concerning level, the attack detector could be configured to raise a signal to
the OS to indicate that an ongoing attack is likely.

3.3.1.2 Address Space Displacement

Morpheus obfuscates pointers with 60 bits of random displacement. Specifically, pointers are
incremented by the 64-bit dCP or dDP key, where the lower 4 bits are zero to accommodate
codes that enforce physical memory alignment on pointers, such as memcpy. Pointers are
displaced throughout the architecture and in the register file, but are transformed from
DAS→VAS before being used for an instruction fetch or memory access. In RISC-V, the
effective address of a memory access is formed by adding the instructions offset to a register
value. In Morpheus, this address computation must also subtract the current displacement.
We pipeline this transformation to reduce exposed latency in the pipeline. In the decode
stage, we prematurely subtract the displacement key from the instruction offset (offset −
dDP ). Then, in the execute stage, this value is added to the base register, producing the
VAS effective address with no additional latency. A similar approach is used for JAL/R

instructions. All other instructions are performed on DAS pointers directly. For example,
data pointer arithmetic (e.g., arr[i]) proceeds on DAS pointers without alteration.

Displacement keys are kept secret from software to prevent direct leakage. Multi-
processing execution contexts need only share a displacement if they are sharing code or
data, otherwise, each address space will have its own unique displacements. Finally, the
kernel has two sets of displacements: one for privileged memory and one for user space.
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Figure 3.6: Domain Encryption. Morpheus’ encryption makes use of per-domain keys, denoted
as kC , kCP , and kDP for code, code pointer, and data pointer, respectively. These keys are selected
by a value’s domain tag and used to protect it in memory. Non-pointer data is unencrypted.

3.3.1.3 Domain Encryption

Morpheus encrypts code, code pointers, and data pointers under different cryptographic
keys (kC , kCP , and kDP , respectively) while these information assets reside in memory.
Specifically, Morpheus decrypts assets when they are brought into the L1-cache and re-
encrypts them when they are written back to the L2-cache (i.e., pointers and code in the
register file and L1-cache are unencrypted). Morpheus encrypts assets with QARMA [10]
in counter-mode using the address as a tweak. We generalize this scheme in Figure 3.6.
Our goal of minimizing exposed latencies motivates our choice of encryption scheme and its
placement on the L1/L2-bus.

We instrument the processor with two encryption units on the L1/L2-bus, one to handle
requests from the I-cache and one to handle requests from the D-cache. These units are
specialized for the domains expected from each cache (e.g., only code is valid in the I-cache).
During an instruction fetch, the physical address of the fetched instruction is encrypted under
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the code key (kC) while the instruction is read from the L2-cache. When the instruction is
returned, it is XOR’ed with the encrypted address. The resultant decrypted instruction is
then written to the I-cache. In the case that the value returned from the L2-cache is not
tagged as code (C), the QARMA unit interfacing with the I-cache does not perform the
XOR and instead stores the value and its tag directly. Any usage of this erroneous value will
trip the attack detector and result in a security exception, per the rules given in Table 3.2.
This design enables instruction decryption to occur in parallel with the L2-cache access,
minimizing delays.4

Values stored within the D-cache can be data, data pointers, or code pointers. We design
the encryption unit interfacing with the D-cache to accommodate these three domains. Since
the tag of the requested value is not known until the L2-cache access returns, the QARMA
unit encrypts the requested address under both the code pointer (kCP ) and data pointer
(kDP ) keys. When the value returns, its tag is used to select the appropriate ciphertext to
perform the decryption. The decrypted value is then passed to the D-cache to complete the
load. If the value is tagged as data (D), it is already plaintext and no XOR is performed. If
the value is tagged as code (C), no XOR is performed as any code in the pipeline will trip
the attack detector. This design allows us to fully parallelize the QARMA unit logic with
the L2-cache lookup, since the L2 access has a latency of 20 cycles and the two QARMA
encryptions performed in series has a latency of 18 cycles, per our implementation (§3.4).

By using the effective address as a tweak in the encryption scheme, Morpheus domain
encryption protects against cryptanalysis and attempts to learn plaintext values by analyzing
the commonality of ciphertexts. Further, this design prevents copy-based attacks that swap
memory locations without decrypting their values, as swapping memory locations would
result in the wrong address being used for the decryption, producing an incorrect output.

The three keys used for domain encryption (kC , kCP , and kDP ) are stored in microar-
chitectural registers that are not accessible by software, so they are private to a process’s
address space. Multi-processing execution contexts need only share encryption keys if they
are sharing code or pointers, otherwise, each process will have its own unique keys. Finally,
the kernel will have two sets of keys: one for privileged memory and one for user space.

3.3.2 Churning Moving Target Defenses

In Morpheus, the domain encryption and address space displacement defenses are re-
randomized at runtime beneath live execution. The churn unit facilitates this re-keying

4A similar technique was used to speed up access to the encrypted instruction cache in the Polyglot
architecture [82].
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Figure 3.7: Churning During Execution. The churn cycle starts with 1○ a pipeline flush and
2○ new key generation and register updates. Next, 3○ a threshold register is used to coordinate
updating values in memory under the new displacements and encryption keys. When 4○ churn
completes, all domains have been updated, effectively disposing of any information the attacker
may have acquired previously.

and updates system state concurrently to minimize performance impacts on running pro-
grams. We implement the churn unit as a simple hardware co-processor with access to the
L1/L2 cache-coherent bus and main core to facilitate memory and register updates.

When a system churn is initiated, either because the current churn period has elapsed or
the attack detector is triggered, the churn unit signals for a pipeline flush ( 1 in Figure 3.7).
This action ensures that any in-flight instructions are completed before new keys are in-
troduced. While the pipeline is halted, a new set of domain encryption and displacement
keys are generated (e.g., k new

CP , d new
CP ) and a process context switch is initiated 2 . This

context switch is used to update the register file to match the new keys. When the context
is switched out, the stale register contents are written to memory. When restored, the regis-
ter contents are populated from memory via load instructions, which automatically update
values to match the new keys, as detailed below. After instruction fetch resumes, the churn
unit walks the virtual address space of the active process from low to high addresses and
updates code and pointers through requests to the L1-to-L2 bus 3 . Specifically, the unit
reads in a cache line. If the line is flagged as “dirty” in the data cache, it is written back and
invalidated from the L1 before being read into the churn core. For each code pointer in the
cache block, the pointer is decrypted under the old encryption key (k old

CP ), incremented by
the difference between the displacements (d new

CP − d old
CP ), and re-encrypted under the new

encryption key (k new
CP ). Updates to data pointers and instructions proceed similarly, except

displacement is not applied to instructions. To prevent race conditions between the churn
unit and kernel, virtual memory pages are locked while being updated.

Since re-keying occurs during program execution, protected domains exist in memory in
both a “stale” (protected under the old keys and awaiting update) and “clean” (protected
under the new keys) state. The pipeline and Morpheus defenses are configured to operate
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correctly under this mixed state. First, the churn unit communicates its progress to the
pipeline via a threshold register that indicates the current virtual address being updated.
Any application memory requests or instruction fetches below the threshold will retrieve
clean values into the pipeline. Any requests above the threshold will retrieve stale values
from memory, which will be updated to clean before entering the pipeline. If requesting
access to the memory location represented by the threshold register, the pipeline must stall
until the churn unit finishes its update.5 These invariants are summarized as follows:

i) Memory values below the threshold address are clean

ii) Memory values above the threshold address are stale

iii) Memory values at the threshold address (cache line granularity) are currently being
updated

iv) The pipeline and register contents are always clean and values are updated to use the
new keys upon entering the pipeline

The following paragraphs detail how instruction fetch and memory accesses are modified to
uphold these invariants during churn.

Maintaining Correctness for Mixed State During Fetch. The I-cache is decrypted.
When an instruction is brought into the I-cache, the instruction’s effective address (in VAS)
is compared to the threshold register and used to select the new or old keys. Decryption of
the instruction proceeds as described previously using the appropriate set of keys.

Maintaining Correctness for Mixed State During Loads/Stores. When data is
brought into the L1-cache or written back to the L2-cache, the memory request’s effective
address (in VAS) is compared to the threshold register and used to select the new or old
keys. Decryption or encryption of the requested value proceeds using this set of keys. This
process is similar to maintaining invariants (i) and (ii) in the I-cache.

Address space displacement requires additional modifications to maintain invariant (iv)
when bringing pointers into the pipeline. If a load with an effective address above the
threshold returns a pointer, this pointer must be adjusted to reflect the new displacement
before being written to the register file. Loads to effective addresses below the threshold
require no updates since the pointer and destination are both clean. Similarly, when a store

5This requirement prevents write-after-read and write-after-write hazards that could occur when the core
and churn unit access the same address.
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adding ∆d. On stores, the pointer may be made "Stale" by removing ∆d. 4○ Finally, if the
pointer comes from the "Clean" region, the gate selects the value as-is without modification.

writes a pointer to memory above the threshold register, the clean pointer in the register must
be updated to the old displacement to maintain invariant (ii). Stores to effective addresses
below the threshold require no updates since the pointer and destination are both clean. We
amend the address space displacement mechanism to update these pointers accordingly, as
shown in Figure 3.8.

Continuous Churn. Once the churn unit has walked the entire virtual address space of
the current process, all code and pointers have been updated to reflect the new keys 4 . The
churn unit then sleeps until another churn cycle is initiated. If the churn process immediately
restarts 1 , we regard this as “continuous churn.” The system’s churn period and attack
detection can be configured to meet the desired security-performance trade-offs. We analyze
the performance impacts of various churn rates, ranging from 200 ms to continuous, in
Section 3.5.

3.3.3 Support for Context Switching

Morpheus must interact with the operating system (OS) for routine tasks, like context switch-
ing. To prevent adverse impacts to OS scheduling, the churn unit supports context switching
during an active churn cycle. The OS can request the current context from the churn unit,
which is encrypted with a boot-time private churn key. The encrypted context is passed to
the kernel, which stores it in the kernel’s process control block. The churn context contains
the threshold register, the old keys for all defenses, the new keys for all defenses, and the
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time that the last churn cycle was initiated. To prevent attacks on mostly idle programs, the
churn unit initiates a churn cycle on a program after it has been idle longer than its normal
churn cycle (as indicated by the timestamp in the churn context).

3.3.4 Compiling Protected Applications.

Applications must engage Morpheus’ protections via the compiler. The Morpheus LLVM-
based [147] compiler extensions provide the locations of code and pointers in the executable
to enable precise tracking of domains at runtime. This information seeds the domain tagging
infrastructure and allows the precise tracking of domain tags at runtime. The input to the
compiler is unmodified C source files, which are converted into the LLVM intermediate
representation by the Clang front-end. Then, a global variable domain analysis labels each
memory object in statically initialized data sections as data, a code pointer, or a data
pointer. Subsequently, an instruction labeling pass in the Clang back-end identifies and
labels instructions that initialize dynamically created memory objects (i.e., values on the
stack, heap, and .bss segment). Finally, a Python-based parser extracts initial domain tag
information from the labeled binary. The output of the compiler is a binary with labeled
instructions and a domain tag file that contains the initial tags for memory objects.

3.4 Experimental Methodology

To assess security and performance, we implemented our Morpheus prototype on the RISC-
V port of the gem5 simulator [6, 148]. The Morpheus core is built on top of the gem5
MinorCPU 4-stage in-order core using the configuration parameters listed in Table 3.3. We
chose this core model because it would demonstrate the impact of EMTD protections for a
core with little capability to tolerate any introduced latencies (as opposed to an out-of-order
core). Morpheus’ encryption layer uses QARMA7-64σ1, which, when synthesized in [10],
had a minimum delay of 3.25 ns (9-cycle latency at 2.5 GHz). QARMA7-64-σ1 is a fast,
lightweight encryption algorithm that encrypts 64-bit blocks with a 128-bit key in 16 rounds.
The latency of using QARAMA in counter-mode for domain encryption is masked by the
latency of the 20-cycle L2-cache access. We used DRAMSim2 [149] to model the memory
system and assess the performance of tag scanning and churn operations. Specifically, the
churn unit communicates between gem5 and DRAMSim2 to scan tags and update pointers
and code. The simulations model a single process context, using the system call emulation
capabilities of gem5.
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Core Type 2.5GHz, MinorCPU (In-Order)
Cache Line Size 64B
L1 Cache 32KB with 2-cycle latency
L2 Unified Cache 256KB with 20-cycle latency

Tag Cache Size 4KB

Table 3.3: Experimental Configuration for gem5. The specifications of our baseline
RISC-V in-order core in gem5 [6]. A 4KB tag cache is added to the EMTD-enabled microar-
chitecture.

Compiler Support and Benchmarks. To assess the performance overheads of EMTD
defenses, we ran experiments on our augmented gem5 simulator with all Morpheus pro-
tections engaged (i.e., domain encryption and address space displacement). We evaluated
Morpheus using benchmarks from MiBench [150] and SPEC CPU2006 [151, 152]. By com-
paring the performance impacts on these two suites, we can get an understanding of the
relative costs for small embedded programs (MiBench) and larger desktop/server workloads
(SPEC CPU2006). Simulations were run with a 3 billion instruction cap. From MiBench, we
analyzed the performance of 13 programs: basicmath, bitcount, qsort, susan, dijkstra, patri-
cia, stringsearch, blowfish, rijndael, sha, crc32, fft, and adpcm; and from SPEC CPU2006, we
analyzed the performance of all C-code benchmarks, 12 in total, using the reference input:
perlbench, bzip2, gcc, mcf, milc, gobmk, hmmer, sjeng, libquantum, h264ref, lbm, and sphinx3.

All programs were built using LLVM 5.0.0 for the RISC-V RV64IMA architecture [153]
with optimization level -O2. The benchmarks were linked against a Morpheus-built RISC-V
Musl C library [154].

3.5 Experimental Results and Evaluation

To measure the performance impacts of Morpheus, we ran experiments against the
MiBench [150] and SPEC CPU2006 [151, 152] workloads for various churn rates. This
analysis serves to demonstrate how churn’s memory updates affect performance on top of
the slowdowns imposed by encryption latencies. We also estimate the area overheads of the
Morpheus defenses. These experiments are discussed below.

3.5.1 Runtime Performance Overheads

Figure 3.9 shows the slowdown for the MiBench and SPEC CPU2006 benchmark suites
with full Morpheus protections at varied churn periods. The slowdowns measured are with
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Figure 3.9: Performance Overhead. This graph shows the average and worst-case performance
overheads of the chosen MiBench and C-based SPEC CPU2006 benchmarks, with churn periods
varying from no churn (left) to continuous churn (right). The expected number of churn periods
that would complete in the time estimated to penetrate Morpheus defenses, based on the attack
study in Section 3.6, is shown below each churn period. Given these results, we target 50 ms as a
“normal” churn period.

respect to the program running on the baseline architecture without Morpheus protections.
For both MiBench and SPEC CPU2006, the graph shows the average slowdown at each
measured churn period, plus the benchmark with the highest slowdown (i.e., dijkstra for
MiBench and gcc for SPEC CPU2006). The points on the far right of the graph represent a
continuous churn period, where a new churn cycle starts immediately after the previous one
ends. For these points, the churn period varies by program; the average continuous churn
period for SPEC CPU2006 was 2.8 ms, with gcc having the slowest churn time of 19.4 ms.
For MiBench, the average churn time was much smaller, at 0.4 ms, with the worst case being
patricia at 2.1 ms.

As shown in Figure 3.10, slowdowns for short churn periods are quite low, with an average
overhead of 0.84% (and a worst-case slowdown of 6.71%) at 50 ms. Overheads even seem
tolerable up to 10 ms, but quickly grow as the system approaches continuous churn. These
low overheads are the result of efficient hardware-based churn, and the fact that code and
pointers only make up a small fraction of overall memory. Non-pointer data is not accessed
during the churn phase. Surprisingly, running without churn results in a slightly higher
overhead than running with 200 ms churn (0.6% vs. 0.2%), because our churn unit is
essentially acting as a cache prefetcher. To better understand the churn unit’s workload, we
analyzed gcc since it had the largest slowdown. We found that gcc has i) The largest data
segment, with an average footprint of 47.8 MB, ii) The most pointers, with over 300,000,
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Figure 3.10: SPEC CPU2006 Performance Overheads. The graph shows SPEC CPU2006
performance overheads for varied churn periods. The continuous churn period is listed above the
bar and differs based on the time needed to update all memory values used by the workload.

and iii) The largest code base, at 5.3 MB. The combination of these factors resulted in more
work for the churn unit, and therefore higher overheads.

It is interesting to consider how fast the churn period should be. In existing network
security protocols, churn periods are very large. The re-key period for the TLS secure web
protocol defaults to 1 hour (3.6 million ms) [155]. In Section 3.6, we find that it took 251
sec to penetrate the de-featured Morpheus architecture. The number of churn cycles that
would complete in that time is shown in parenthesis on the x-axis of Figure 3.9. Here, we
see that a churn period of 50 ms is 5020× faster than the expected attack time,
thus we see 50 ms as a reasonable “normal” churn period. In all likelihood, an
attack would frequently trigger the attack detector, leading to continuous churn, which is on
average 90,320× faster than the expected attack time.

3.5.2 Area Overheads

The hardware overhead of Morpheus is estimated with relation to the baseline core, SiFive’s
U54-MC. Table 3.4 summarizes the parameters of the baseline core found in [7]. The table
also lists the area estimates for caches produced by CACTI 7 [9], using the parameters for
the U54-MC. We acquire estimates for the QARMA block cipher from [10]. Since the original
paper uses the 7nm process, we scaled their estimated area to the 32nm node (to remain
conservative), using scaling factors from a VLSI journal article [11]. The E51 [8] was selected
as a conservative estimate for the churn unit, as it is a 64-bit core with more features than a
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Baseline Architecture Morpheus Architecture

Component Area (mm2) Component Area (mm2)

1x U54 Core 0.234 1x U54 Core 0.234
L1 D$: 32KB 0.332 L1 D$: Tagged 0.351
L1 I$: 32KB 0.332 L1 I$ 0.332
L2: 512KB 1.351 L2: Tagged 1.397

Tag$: 4KB 0.019
1x E51 Core (Churn Unit) 0.082
3x QARMA Units (Scaled) 0.044

Total Area 2.249 Total Area 2.459

Morpheus Overhead 9.34%

Table 3.4: Morpheus Hardware Estimation. Numbers for SiFive cores were obtained from
their website, for the U54 [7] and the E51 [8]. Caches are estimated using CACTI 7 [9]. QARMA
units have a size of 1879.9µm2 in 7nm [10]. This is scaled by 7.8 (as given in [11]) to get 0.0147mm2

per unit in 32nm technology.

specialized churn unit would need. We also use 3 QARMA units in our estimation to account
for the L1 I$ path, L1 D$ path, and one within the churn unit to accommodate re-keying.
We do not include numbers for pipeline modifications, such as the tag propagation unit, as
that area is negligible compared to the other additions.

Of the 9.34% overhead incurred by Morpheus, a third of it accounts for memory to
accommodate tags. The biggest component is the churn unit, which can be reduced by
designing the churn unit as a more specialized hardware unit, instead of using a general-
purpose core.

3.6 Security Analysis

To gauge the security benefits of Morpheus, we perform a simulation-based study of its
ability to stop a wide range of control-flow attacks, ranging from long-standing attacks (e.g.,
buffer overflow) to advanced attacks (e.g., return-oriented programming). We then attempt
to build Morpheus-specific attacks, to assess the value of ensembles and churn.

3.6.1 Penetration Testing

To build confidence that the Morpheus architecture is capable of stopping control-flow at-
tacks, we performed penetration testing with real-world control-flow attacks running on the
simulated Morpheus architecture. We ran tests from an ongoing port of the RIPE control-
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Defenses Engaged
Attack E-C E-CP E-DP P-CP P-DP

Bits of
Entropy

Stack Buffer Overflow [54] X ✓ X ✓ X 188
Heap Overflow [156, 157] X ✓ X ✓ X 188
Heap Spray [66] X ✓ X ✓ X 188
Format String [158, 159] X ✓ ✓ ✓ ✓ 376
Integer Overflow [160] X ✓ ✓ ✓ ✓ 376
ROP [55] ✓ ✓ ✓ ✓ ✓ 504
Back-Call-Site Attack [62] ✓ ✓ ✓ ✓ ✓ 504

Table 3.5: Penetration Testing Results. The Morpheus secure architecture was shown in
simulations to stop all of the attacks listed. Additionally, all attacks trigger our attack detector.
For each attack, the table shows how Morpheus stops the attack, with Morpheus domain encryption
(E) and pointer displacement (P) applied to code (C), code pointers (CP), and data pointers (DP).

flow attack suite [161]. The port, being developed by Draper Labs [162], does not yet
implement the entire RIPE attack suite, but it did give us access to stack overflow [54], heap
overflow [156, 157], and ROP [55] attacks. In addition to RIPE, we included hand-crafted
implementations of additional attacks, including heap spray [66], format string [158, 159],
integer overflow [160], and back-call-site [62] attacks. All attacks aimed to overwrite an
existing return address or function pointer as a means to manipulate control flow.

The Morpheus architecture stopped all of the attack classes from our penetra-
tion testing suite . Table 3.5 lists the attacks tested and which Morpheus defenses aided in
stopping the attack. Stopping a comprehensive control-flow attack suite shows that the Mor-
pheus architecture is capable of stopping state-of-the-art control-flow attacks. Sophisticated
software protections that come close (e.g., CPI [76]) are significantly more expensive and
advanced hardware protections such as the soon to be released Intel CET [163] extensions
have notably lower coverage for advanced attacks.

Of the control-flow attacks in Table 3.5, one of particular note is the Back-Call-Site attack,
which is a recently published control-flow attack designed to circumvent advanced CFI-based
control-flow protections [62]. Morpheus stops this attack when it attempts to forge a code
pointer to redirect a function return. It is interesting to note that we learned of this last
attack after our Morpheus architecture was designed, suggesting that Morpheus
provides some level of future-proofing against unknown future CFG attacks .

Table 3.5 shows that the number of defenses stopping the attack grows as attacks become
more advanced. This growth in the effective strength of Morpheus occurs because new attacks
nearly always need to acquire additional information to circumvent defenses introduced to
stop earlier attacks. For example, buffer overflow attacks [54] do not need knowledge of
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program code. However, the introduction of non-executable memory led to code reuse attacks
like ROP [55], that do need knowledge of the program code. Our analysis suggests that,
since Morpheus defends critical attack assets rather than patching vulnerabilities,
Morpheus is more effective even as attacks become more advanced.

3.6.2 Attacking Morpheus

We can gain a deeper understanding of Morpheus’ security benefits by crafting new attacks
designed to penetrate Morpheus defenses. Our attack scenario involves a local program
attacking a victim program (i.e., SPEC’s gobmk in our study) via an IPC interface, where
the program under attack has exception reporting and crash recovery comparable to vanilla
Linux. The goal of the attack is to call the C-library system() function, thereby giving an
attacker a shell in the victim program’s process context. We assume that the organization
of the code has been randomized at build time (similar to [82]), and the victim program is
crash-resilient.

Crafting successful attacks to penetrate Morpheus required degrading its protections in
three ways: i) Churn and the attack detector are disabled to give the attacker unlimited
time to probe the system, ii) A single displacement key is used across all address spaces,
since microarchitectural sharing attacks are not possible with different displacements and
iii) A single key for domain encryption is used to allow code pointer forgery.

Brute force attacks in this context are infeasible due to the large randomization space
of Morpheus defenses, leading attackers to use side channels to leak information. When
attacking Morpheus, we take this approach by combining techniques from the AnC deran-
domization attack [25] and blind code search [24]. We simulated all aspects of each attack
described below, except for IPC calls, exception handling, and AnC derandomization. In-
stead, reported times were used [25, 164, 165]. Being conservative, we assume AnC can
recover all 48-bits of the virtual address in 150 s, whereas the original work recovers fewer
bits due to limited entropy in the experimental setup.

As shown in Figure 3.11, we evaluate the time it takes to attack the de-featured Morpheus
for each of the four combinations of moving target defenses: EP , with no defenses, EP ,
with only encryption, EP , with only address space displacement, and EP , with all defenses
engaged.

EP : To execute a call to system() when no defenses are engaged, an attacker needs to
simply search the victim’s code to locate this function. This can be done through exploiting
a stack buffer overflow to call memchr(), which returns the address of system() in 10 ms.
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Figure 3.11: Estimated Probe Times. This figure shows the average estimated attack time to
penetrate a de-featured Morpheus, which has fewer defense keys and no churn. Probe times are
shown for Morpheus with (E) and without (E) domain encryption, and with (P ) and without (P )
pointer displacement. As more defenses are engaged, probe times grow, with fully-activated defenses
requiring a probe time 5020x longer than the normal churn period (50 ms).

EP : When encryption is engaged, this technique is not applicable because functions like
memchr() would incorrectly compare to encrypted code. Rather, an attacker can simply make
blind calls [24] into the code segment, until successfully calling system(). We can make these
calls using mimicry [166] to form the code pointer, and use a stack buffer overflow to test
the pointer. This process takes about 98.6 sec to identify system() and effectively defeats
the encryption defense. It should be noted that these operations would trigger the attack
detector on fully featured Morpheus.

EP : When address space displacement is engaged, an attacker needs to determine the
displacement key to locate the code segment before searching for the system() function. To
leak a pointer and uncover the key, an attacker can use an AnC derandomization probe to
reveal a virtual address, followed by high-bit probes to determine where the code resides
among the remaining 216 possible locations (i.e., the DAS address). Breaking displacement
takes 150 sec for AnC and 2.3 sec for high bit probes. After the address space displace-
ment defense is defeated, an attacker can perform a normal code search as described above.
Overall, this exploit takes about 152 sec.

EP : Finally, with all defenses engaged, the above techniques are combined to first deran-
domize address space displacement, and then blindly search the code segment for a call to
system(). This approach uses a combination of an AnC derandomization probe to recover
the 48-bit virtual address, high-bit probes with blind calls to recover the upper DAS address,
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and a full blind-call search for system(). Combined, this attack takes a total of 251 sec.

It is clear that ensembling defenses carry much value, since attack times progressively
increase as more moving target defenses are engaged. Moreover, the time needed to attack
the fully engaged defenses is 251 sec. This provides a useful metric for assessing churn
periods, which should be much faster than 251 sec. With churn on, attackers resort to
brute-force guessing, which will take substantially longer.

When examining the individual attack details, it is possible to see the direct benefits of
ensembles. Clearly, with all defenses engaged, it is the worst of both worlds for the attacker,
since they do not know where the code is located in the displaced address space, and once
found, they cannot inspect it to easily find the location of system(). It is also interesting
to note that the increase in attack time is purely additive, since, for this attack, defeating
one defense provides no value in penetrating the other defense.

3.7 Discussion and Limitations

Morpheus encrypts the representation of code and pointers in memory and displaces code
and data locations throughout the architecture. By combining these two MTDs with churn,
malicious attempts to learn these assets for use in an attack are restricted via a tight 50 ms
time limit. We have shown that these defenses are effective at thwarting control-flow attacks.
However, the instantiation of these defenses have limitations.

Encryption targets information leakage of code and pointers, but does not stop a control-
flow attack directly. If an attacker were somehow able to create a pointer within the pipeline
or D-cache (e.g., inject a data value that is used for a pointer computation), they would be
able to completely bypass the domain encryption layer. Further, address space displacement
becomes trivial to bypass because it only obfuscates the absolute location of the data and
code segments. The relative ordering of objects within a segment are maintained. Thus,
if an attacker were to influence the offset of a pointer value, they would be able to do
so knowingly, as Adas + offset yields Avas + offset. We address this latter deficiency in
Chapter 4. Ultimately, it is Morpheus’ ensemble that gives strength against attacks.

Manipulation of domain tags is possible, but is not useful for security attacks. Transferring
data between the code, pointer, and data domains still requires knowledge of the displacement
and encryption keys. Without this knowledge, the architecture will decrypt (or not decrypt)
data under a different key than it was encrypted under, producing a garbled and unusable
result. Manipulation of domain tags could be used to subvert the attack detector, however.
We note that the attack detector is not essential for security, since it is used to establish
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Assets Avg.Name C CP DP Entropy/Key Size Runtime Churn Overhead
D

is
pl

ac
em

en
t 64-bit PaX ASLR [5, 167] - ✓ ✓ 29-30 bits (48-bit vaddr) No 3.6%

TASR [57] - ✓ ✓ 29-30 bits (48-bit vaddr) On I/O 30-40%†

Remix [59] - ✓ X 20 bits for Apache on x86 Random Interval 2.8%

RuntimeASLR [58] - ✓ ✓ 28-48 bits (48-bit vaddr) On fork() 0.5%

E
nc

ry
pt

io
n

PointGuard [28] X ✓ ✓ 64 bits (weak XOR cipher) No 10.0%

CCFI [85] X ✓ ✓* 128 bits (strong cipher) No 23.0%

ASIST [81] ✓ ✓* X 32-128 bits (weak XOR cipher) or No 1.0%
32 bits (weak transposition)

Polyglot [82] ✓ X X 163 bits (strong cipher) No 4.6%

E
nc

.
+

D
is

p. Shuffler [12] Displacement - ✓ X 27 bits (48-bit vaddr) Fixed Interval 14.9%

Encryption X ✓* X 64 bits (weak XOR cipher)

Morpheus Displacement - ✓ ✓ 60 bits per segment Fixed Interval 0.9%

Encryption ✓ ✓ ✓ 128 bits per asset (strong cipher)

Table 3.6: Comparison Against Prior Works. The assets protected by each work is listed. A
✓* indicates protection for only return addresses (for CP), or frame pointers (for DP). Displacing
the code segment is listed as protection for code pointers (CP), rather than for code (C). For Fixed
Interval systems, the average overhead is quoted at 50 ms. †TASR’s overhead is originally 2.1%,
however, as noted in Shuffler [12], TASR uses -Og, which can slow down SPEC benchmarks by
∼30% compared to -O2.

the churn rate. Our suggested normal churn rate of 50 ms should be sufficient for thwarting
most attacks even if the attack detector were offline.

The Morpheus does not support self-modifying code or just-in-time (JIT) compilation.
Support for these features would require a secure method for issuing code (C) tags at runtime.
The existing tagging system also limits the programmers ability to cast between the data
pointer (DP) and data (D) domain. Finally, address space displacement implies that any
logic operations on pointers, such as shifts, AND, or OR, will behave differently and may
produce a different value that expected.

3.8 Related Work

Networking and software security has adopted many forms of moving target defenses
(MTDs), including popular examples like randomizing network-service ports and ASLR.
However, prior research typically focuses on protecting a single asset due to the high overhead
introduced by applying multiple MTDs. Morpheus supports multiple MTDs in hardware to
provide protection for more assets with lower overhead. A comparison of Morpheus against
prior works is shown in Table 3.6. In this table, we show the information assets protected by
each work, their associated entropies, average overhead, and if they support runtime churn.
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Displacement. ASLR [5] randomizes the base addresses of code and data segments each
time a program is loaded, but is susceptible to insufficient randomness [24, 89] – worse, a
single address leakage through a memory disclosure vulnerability can reveal the location of
all code and data [23, 25, 26, 168]. Kil et al. [78] proposed a finer-grained permutation of
procedures and data objects for ASLR, such that the leakage of a single address does not
immediately reveal the location of all program information. Remix [59], TASR [57], and
RuntimeASLR [58] augment ASLR with a run-time component either by rearranging direct
calls, direct jumps, and indirect jumps (leaving indirect calls intact and hence being vulner-
able to return-to-libc attacks [37]) or by re-randomizing the memory layout after sensitive
system calls.

Encryption. PointGuard [28] and related techniques [169] have employed encryption to
obfuscate pointers as a means to defend against control-flow attacks. Besides having higher
overheads, these approaches have consistently been compromised due to either weak encryp-
tion (typically XOR-based), or read attacks that extracted the key. In contrast, Morpheus
uses strong encryption and encrypts disparate domains (an idea in [170]) with distinct keys
held in protected registers.

Encryption has also been used to protect code, as in binary-translation based Instruction
Set Randomization (ISR) [72, 73, 171] – with ∼10% overhead common for network-facing
services and up to 75% for databases. This overhead decreases to ∼1% with hardware
support in ASIST [81]. Randomization schemes have also been employed for data [172, 173],
in which static analysis is used to partition memory into classes that each have their own
distinct, random mask. Its average slowdown for SPEC is 14%. While these techniques are
appealing as they obscure code and data efficiently, they use weak encryption, both from
a brute-force protection and cryptanalysis standpoint. As such, Morpheus forgoes these
approaches and adopts a strong cipher.

Another approach to program randomization is N-version systems [174, 175, 176], which
require an attacker to break defenses in multiple domains simultaneously. Overheads range
from 28%-129% for latency and ∼50% for server throughput. While these techniques are
powerful, Morpheus defends against the same attacks with lower overheads.

Comparison with Shuffler. The value of hardware-based EMTDs comes into focus when
we contrast Morpheus to a software-based moving target defense. The fastest previous
continuous address space reorganization technology we are aware of is Shuffler [12], which
moves code periodically in the address space of a running program. Shuffler also encrypts
return addresses with XOR.
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There are some advantages Morpheus has over Shuffler: i) Hardware enables faster churn
periods, ii) More randomization with a total of 504 key bits and strong encryption, iii)
More domain coverage, including code and code & data pointers, and iv) Lower overhead at
a 50 ms churn period – <1% compared to 15% (with a worst-case of 45%). An advantage
of Shuffler is that it destroys relative distance between code objects, whereas Morpheus’
displacement does not. However, Morpheus’ hardware-based defenses have lower overhead
while delivering more randomization.

Tagged Architectures. Secure architectures often utilize tags to provide defenses with
more information at runtime. For example, Dynamic Information Flow Tracking (suhSe-
cureProgramExecution2004) [146, 177, 178, 179, 180, 181, 182] enables analyses to assign
labels to sensitive data, code, or inputs. These labels are tracked as the program executes
and raise an exception if a ‘tainted’ label is used for a sensitive operation (i.e., as an infor-
mation flow ‘sink’). This approach is quite powerful at ferreting out vulnerabilities; however,
finding all of the vulnerabilities would require i) Full path coverage of the program, and ii)
A very detailed vulnerability model. Both of these challenges ultimately keep detection of
all vulnerabilities beyond reach. Our EMTDs, on the other hand, are vulnerability-agnostic,
since they hide the information needed to exploit vulnerabilities.

Other architectures, such as CHERI [60], lowRISC [144], the Dover processor [145], and
PUMP [143], have implemented tags in hardware to enforce security policies. Like Morpheus,
these systems rely on precise tagging of memory objects. However, these systems often face
high false-positive rates, leading to the failure of benign programs. Morpheus operates
differently, as false-positive security violations from the attack detector only trigger a churn
cycle.

3.9 Chapter Summary

While traditional security protections work to find and fix every last vulnerability, EMTDs
with churn take the approach of protecting a system by randomizing the information assets
that attackers need to craft successful attacks. In this chapter, we presented the Morpheus
secure architecture, which brings together multiple moving target defenses to protect a sys-
tem from control-flow attacks. Address space displacement and domain encryption work in
tandem to protect the code and pointers needed to launch control-flow attacks. A hardware-
based churning mechanism is able to re-randomize these values at runtime, without impacting
normal programs. Together, these protections demonstrate a high level of protection against
control-flow attacks with very low overheads.
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CHAPTER 4

Strengthening Code Pointer Defenses via
Fine-Grained Randomization

Morpheus encrypts code pointers but fails to obfuscate the relative distance between code
objects. Thus, attackers may still be able to knowingly manipulate code pointers (e.g.,
by adding a constant offset) to commit a control-flow attack. Specifically, this corrupted
code pointer can effectively redirect program execution to attacker-injected code or existing
code gadgets. To further insulate against this attack vector, we employ a Displaced and
Dilated Address Space (DDAS)—a novel address space inflation mechanism to obfuscate
code pointers, code locations, and the relative distance between code objects. Specifically,
DDAS injects functionally-defined “traps” within the code segment to minimize the likelihood
that a manipulated code pointer will reach a valid target. With DDAS, an incorrectly forged
code address will result in a security exception with a probability greater than 99.996%.
Further, by leveraging custom hardware, we are able to achieve a defense with performance
overheads well below 5% and similarly low power and silicon area overheads. Using hardware-
based address obfuscation, DDAS provides significantly higher entropy at lower performance
overheads than previous software techniques, and our re-randomization mechanism offers
additional protections against possible pointer disclosures.

The research presented in this chapter appears in:

[32] Lauren Biernacki, Mark Gallagher, Valeria Bertacco, Todd Austin. “Thwarting Control
Plane Attacks with Displaced and Dilated Address Spaces,” 2020 IEEE Inter-
national Symposium on Hardware Oriented Security and Trust (HOST), 2020. DOI:
10.1109/HOST45689.2020.9300273.
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4.1 Introduction

Many prevalent security exploits are underpinned by precise knowledge of the memory layout
of the victim machine. Control-flow exploits are some of the most dangerous, and most
common, attacks of this nature [139]. In these exploits, attackers leverage knowledge of the
location and representation of code pointers, abusing a memory corruption vulnerability to
overwrite control data with malicious pointer values and enable the execution of arbitrary,
malignant code on the victim machine [55, 67, 68]. Attackers without knowledge of the
memory configuration employ techniques to readily discover this information at runtime [23,
24, 91]. This class of exploits occurs on the control plane, as attackers directly manipulate
control data and require knowledge of the code segment and the representation of code
pointers to be successful.

To deprive attackers of the information needed to synthesize an exploit, protections have
employed address obfuscation. These defenses randomize the memory layout of the victim
machine, effectively prohibiting attackers from accessing memory and forging pointer values
at whim. There exists a significant body of work on address obfuscation defenses, yet the
techniques used to randomize memory vary broadly. Address obfuscation techniques include
address space displacement [5, 31, 57, 58], permutation of code at the function [12, 78, 183,
184, 185], basic block [59, 186, 187, 188], or instruction level [79, 80], insertion of padding
between code objects [189], duplication of the code segment [90, 91], and insertion of traps
within the code space [190].

While obfuscation based protections can be both effective and efficient, they offer proba-
bilistic security. Thus, achieving both high entropy and fine-grained, frequent randomization
is critical for resilience [191]. Memory disclosures, or the leakage of memory addresses, can
be readily used to derandomize the address space. For example, with techniques like Ad-
dress Space Layout Randomization (ASLR) [5] that employ address space displacement,
the entire code layout can be inferred from a single pointer disclosure. Even finer-grained
code randomization techniques that obfuscate the relative distance between code objects,
e.g. permutation-based defenses, can be derandomized by multiple disclosures. Fortunately,
the use of runtime re-randomization to nullify leaked pointers [12, 31, 57, 58, 59, 186] and
in-memory traps that throw security exceptions [190] have been instrumental at fortifying
address obfuscation techniques. However, systems with these added protections suffer from
far greater performance overheads (14%-225% for function permutation [12, 186]), reducing
the appeal of randomization-based defenses.

The deficiencies of low entropy, memory disclosures, and high overheads have hindered
the adoption of software-based address obfuscation techniques. Secure hardware integrated
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Figure 4.1: DDAS Overview. At load time, a 56 B function is displaced by 8 kB and dilated
to 14.3 kB within the Displaced and Dilated Address Space (DDAS). Invalid memory regions are
inserted between instructions and trigger security exceptions when accessed. Every 50 ms, the
function layout re-randomizes, changing in both size and location. In DDAS, this function can be
maximally inflated to 14 MB, and the entire address space can be dilated by over 250,000 times.
DDAS addresses are derandomized before entering the virtual memory system, thereby eliminating
performance impacts on the memory system.

into the processor pipeline can bridge this gap. Yet, existing hardware-based defenses, in-
cluding the Morpheus secure architecture, are far behind their software counterparts, as
they do not obfuscate relative distances [31]. In this work, we leverage custom RISC-V
hardware to implement a defense with all of these necessities: high entropy, fine granularity,
re-randomization, security exceptions, and low overheads. To protect code pointers from
external influence, we completely decouple pointers stored in the data segment from the
true location of their targets by expressing all code pointers in the superimposed Displaced
and Dilated Address Space (DDAS). Within DDAS, we introduce address space dis-
placement, a low cost, one-time shift of the base of the code segment. To obfuscate the
relative distance between code objects, we introduce address space dilation, the insertion
of undefined memory regions at an instruction-level granularity. Layered atop architectures
like Morpheus, DDAS has the potential to stop attackers from learning the contents of the
code segment (i.e., code addresses or pointers) by introducing a high-entropy, frequently
changing landscape.

Figure 4.1 illustrates the obfuscation of a function in DDAS. Since displacement occurs
in the superimposed address space rather than virtual memory, the code segment can be
relocated anywhere. Thus, we are able to shift the address space by a large, 64-bit key. To
implement dilation, we leverage the vast unused portions of the address space. For example,
in RISC-V, the upper sixteen and lower two bits of code pointers are unused, implying that
we can dilate memory by 218 times with no loss of usable space. Similar spans of unused
addresses are available in the ARM and x86-64 instruction sets.

Lastly, we defend against memory disclosures by employing both in-memory traps and
runtime re-randomization. Since we dilate memory programmatically, we can detect accesses
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to the undefined memory regions that interleave instructions, effectively creating traps that
detect attackers’ attempts to leak code pointers. When these regions are accessed, the system
triggers an immediate security exception. Our analysis shows that, on average, 99.996%
of DDAS consists of untouchable holes, and therefore attackers have less than a 0.01% like-
lihood of randomly guessing a valid code pointer (i.e., a pointer to addressable memory)
without detection. To protect against potential memory disclosures, we re-randomize the
addresses of code objects at runtime, effectively hardening this technique against advanced
probing and side-channel attacks that have the potential to derive unknown memory loca-
tions.

By implementing DDAS in hardware, our defense is transparent to programmers while
providing high entropy protections with low overheads. DDAS is integrated in the processor
pipeline via custom functional units for pointer translations and secure storage for keys that
parameterize the memory layout. Additional modifications, including a second lightweight
core, are used to implement re-randomization. We maintain the program counter and index-
ing of microarchitectural structures as hardware-derandomized, virtual address space (VAS)
pointers, allowing us to completely eliminate potential performance impacts within the mem-
ory system. With hardware support, our defense has negligible performance overheads, at
∼1% with re-randomization every 50 ms, and it makes control-flow hijacking attacks im-
practicable to execute.

4.1.1 Chapter Contributions

With Displaced and Dilated Address Spaces, we boost uncertainty in code addresses to a
point where it is incredibly difficult to i) Forge code pointers and ii) Manipulate code pointers
using relative distance information, effectively thwarting all known forms of control-flow
attacks in the control plane. In support of this argument, this chapter makes the following
contributions:

• We introduce displacement to obfuscate absolute code locations by shifting the address
space by a 64-bit key. We introduce dilation to create a super-inflated code plane and
detect code pointer corruption, dilating consecutive instructions by a 100 kB untouch-
able hole, on average.

• We present a Displaced and Dilated Address Space (DDAS) implementation on RISC-
V that can be maximally inflated to over 250,000 times the size of the existing virtual
address space. We also propose DDAS-R (with re-randomization), where the memory
layout is reconfigured under running programs to thwart memory disclosure vulnera-
bilities.
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• We show that our proposed DDAS-R implementation (Table-Based, 2k-entries) in-
troduces 55 bits of entropy for relative locations and 64 bits of entropy for absolute
locations, and induces minimal overheads, with a 1.07% average slowdown at 50 ms
re-randomization for the SPEC CPU2006 benchmarks.

This chapter is organized as follows. Section 4.2 presents our address dilation technique.
Section 4.3 details the hardware implementation, while Section 4.4 provides support for
runtime re-randomization. Section 4.5 presents our experimental setup, with Sections 4.6
and 4.7 analyzing the overheads (i.e., performance, power, and silicon area) and security of
our defense. This analysis is accompanied by a comparison to related work in Section 4.9.
Section 4.10 concludes this chapter.

4.2 Obfuscating Code Locations with Displaced and Di-

lated Address Spaces (DDAS)

To defend against code reuse attacks in the control plane, we express all code pointers
in a superimposed address space, termed the Displaced and Dilated Address Space
(DDAS), layered atop the existing virtual address space (VAS). DDAS is addressable by
264 distinct pointers, whereas the underlying VAS is only addressable by 246 distinct pointers
in RISC-V.1 We leverage this fact to dilate the address space by over 250,000 times through
the insertion of undefined memory locations in the DDAS space. These regions do
not exist as accessible memory in the virtual address space, therefore any access to these
holes results in an immediate security exception. Thus, to disclose or manipulate a code
pointer, one must guess the value of the code pointer through high-entropy defenses without
accidentally touching an undefined memory location. This approach makes it incredibly
unlikely for an attacker to successfully disclose or manipulate a code pointer. Combined
with runtime re-randomization (Section 4.4), this challenge is coupled with a countdown
clock of typically 50 ms to exfiltrate a pointer and synthesize an attack.

In this section, we first overview our threat model for single-gadget, code reuse attacks
on the control plane. Next, we present a simple, function-based DDAS implementation that
dilates the address space uniformly. Then we examine a table-based DDAS implementation
that trades simplicity to gain increased spatial diversity. We then present constraints on
these implementations that allow for more efficient hardware implementations.

1Unused bits of pointers are also available in other architectures.
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4.2.1 Security Goals

Our goal is to obstruct the acquisition of code pointer information assets to prevent the
synthesis of control-flow attacks. Specifically, we aim to prevent the attacker from learning
enough information about the victim’s code layout to create a specific sequence of software
inputs that, when provided to the victim application, without any assistance from hard-
ware modifications (e.g., Trojans), triggers a vulnerability to redirect program control flow.
Specifically, we protect the following domains of implementation information:

• Code Pointers: The stored address of a code object, including function pointers, return
addresses, and any addresses in memory

To achieve this goal, we randomize the absolute (I-2) and relative (I-3) location of code
objects to obfuscate code pointers. We do not aim to prevent the creation of attack payloads
that do not require knowledge of code pointer addresses. DDAS is applied to the control
plane only. This defense could also be applied to data addresses in the data plane but may
incur additional overheads.

4.2.2 Threat Model

The Displaced and Dilated Address Space (DDAS) is designed to protect against control-
flow attacks that manipulate code pointers. Specifically, we focus only on control-plane
attacks (Section 2.5.1)—although adapting DDAS to data pointers has the promise to also
thwart data-plane attacks like DOP [64]. In our attack model, a powerful adversary is
attempting to execute code gadgets, where the execution of a single gadget is indicative
of a successful attack. The attacker can access a memory disclosure vulnerability to leak
arbitrary information from the system and is able to analyze the program binary to derive
the code layout. In addition, they have access to a memory corruption vulnerability that
can be used to bootstrap gadget chains. While the attacker is knowledgeable about DDAS
and the current re-randomization rate of the system, the keyed configuration of DDAS is
secret at the start of the attack. Lastly, the system’s random number source is assumed to
produce true, non-repeating random numbers that cannot be predicted by the attacker.

Non-Goals. We do not thwart data-plane attacks or attacks that rely on the manipulation
of data or data pointers (e.g., DOP [64]). We do not prevent the injection of code in the data
segment of the program (as done in a code injection attack). We assume existing protections
like W⊕X [51] are in place to prevent this behavior.
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4.2.3 Displacing and Dilating the Code Segment

Below, we present two dilatation schemes for the code segment: basic DDAS, which dilates
the address space uniformly, and table-based DDAS, which dilates the address space via a
repeating pattern of holes.

4.2.3.1 Basic DDAS Translation

The DDAS memory configuration is determined programmatically and all code pointers in
memory are expressed as DDAS pointers. Consider a simplified DDAS memory layout that
lends itself to efficient dilation and compression, as shown in Figure 4.2. Here, the address
space is shifted by a single displacement and divided into constant sized segments that are
dilated uniformly by an undefined memory region (i.e., a hole), shown in red. The layout of
DDAS is parameterized by three keys: the displacement size, d, the segment size, Svas, and
the dilation amount per segment, i.

In DDAS, all code pointers are represented as 64-bit DDAS values. Memory remains
unmodified (i.e., in VAS), thus code pointers must be translated from DDAS (Addas) to VAS
(Avas) addresses before use to maintain correctness. This transformation is conceptually
similar to converting pointers from DAS to VAS in Morpheus (Section 3.2.3). Additionally,
a check must be performed to assert that the pointer does not access an undefined memory
region. Likewise, whenever a code pointer is created, it must reflect the DDAS value. These
operations are performed with the following functions:

VAS→DDAS Translation:

Addas = Avas + d+ (

⌊
Avas

Svas

⌋
∗ i) (4.1)

DDAS→VAS Translation:

Avas = Addas − d− (

⌊
Addas − d

Sddas

⌋
∗ i) (4.2)

Valid Memory Location Assertion:

(Addas − d) mod Sddas < Svas (4.3)

Using these equations, we can translate between the VAS and DDAS segments and verify
code pointers. If the above assertion ever fails, this indicates that a code pointer has been
manipulated and a security exception is thrown.

99



d

…

…

Sddas

SvasAvas

Addas

VAS

DDAS i

Figure 4.2: Basic DDAS Design. The VAS is divided into segments of size Svas. Each segment
is mapped into DDAS and dilated by an i byte hole. The address space is shifted by d bytes.
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Figure 4.3: Table-Based DDAS Design. Varying sized holes (i0-in) are inserted between the
valid addresses in a single VAS segment. These holes sum to i bytes. Additionally, each segment
is divided into smaller ranges of size r to efficiently track the locations of holes in the Range-Map
table.

4.2.3.2 Table-Based DDAS Translation

Although basic DDAS is effective at inflating the address space, there is little spatial diversity
as i is a constant, single hole. To increase the entropy of our defense, we present a table-based
memory configuration, shown in Figure 4.3, where each segment is recursively divided into a
range of size r. The i byte inflation is now distributed throughout these ranges as multiple,
distinct holes of varying sizes. This increases diversity by varying the size and location of
holes across the code space. The configuration of the holes within a segment is recorded by
the Range-Map table. To translate from DDAS→VAS, the address’s DDAS segment offset is
used to index the table, T , returning the size of the holes within the segment that precede
the queried address. This lookup also returns the size of the hole in the address’s range,
denoted Tr, which is used to validate the DDAS code pointer. In our implementation, we
instead index T and Tr with the address’s range to minimize the total number of table entries
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required. To translate from VAS→DDAS, the address’s VAS segment offset is used to index
a separate, analogous table, T ′.

Under this modified implementation, the layout of DDAS is parameterized by the Range-
Map table, as well as the three keys used previously, d, i, and Svas, and a new key, r. The
operations for translating code pointers between DDAS addresses (Addas) and VAS addresses
(Avas) and asserting that code pointers are valid are given by the following functions:

VAS→DDAS Translation:

Addas = Avas + d+ (

⌊
Avas

Svas

⌋
∗ i) + T ′[Avas mod Svas] (4.4)

DDAS→VAS Translation:

Avas = Addas − d− (

⌊
Addas − d

Sddas

⌋
∗ i)− T [Rddas] (4.5)

Where the DDAS range number (Rddas) is calculated via:

Rddas = ⌊((Addas − d) mod Sddas)/r⌋ (4.6)

Valid Memory Location Assertion:

(Addas − d) mod Sddas mod r ≥ Tr[Rddas] (4.7)

With this implementation, we can support dilation between every instruction in the code
segment. Each table entry must correspond to a single 4 B instruction in the virtual address
space to dilate at an instruction-level granularity. Since the table is implemented in hardware
and its size is fixed, this constraint implies that Svas can be no more than four times the
number of table entries. We analyze the performance-security trade-offs of different table
sizes in Section 4.7 and Section 4.6.

4.2.4 Architecting an Efficient DDAS Implementation

The keys that parameterize DDAS can be constrained to match the desired performance-
security trade-offs of the application. Here, we focus on optimizing the DDAS→VAS trans-
lation and valid memory location assertion as these two functions must be computed on
every indirect jump. By constraining Sddas to be a power of two, we can replace the division
operations in Equations 4.2 and 4.5 with a right shift of log2(Sddas) bits, and the modulo
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Basic DDAS Constraints: i and Sddas are a power of 2

VAS→DDAS Addas = Avas + d+ (
⌊
Avas
Svas

⌋
∗ i) Eq. 4.1

Addas = Avas + d+ (
⌊
Avas
Svas

⌋
≪ log2(i)) Eq. 4.1-c

DDAS→VAS Avas = Addas − d− (
⌊
Addas−d
Sddas

⌋
∗ i) Eq. 4.2

Avas = Addas − d− (((Addas − d) ≫ log2(Sddas)) ≪ log2(i)) Eq. 4.2-c

Valid Address Assertion Addas − d < (
⌊
Addas−d
Sddas

⌋
∗ Sddas) + Svas Eq. 4.3

Addas − d < (((Addas − d) ≫ log2(Sddas)) ≪ log2(Sddas)) + Svas Eq. 4.3-c

Table-Based DDAS Constraints: r and Sddas are a power of 2

VAS→DDAS Addas = Avas + d+ (
⌊
Avas
Svas

⌋
∗ i) + T [Avas mod Svas] Eq. 4.4

Addas = Avas + d+ (
⌊
Avas
Svas

⌋
∗ i) + T [Avas mod Svas] Eq. 4.4-c

DDAS→VAS Avas = Addas − d− (
⌊
Addas−d
Sddas

⌋
∗ i) Eq. 4.5

−Ta[((Addas − d) mod Sddas)/r]

Avas = Addas − d− (((Addas − d) ≫ log2(Sddas)) ∗ i) Eq. 4.5-c
−Ta[((Addas − d) & (0xffffffff ≫ log2(Sddas))) ≫ log2(r)]

Valid Address Assertion ((Addas − d) mod Sddas) mod r Eq. 4.7
< Tc[((Addas − d) mod Sddas)/r]

((Addas − d) & (0xffffffff ≫ log2(Sddas))) & (0xffffffff ≫ log2(r)) Eq. 4.7-c
< Tc[((Addas − d) & (0xffffffff ≫ log2(Sddas))) ≫ log2(r)]

Table 4.1: Summary of DDAS Translation Equations. This table summarizes the equations
needed to implement basic or table-based DDAS. As detailed in Section 4.2.4, multiply, divide, and
modulo operations are simplified by constraining the key parameters. The optimized/constrained
equations are indicated via the notation “-c”.

operators in Equations 4.3, 4.6, and 4.7 with a bitmask that selects the upper 64−log2(Sddas)

bits. These values are stored locally for efficient computation.
Constraining Sddas removes lengthy operations on the critical path. Furthermore, by

constraining other key parameters, we can further simplify outstanding multiply, divide, and
modulo operations. For example, r must be a power of two since it is a divisor of Sddas. This
constraint further simplifies Equations 4.6 and 4.7. We can similarly constrain the hole size,
i, to be a power of two to eliminate the multiplication in Equations 4.1, 4.2, 4.4, and 4.5. We
employ this optimization when a multiply instruction is on the critical path, which occurs
only for the Basic DDAS configuration. These optimizations are summarized in Table 4.1.
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4.3 The DDAS Architecture

We implement DDAS on a modified RISC-V architecture [192]. The baseline architecture
is extended with functional units to translate code pointers between the DDAS and VAS
address spaces as necessitated during runtime. These extensions are shown in Figure 4.6.

DDAS only impacts indirect jumps during program execution. Thus, the pipeline only
needs to be instrumented with a small, dedicated functional unit to translate code pointers
before use. These custom hardware extensions enable a more efficient implementation com-
pared to software instrumentation. Instrumenting binaries to perform pointer translations
before indirect control transfers would be costly, even when indirect jumps make up a small
percent of instructions (about 2.4% in our analyzed workloads). Hardware support not only
reduces performance impacts, but also enables us to achieve a strong layer of isolation be-
tween the software and the secret keys that parameterize DDAS, as these keys are stored in
dedicated hardware registers guaranteed to remain secret. Below, we present the hardware
extensions to support load-time DDAS pointer randomization. In Section 4.4, we discuss
extensions that support runtime re-randomization of DDAS pointers, similar to Morpheus
churn (Section 3.3.2).

4.3.1 Hardware Architecture

The use of unaligned, 64-bit DDAS code pointers introduces a layer of indirection that
requires pipeline modifications to ensure correct control flow. To reduce the impact on
direct jumps and instruction fetch, the program counter (PC) is maintained as a VAS value.
Thus, no modifications to these operations that directly use the PC are required. Further
details on the modified representation of code pointers’ impact on program execution are
below.

Direct Jumps (JAL/BR): Direct jumps add a constant offset to the program counter,
encoded in an immediate. Since we maintain the program counter in VAS, no modifications
are made for direct jumps. To our knowledge, this does not have security implications as
direct jump targets are encoded in the instruction and cannot be modified by malicious
inputs.

Indirect Jumps (JALR): Indirect jumps handle function calls and returns, as well as
other arbitrary control flow, by loading a code pointer from a register into the program
counter. With DDAS, all code pointers stored in registers are DDAS values. Therefore,
before loading the register value into the program counter, the pointer must be asserted as
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valid and translated to its VAS equivalent. This translation occurs implicitly in the microar-
chitecture through a dedicated functional unit, detailed in Section 4.3.2. Additionally,
when the link register is written, the microarchitecture translates the (pc + 4) link address
from a VAS to a DDAS address.

Code Pointer Provenance (LUI/AUIPC): The targets of function calls are formed at
runtime via a lui (or auipc) and addi instruction sequence. To generate a DDAS pointer
rather than a VAS pointer, the compiler relocates code pointers to the global segment, which
are then translated to DDAS values by the program loader. This implementation allows us to
configure DDAS pointers without injecting backdoor instructions that perform VAS→DDAS
translations at runtime.

Code Pointer Arithmetic (ADD, ADDI, etc.): DDAS is designed to thwart attacks
that use relative distance information and arithmetic to forge code pointers. While DDAS
does not prohibit code pointer arithmetic, it randomizes the result. Using a modified code
pointer will result in an access to an unintended valid memory location or, with high prob-
ability, to an invalid hole. Thus, code pointer arithmetic is not advised in DDAS. We argue
that arithmetic on code pointers is not normal program behavior, as the C1x Standard [193]
does not allow arithmetic operations on pointers to function types or incomplete types, like
void* (§6.5.6-2 & §6.2.5.1). Although the GNU extension for C does permit operations on
code pointers, DDAS supports this at the program’s peril.

4.3.2 DDAS Unit Microarchitecture

To maintain correctness, all indirect control-flow transfers are preceded by a DDAS→VAS
translation and valid pointer assertion. We instrument the execute stage of the pipeline
with a dedicated functional unit to perform this computation for each indirect jump target
(Addas). The latency of this translation is masked by the writeback stage, which is idle for
indirect jump instructions. Figures 4.4 and 4.5 show the functional units for basic DDAS
and table-based DDAS, respectively. The Range-Map table is implemented as a fixed-size
memory structure with 8 B entries. We evaluate the exposed latency of these functional
units with different table sizes in Section 4.5.

4.3.3 Key Generation

The DDAS memory configuration is determined by secret parameters generated at load-time.
For basic DDAS, a true random number generator (TRNG) is queried to determine the three
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Figure 4.4: Functional Unit for Basic DDAS. This unit computes Equations 4.2 and 4.3 in
parallel for a given code pointer, Addas.
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Figure 4.5: Functional Unit for Table-Based DDAS. This hardware unit computes Equa-
tions 4.5-c and 4.7-c. The Range-Map table, indexed by the range number, returns T for the Avas

calculation and Tr for the valid pointer assertion.

keys: d, i, and Svas. These values are stored in dedicated hardware registers. For table-based
DDAS, r and a Range-Map key are generated in addition to those above. The Range-Map key
is used to seed a pseudorandom number generator (PRNG) to deterministically populate the
Range-Map table. This optimization enables efficient context switching, as described below.

4.3.4 Context Switching Support

To be a viable defense in modern systems, the DDAS hardware must support context switch-
ing between individual processes that have unique DDAS configurations (i.e., separate keys).
During a context switch for basic DDAS, its keys are encrypted under a boot-time hardware
key before being written out to memory. Context switching for the table-based implementa-
tion requires storing the range size, r, as well as the Range-Map key, which is used to seed
the PRNG to generate the Range-Map table. When a process switches back in, the offloaded
DDAS parameters are loaded and decrypted to be used again. For the table-based configu-
ration, the Range-Map key seeds the PRNG and generates the same table layout as before.
With this optimization, the contents of the Range-Map table do not need to be encrypted
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and written to memory, saving a considerable amount of time given our large table sizes.

4.4 Adding Runtime Re-Randomization (DDAS-R)

DDAS obfuscates the relative and absolute locations of code objects at runtime. However,
attacks may attempt to guess or probe the system for code locations to subvert the defense.
The research community has frequently cited re-randomization as a protection mechanism for
both derandomization probes and memory disclosures [12, 31, 57, 58, 59, 186]. Additionally,
re-randomization is effective at deterring multi-stage attacks that require the discovery and
use of numerous code gadgets. DDAS with runtime re-randomization (DDAS-R) implements
churn by periodically re-keying the memory configuration and updating all code pointers
accordingly. This creates a hostile address space that inflates and contracts, containing
moving undefined memory locations that must be avoided.

When a re-randomization cycle begins, the pipeline is flushed to resolve in-flight in-
structions that contain stale code pointers. Then, custom hardware generates new keys
to parametrize the re-randomized DDAS memory layout. These keys are loaded into ded-
icated hardware structures and the code pointers in registers are updated to reflect the
new keys. At this point, program execution is resumed. All code pointers in the caches and
DRAM are currently stale, i.e., use the old key set. In parallel with program execution, these
values are updated by the DDAS Remapper—a small, finite state machine that is responsi-
ble for pointer updates. The Remapper uses a DDAS→VAS and subsequent VAS→DDAS
functional unit to translate a pointer from the old to new key set.2

A new re-randomization cycle can commence as soon as the memory scan in the prior
period terminates. In our analysis, most benchmarks take no more than a few milliseconds
to re-randomize, depending on their memory footprint. However, operating at high re-
randomization rates can incur increased performance overheads (Section 4.6). In this work,
we recommend a 50 ms re-randomization period because it is sufficiently faster than existing
exploits without introducing much overhead. Namely, JIT-ROP exploits have been recorded
to take 2.3 seconds or more [23], whereas Blind-ROP takes a minute on nginx [24]. Addition-
ally, other interval-based re-randomization defenses (e.g., Shuffler [12] and Morpheus [31])
operate at 50 ms with this justification.

2This process is very similar to Morpheus churn (Section 3.3.2).
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Figure 4.6: DDAS(-R) Architecture. The baseline RISC-V architecture is extended with a
DDAS→VAS functional unit 1 to translate code pointers during JALR instructions. The microar-
chitecture of these functional units are shown in Figures 4.4 and 4.5 (above). In DDAS-R, these
functional units are extended to accommodate the mixed state of pointers during re-randomization.
The DDAS Remapper 2 uses tagged memory to identify and update stale code pointers.

4.4.1 Hardware Support

Hardware extensions to support re-randomization are shown in Figure 4.6. Similar to prior
work [31], tagged memory is used to locate code pointers and identify the stale code pointers
that require updating. The L1- and L2-caches are extended by a 1-bit tag for every pointer-
width word (8 bytes). In physical DRAM, these tags are stored in a fixed block determined
statically by the physical address. Tag information is obtained by an LLVM IR pass and
loaded into the system via binary metadata. Lastly, the pipeline is extended to support the
propagation of tag information throughout the system.

The processor is augmented to include the DDAS Remapper, a small hardware unit
responsible for key generation and code pointer updates. When a periodic re-randomization
cycle begins, the DDAS Remapper generates a new set of DDAS keys and loads them into
the associated structures before program execution resumes. The remapper then scans tag
information sequentially to identify stale code pointer values, which are loaded into the
remapper and updated using internal functional units. The new pointers are written back
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via a cache-coherent bus between the L1 and L2. The current VAS address being processed,
termed the threshold value, is stored to indicate the progress of the remapper. All memory
values above this address have been updated with the new key.

Maintaining Correctness for Mixed State Since both updated and stale code pointers
exist in memory during re-randomization, the pipeline must accommodate this mixed state.
The functional unit is expanded to store both the new and old key sets and, for table-based
DDAS, the block size of each Range-Map entry is doubled from 8 B to 16 B. During a load,
code pointers are compared to the threshold value to determine if they are using the new or
old key set. This result is reflected in a 1-bit register tag, which is fed into the functional
unit to select the correct key set and table entry, maintaining correctness. Lastly, when a
stale code pointer is stored to a region of memory that has since been updated, it must be
updated with the new key set before being written back. Our simulations show that this
case is rare and has negligible performance impacts.

4.4.2 Support for Context Switching in DDAS-R

When the DDAS Remapper is idle during a context switch (i.e., all code pointers are up-
dated), support for context switching is equivalent to DDAS without re-randomization (Sec-
tion 4.3.2). However, when a context switch occurs during a re-randomization cycle where
the remapper is active, the complete DDAS context must be encrypted and stored to mem-
ory. This information includes both the new and old sets of DDAS keys and the threshold
value, which indicates the progress of memory updates in the current re-randomization cycle.
When a context is switched-in, the threshold value is loaded into the DDAS Remapper and
re-randomization begins from this virtual address. Since a process may be switched-out for
longer than the specified re-randomization period (e.g., 50 ms), the remapper initiates an-
other re-randomization cycle immediately upon completion to ensure that any code pointer’s
lifetime in an old key set is as short as possible.

4.5 Experimental Methodology

We implemented DDAS on a RISC-V out-of-order core in gem5 [6, 148] in system call
emulation mode with the parameters listed in Table 4.2. We modeled the memory contention
for tagged memory and pointer updates using DRAMSim2 [149]. To determine the latency
of the DDAS functional unit, we modeled the Range-Map table in CACTI 7 [9] at the 28 nm
technology node. To analyze the security and performance trade-offs of our defense, we
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examined three distinct DDAS configurations with load-time and runtime randomization–
i) Basic DDAS where i is restricted to a power of two (1 cycle of exposed latency), ii) Table-
based DDAS with a 2k-entry table (2 cycles of exposed latency), and iii) Table-based DDAS
with a 32k-entry table (4 cycles of exposed latency).

Core Type 2.5GHz, O3CPU (Out-of-Order)
Superscalar 4-wide
Cache Line Size 64B
L1 Cache 32KB with 2-cycle latency
L2 Unified Cache 256KB with 20-cycle latency

Table 4.2: Experimental Configuration for gem5. The specifications of our baseline RISC-V
out-of-order core in gem5 [6].

Compiler Support and Benchmarks. We implement our compiler passes in LLVM
5.0.0 configured for the RISC-V RV64IMA architecture [153]. All programs were compiled
with optimization level -O2 and linked against the RISC-V Musl C library [154]. Function
pointers that are normally formed by arithmetic code sequences during runtime are relocated
to the global segment so they can easily be randomized by the gem5 loader or by the DDAS
Remapper. We have found that this simple compiler change on average speeds up programs
by ∼1.85%. We also analyzed the size increase of the binaries and found that they only
increase by 1.8% on average. Since one could migrate code pointers to the static global
section, we lend this optimization to the baseline in order to reveal the performance overheads
incurred by running programs due to the DDAS hardware. We evaluate DDAS on the first
three billion instructions of the SPEC CPU2006 C-code benchmarks [151, 152] with the
reference input: perlbench, bzip2, gcc, mcf, milc, gobmk, hmmer, sjeng, libquantum, h264ref,
lbm, and sphinx3.

4.6 Experimental Results and Evaluation

To measure the performance impacts of DDAS, we ran experiments against the SPEC
CPU2006 C workloads [151, 152], described in Section 4.5, for the chosen configurations–
basic (1 cycle latency), table-based, 2k-entry (2 cycles latency), and table-based, 32k-entry
(4 cycles latency).
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Figure 4.7: Average Performance Overheads. The average overhead for the SPEC CPU2006
benchmark suite at varied re-randomization rates for the analyzed DDAS configurations.

4.6.1 Runtime Performance Overheads

Figure 4.7 shows the average performance overhead of these configurations for the analyzed
workloads. The DDAS functional unit introduces latency in the pipeline that can delay
branch prediction and cause bottlenecks. The overhead for a load-time (tagless) DDAS
system illustrates the consequences of this added latency alone. To support re-randomization,
tags for every pointer-width word must be stored and propagated in the memory hierarchy.
Additionally, the re-randomization process accesses tag information and rewrites all code
pointer values in the data segment. These updates invalidate code pointers in the data
cache, increasing miss rates. Thus, compared to the load-time system, re-randomization
incurs higher performance penalties and affects the memory system.

Our recommended configuration, DDAS-R with a 2k Range-Map, has reasonable slow-
downs, at 1.07% during 50 ms re-randomization. A detailed breakdown of the overhead
incurred by individual benchmarks for this configuration is shown in Figure 4.8. Perfor-
mance overheads generally increase alongside re-randomization rates, especially for bench-
marks with a large number of code pointers, i.e. gcc has 5.18% slowdowns at 50 ms. For
these benchmarks, the DDAS Remapper must perform more pointer updates, invalidating
values in the L1-cache and increasing both the number of read/write misses and the overall
average miss latency for the main core. Some benchmarks with more jalr instructions ex-
perienced reduced slowdowns at faster re-randomization rates. This is likely a result of the
DDAS remapper prefetching code pointers into the caches during re-randomization, effec-
tively making these values more available to the core. However, as re-randomization rates
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Figure 4.8: Performance Overheads for Table-Based, 2k DDAS. The performance overheads
per benchmark for a table-based, 2k-entry DDAS configuration, with 2 cycles of exposed latency.

increase, this benefit will likely diminish due to interference during pointer updates.

4.6.2 Power and Area Overheads

The hardware overheads of DDAS were estimated using McPAT 1.3 at the 28 nm technology
node [194]. We used their ARM Cortex-A9 out-of-order processor as a template for our
RISC-V system, which was augmented with: i) The DDAS functional unit, ii) Memory sys-
tem modifications (i.e., tagged memory and the Range-Map table) modeled in CACTI 7 [9],
and iii) The DDAS Remapper, estimated by SiFive’s S51 64-bit in-order core [8]. Table 4.3
shows the estimated area and power consumption for the analyzed DDAS configurations.
The cost to implement table-based DDAS with 2k entries is fairly low, at less than 3%
area overhead for a system without load-time randomization. With re-randomization, this
overhead increases to about 7%. For a table-based configuration with 32k entries and re-
randomization support, the area overhead is much higher at nearly 40%. Unfortunately, for
large tables, support for re-randomization becomes expensive as table entries are doubled in
size to accommodate both key sets.

4.7 Security Analysis

DDAS prevents code reuse attacks on the control plane by obfuscating the absolute and
relative addresses of code objects. Unlike prior approaches, which permute code objects or
encrypt pointers, DDAS does more than obfuscate the code segment. DDAS also catches
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Area (mm2) Overhead Power (W) Overhead

Baseline 4.387 - 3.653 -
Basic DDAS 4.411 0.55% 3.674 0.57%
Basic DDAS-R 4.524 3.13% 3.682 0.80%
Table-Based DDAS, 2k 4.506 2.71% 3.704 1.40%
Table-Based DDAS-R, 2k 4.690 6.90% 3.804 4.13%
Table-Based DDAS, 32k 4.865 10.88% 3.850 5.39%
Table-Based DDAS-R, 32k 6.111 39.29% 4.370 19.61%

Table 4.3: Hardware Estimation. The area and power estimates for the analyzed DDAS con-
figurations.

when a pointer is overwritten by detecting any access to the undefined regions of memory
that make up a majority of the address space. Notably, in table-based, 2k-entry DDAS, on
average more than 99.996% of the address space is undefined memory. Of the remaining
0.004%, only a fraction is mapped and in the code segment. Thus, there is a high likelihood
that any attempt to forge a code pointer will result in an exception from either accessing an
invalid memory region, an unmapped region of memory, or the data segment. Additionally,
frequent re-randomization of the memory layout during runtime prevents the reuse of leaked
code pointers, effectively thwarting control-plane attacks.

Below we qualitatively reason about why DDAS prevents sophisticated code reuse attacks,
including return-oriented programming (ROP) [55] and its variants, as well as Spectre Variant
2. Since DDAS is a probabilistic defense, the subsequent sections quantify the entropy of
DDAS to demonstrate its effectiveness at stopping these control-plane exploits.

4.7.1 Qualitative Discussion of Security Against Common Attacks

ROP. To dispatch ROP gadgets, a memory corruption vulnerability is exploited to over-
write a return address with a code pointer. In DDAS, this pointer is unknown and ran-
domized every 50 ms on average. Additionally, if DDAS is maximally inflated, the attacker
has less than an 0.001% chance of generating a valid code pointer, i.e. one to addressable
memory. Variants of ROP that exploit other control-flow statements, like jump-oriented
programming [67], also fall under this category.

JIT-ROP. JIT-ROP [23] uses a leaked code pointer to read code pages and construct
gadgets at runtime. This leaked pointer is in the form of a DDAS address, so it cannot be
used alone to derandomize the address space. Furthermore, a load using a DDAS pointer
will not be translated to a VAS value, resulting in an incorrect effective address. Even if
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Average Average Average RelativeInflation Inflation Percent Entropyper Insn per Page of Holes

Basic 78.9 kB 80,650 kB 99.994% 54.89 bits
Table-Based, 2k 107.8 kB 111,341 kB 99.996% 55.30 bits
Table-Based, 32k 111.3 kB 111,784 kB 99.996% 55.31 bits

Table 4.4: Evaluation of DDAS. The average inflation per instruction or page is the mean
dilation incurred by a jump of that length in VAS. The table also includes the average percentage
of memory occupied by untouchable holes and the calculated relative entropy (Section 4.7.2.2) per
configuration.

an attacker can leak enough information to create a gadget chain, they must complete their
attack before the next re-randomization cycle as all pointers will become stale.

Blind-ROP. Blind-ROP [24] repeatedly overwrites a single byte of the return address in
a child process until the process does not crash, signaling that the guess was correct. This
process is repeated for each subsequent byte to recover the entire pointer. With DDAS, these
guesses will trigger exceptions with high probability. Additionally, this attack requires on
average 1,500 requests to discover the ASLR offset and was recorded to have taken 1 minute
on nginx. We randomize 1,200 times faster than the length of this attack at a period of
50 ms.

Spectre Variant 2. In Spectre Variant 2 [16], an attacker process mimics the control flow
of a victim process to train the branch predictor to mis-speculate on a chosen indirect jump.
This causes the victim process to execute an attacker-specified code gadget. In this exploit,
an attacker must know the address of the target indirect jump instruction in the victim
program. In DDAS, the attacker and victim process has different shifted and dilated code
segments, preventing attackers from being able to understand and mimic the victim’s jump
patterns.

4.7.2 Quantitative Security Analysis of DDAS Entropy

Since DDAS provides probabilistic security, we quantitatively analyze the strength of our
defense for our three studied configurations. Specifically, we analyze the likelihood an at-
tacker can forge a valid code pointer at runtime. In our analysis, we run a 100,000 trial
Monte Carlo simulation, where each trial has a randomly generated DDAS key set. For each
trial, we record the amount of inflation incurred by an indirect jump in the VAS segment,
starting from a jump to the next instruction. Additionally, for each indirect jump distance,
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Figure 4.9: Entropy of Indirect Jumps. The primary axis, in orange, shows the entropy of
indirect jumps, where entropy is modeled as log2 of the dilation in bytes. The secondary axis, in
blue, shows the probability that a given key configuration will not impact the distance of an indirect
jump.

we measure the inflation from 100 randomized starting locations per trial. We then use these
measurements to derive statistics about the overall inflation of the control plane, including
the likelihood that a specific jump will encounter no dilation.

4.7.2.1 Inflation of the Control Plane

Our results, summarized in Table 4.4, show that table-based DDAS inflates the address space
more than basic DDAS, dilating a 4 B jump by 107.8 kB or 111.3 kB on average, compared
to 78.9 kB. The standard deviation of these metrics is also telling. For a 4 byte jump,
the standard deviation is 2086 kB, implying that there is a large variance in the inflation
of the code segment, even for very short jumps. Page-length jumps were inflated by over
111,000 kB on average with a standard deviation of 200 MB. These results suggest that a
malicious code gadget cannot be more than a few bytes away. Otherwise, the high entropy
of dilation forces attackers to resort to brute-force guessing. Furthermore, not only does
guessing a pointer value subject an attacker to accessing unmapped memory, as in ASLR [5],
but it also subjects them to accessing an untouchable hole and triggering an immediate
security exception. Our analysis shows that a large portion of the address space is filled with
these untouchable holes. Namely, in basic DDAS, 99.994% of memory on average contains
untouchable holes, compared to 99.996% for both table-based configurations.
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4.7.2.2 Entropy of Indirect Jumps

To measure the entropy of our defense, we consider the obfuscation of both absolute and
relative addressing in the control plane. We define absolute entropy as log2 of the average
bytes of displacement. The uncertainty of the absolute location of code objects is attributed
to the displacement key, d, which is 64 bits in length, giving a mean displacement of 263

bytes. Thus, the absolute entropy is 63 bits. Similarly, we define relative entropy as
log2 of the mean bytes of dilation, averaged across varying jump distances. Previously, we
quantified the entropy of dilation for specific jump distances, as shown on the primary axis of
Figure 4.9. To measure the relative entropy of our whole defense, we repeat this calculation
across all jump distances and find that our defense has an average relative entropy of 55
bits. This metric captures the overall difficulty of guessing the dilation for a jump of any
distance. We find that the relative entropy of DDAS is well above existing defenses, like
Shuffler [12], which typically has no more than 27 bits of entropy.

4.7.2.3 Likelihood of Zero Dilation

One limitation of DDAS is that, when a region of memory experiences zero inflation, the
manipulation of jump targets within that range will succeed. This prompts us to evaluate
how often zero inflation occurs for randomly chosen key configurations. We performed this
analysis using the above simulation, now recording the frequency of zero dilation. The result
of this analysis is shown in Figure 4.9. Basic DDAS always inflates jumps greater than
8 kB. Table-based DDAS performs better, inflating all jumps greater than 4 kB (a page).
For jumps within a page, there is a small likelihood that no dilation occurs. Table-based
DDAS with 2k entries achieves a 95% likelihood of dilation for jumps greater than 32 B.
Table-based DDAS with 32k entries and basic DDAS only achieves this likelihood for jumps
greater than 256 B and 1024 B, respectively. For comparison, a function in our benchmarks
is 890 B on average. Thus, limited dilation for short relative distances can be tolerated and
would restrict attackers to using code gadgets within the current function. Additionally, with
re-randomization, these uninflated jumps would not persist for long (50 ms on average).

Overall, the DDAS configurations evaluated have comparable entropy, but varying
amounts of inflation for short jumps. Notably, although table-based, 2k-entry DDAS has
a smaller keyspace (Svas is constrained by the number of table entries), it is more effec-
tive than 32k-entry DDAS at inflating short jump distances. This is because, as the VAS
segment becomes larger, the possibility for consecutive valid memory locations increases,
causing the probability of dilation for short jumps to decrease. Given these results, we rec-
ommend table-based DDAS with 2k entries. We find the performance overheads for

115



this configuration to be reasonable, as presented in Section 4.6.

4.7.3 Attacking DDAS

With the DDAS secure hardware, existing control-plane exploits will be unsuccessful due to
the obfuscation of code pointers in a high-entropy space. Attackers may try to circumvent
DDAS either by brute-force guessing pointer values or derandomizing the memory layout.
These techniques have been used to bypass randomization-based defenses like ASLR [23,
24, 25, 26, 89]. In this section, we analyze the effectiveness of these methods to circumvent
DDAS.

4.7.3.1 Brute-Force Attacks

Given a leaked pointer and knowledge of uninflated relative distance information from the
program binary, an attacker can attempt to brute-force guess a DDAS pointer for their
desired target. We use a hypergeometric distribution to model how long it takes to accurately
guess the target pointer when the system is re-randomized every 50 ms (i.e., the attacker has a
set number of guesses until the system re-randomizes and all prior attempts are invalidated).
To be conservative in our analysis, we assume an attacker’s guess results in a delay only
when it accesses an undefined memory location, triggering an immediate security exception
and stalling execution for 68 µs for exception handling [165]. We assume these security
exceptions are taken and ignored, allowing the attack to continue uninterrupted.

For basic DDAS-R, 61 hours of continuous probing is required to correctly locate a code
gadget that is 4 kB away in the original binary. For table-based DDAS-R, 86 and 87 hours
is required for a 2k and 32k-entry configuration, respectively. To realistically capture rel-
ative distances, we profiled indirect jumps in the first 3 billion instructions of the SPEC
benchmarks [151, 152]. More than 68 days of probing is required to guess a jump that is the
average length in the first quartile (75.7 kB) for both table-based configurations. Probing
time increases alongside target relative distance increases, with jumps in the fourth quartile
taking thousands of years for all configurations.

4.7.3.2 Derandomization

Timing side channels [25, 26] and memory disclosures [23, 90, 91] have been leveraged to
derandomize address obfuscation protections. DDAS is resilient to timing side-channel at-
tacks because it does not affect cache mappings, nor are DDAS addresses used to index into
microarchitectural structures (i.e., caches, TLB, BTB), which are the traditional venues for
side-channel exploits. Furthermore, the latency of the DDAS functional unit is not key- or
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data-dependent and is implemented in constant time. Thus, timing an address translation
similarly does not reveal information about the existing DDAS configuration.

As side channels are not viable, the only way to derandomize DDAS is to tactfully leak
pointer values. For basic DDAS, an attacker can derive the dilation amount, i, if they obtain
two DDAS/VAS pointer pairs in consecutive segment, allowing them to guess pointers with
an increased likelihood of success. Although finding pointers in neighboring segments is
difficult, an attacker can leverage the fact that the DDAS segment size is a power of two
to narrow their search space. Table-based DDAS has more spatial diversity and therefore
is more resilient to memory disclosures. With n ranges per DDAS segment, this previous
technique exposes only 1/nth of valid pointers in the address space. Furthermore, uncovering
1/nth of the address space does not provide much of an advantage for derandomizing the rest
of memory as an attacker does not know the range size or distance to the next range. Despite
this, we regard memory disclosures as dangerous and employ runtime re-randomization to
defend against derandomization.

By re-randomizing the DDAS configuration every 50 ms, attackers have a tight window to
leak pointer pairs, perform additional probes, and synthesize an exploit. Prior work similarly
uses re-randomization to shield from memory disclosures [12, 57, 58, 59, 186]. Additionally,
we configure DDAS to re-randomize immediately when a security violation is detected. Thus,
attempts to derandomize DDAS by leaking multiple pointers will fail, as leaked pointers
will be invalidated by probing attempts that trigger security violations. To further harden
our defense against memory leaks, the DDAS architecture could be expanded to include
pointer encryption [28, 81, 82, 85]. Morpheus [31] and Shuffler [12] leverage encryption on
top of address obfuscation to make leaked pointer values completely unusable. Obfuscating
the virtual address space [5] or the program binary [82] is also viable, as derandomization
attempts require knowledge of VAS pointers.

4.7.4 Performance-Security Trade-offs

In this work, we constrain the parameters Sddas, r, and i to be a power of two to make
architecture-level optimizations in the functional unit. When removing these optimizations,
the DDAS system has an increased keyspace, making it potentially more secure. Intuitively,
it is harder to brute-force guess the value of keys like Sddas in an unconstrained system.
Derandomization becomes more challenging as attackers can no longer leverage the fact
that keys are a power of two to constrain their search space. Yet, the relative entropy of
the defense only offers a slight improvement, at 57.5 bits for table-based, 2k-entry DDAS
compared to 55-bits previously. This unconstrained variant also exhibits a 99.5% likelihood of
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dilation for all jumps. However, this system incurs intolerable slowdowns. An unconstrained
version of table-based, 2k-entry DDAS would have 42 cycles of exposed latency (20 cycles per
divide or modulo operation), compared to 2 cycles previously. At 50 ms re-randomization,
this configuration incurs over 100% slowdowns over the baseline, which we regard as an
intolerable performance degradation.

4.8 Discussion and Limitations

DDAS does not protect against attacks on the data plane, such as Data-Only Program-
ming [64], Block Oriented Programming [195], and Control-Flow Bending [69]. Since these
exploits do not require code pointers, DDAS as presented in this chapter cannot stop this
class of attacks. However, obfuscating the location of data objects still serves as an effective
defense. To apply DDAS to the data segment, data pointer arithmetic must be maintained
for program correctness. This implies that either: i) Dilation had to be undone for data
pointer arithmetic, or ii) Undefined memory locations cannot be placed within data struc-
tures (e.g., arrays). If the former case was adopted, DDAS would protect against attacks
that compute data pointers offline and inject them via a malicious payload. However, attacks
that hijack of instructions to perform data pointer arithmetic in the victim program would
not engage the defense. The latter case does not work with our current dilation scheme, as it
has no knowledge of memory contents and automatically inflates at a fine (4 B) granularity.
DDAS and DDAS-R can be adapted for data pointers with additional work.

The DDAS architecture can be layered with existing techniques to provide greater system
security and protect against memory disclosures. Although a single leaked pointer does not
undermine DDAS entirely, as it does for ASLR, multiple pointers can be used to deran-
domize a small portion of the address space. Re-randomization provides some defense to
memory leaks, as any leaked pointers expire after a fixed amount of time. To further harden
our defense against memory leaks, DDAS could be combined with a form of pointer encryp-
tion [28, 81, 82, 85] to make leaked pointer values completely unusable. Morpheus [31] and
Shuffler [12] take a similar approach and leverage encryption on top of address obfuscation
to become more resilient against memory leaks. While these techniques serve to make leaked
DDAS pointers unusable, obfuscating the virtual address space is also useful since deran-
domization attempts require knowledge of a DDAS and VAS pointer pair. Thus, DDAS
could also be combined with existing techniques that obfuscate the virtual address space,
such as ASLR [5], or the randomize the program binary [82].

While RISC-V lends itself to ease of implementation, DDAS is also alluring for other
architectures. Consider ROP attacks on x86. Since instructions are variable length and
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the code is incredibly dense, code gadgets can be formed by jumping midway through an
existing instruction. By changing the configuration of DDAS, we could effectively inflate
at a byte-granularity, adding dilation within instructions themselves to protect against the
use of partial code gadgets. Fortunately, the other predominant 64-bit architectures in use
today, i.e., x86-64 and ARM AArch64, only implement 48-bits of virtual address, permitting
opportunities for significant address space dilation in these architectures. For 32-bit archi-
tectures, we cannot exploit unused bits of the virtual address space, so this defense is less
practical. Additionally, there is limited entropy in a 32-bit space.

4.9 Related Work

The work related to address obfuscation protections is extensive. Here, we restrict our
comparisons to the defenses that are most relevant, i.e. those that employ either runtime
re-randomization or in-memory traps. DDAS leverages hardware support to guarantee the
necessary efficiencies while providing 63 bits of absolute entropy and 55 bits of relative
entropy. With runtime overheads of 1.07% at a 50 ms re-randomization rate, DDAS out-
performs many of its counterparts. For defenses with similarly low overheads, DDAS offers
increased security via finer grained, higher entropy protections.

Randomization of Absolute Addresses. Defenses have employed re-randomization to
fortify Address Space Layout Randomization [5] against memory disclosures. These defenses
re-randomize the displacement of the code segment in response to events that are indicative
of an attack, like system calls [57] or process forks [58], or at regular intervals [31]. TASR [57]
has high performance overheads of 30-40%. RuntimeASLR [58] performs better than DDAS,
with 0.5% overheads, but does not obfuscate relative distances between code objects. Mor-
pheus [31] leverages hardware to achieve fast address obfuscation, with 0.9% overheads at
50 ms randomization. However, Morpheus also does not randomize relative distances and
thus can be derandomized by a single pointer disclosure.

Randomization of Relative Addresses. Permutation-based defenses are the leading
approach to randomize relative distances between code objects. However, unlike DDAS, the
entropy of this technique correlates with code size as only a fixed number of permutations
exist, providing minimal protection for short functions. Remix [59] employs periodic re-
randomization and is comparable to DDAS with a 2.8% overhead. However, Remix only
randomizes relative distance within functions, not between them. DDAS and DDAS-R are
able to achieve more entropy than these works and randomizes both intra-function and inter-

119



function relative distance. We are only aware of two defenses, Shuffler [12] and Mixr [186]
obfuscate the relative distance between functions and re-randomize at runtime. However,
these defenses suffer from higher overheads than DDAS, at 14.9% or 225% respectively, and
have lower entropy (much less than 30 bits).

In-Memory Traps. In addition to code diversification, some defenses use traps to prob-
abilistically detect attacks that probe the code segment. CodeArmor [190] is a software
technique that instruments the program binary with “honey gadgets”, similar to undefined
memory regions in DDAS. Attackers that mistakenly forge code pointers to these gadgets
trigger 3 security exceptions on average before reaching their target. Using the same metric,
an attacker would trigger over 100,000 exceptions in a DDAS system experiencing average
dilation before reaching a code gadget. CodeArmor achieves low overheads, at 6.9% on SPEC
CPU2006, but DDAS is able to provide overheads well below 5% with hardware support.

4.10 Chapter Summary

To combat code reuse attacks on the control plane, we deter the manipulation of indirect
jump targets by increasing the uncertainty of the code segment. We introduce the Displaced
and Dilated Address Space, a superimposed address space where all code pointers in the
program are expressed. We displace the address space by a 64-bit key to obfuscate absolute
addresses. Additionally, we leverage the vast unused portions of the virtual address space
to dilate memory by over 250,000 times, obfuscating relative addresses. We inject large, un-
defined memory regions between instructions that result in an immediate security exception
when accessed. Finally, DDAS code pointers are derandomized in the pipeline before use,
eliminating performance impacts on the memory system.

Compared to prior work, our defense achieves greater entropy in the control plane (63
bits for displacement, 55 bits for dilation), which attackers must overcome without touching
the undefined memory locations that make up 99.996% of the address space on average.
Additionally, with runtime re-randomization, this challenge is coupled with a time limit of
50 ms to synthesize an attack. By leveraging hardware support, we are able to implement
this defense while keeping performance overheads well below 5%.
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CHAPTER 5

Redesigning Code and Pointer Protections to
Use Encryption

With Morpheus and DDAS, the absolute and relative addresses of code pointers are protected
in the pipeline. While powerful, these techniques are less resilient to derandomization when
compared to encryption and therefore require complex microarchitectural support for run-
time re-randomization. In this chapter, we revisit the original Morpheus design to leverage
encryption more comprehensively. In Morpheus II [33], we bring code and pointer encryption
from memory into the pipeline. Since encryption is more resilient to attack, we discard the
other layers of Morpheus, eliminating the invasive microarchitecture changes without com-
promising security. Morpheus II’s strength at protecting information assets was tested in
DARPA’s recent industrial-grade bug bounty exercise where, over three months, more than
five-hundred attackers were unable to break into a vulnerable application running atop the
Morpheus II architecture [34]. The success of Morpheus II demonstrates the applicability
and promise of encrypted architectures and motivates the consideration of this approach
more broadly. In this chapter, we discuss the design and implementation of Morpheus II,
including how this architecture provides durable protections with relatively low overhead.

The research presented in this chapter appears in:

[2] Lauren Biernacki, Austin Harris, Tarunesh Verma, Sharad Malik, Todd Austin. “Encrypted
Architectures for Protecting System Information Assets: The Morpheus
Case Study,” Communications of the ACM (CACM), 2023. Under Submission

[33] Austin Harris, Tarunesh Verma, Shijia Wei, Lauren Biernacki, Alex Kisil, Misiker Tadesse
Aga, Valeria Bertacco, Baris Kasikci, Mohit Tiwari, Todd Austin. “Morpheus II: A
RISC-V Security Extension for Protecting Vulnerable Software and Hard-
ware,” 2021 IEEE International Symposium on Hardware Oriented Security and Trust
(HOST), 2021. DOI: 10.1109/HOST49136.2021.9702275.
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5.1 Introduction

Morpheus’ complex ensemble of defenses requires significant architectural modifications yet
provides limited protection for pointers in the pipeline. We redesign Morpheus to leverage
encryption more comprehensively. In Morpheus II [33], we bring code and pointer encryp-
tion from memory into the pipeline. Since encryption is more resilient to attack, we discard
the other layers of Morpheus, eliminating the invasive microarchitecture changes without
compromising security.

Morpheus II thwarts remote code execution (RCE) attacks by protecting code and code
pointer information assets with strong encryption. Instead of configurable run-time churn,
Morpheus II only changes encryption keys when a program starts or an exception is encoun-
tered, greatly simplifying the implementation of churn. We implemented Morpheus II on a
modified RISC-V Rocket [196] core prototyped on Xilinx FPGAs. Our redesign of Morpheus
achieves less than 2% area overheads and negligible runtime slowdowns.

Morpheus II was deployed on Amazon Web Services (AWS) as part of the DARPA FETT
bug bounty program [197]. In this industrial-grade security analysis, a vulnerable COVID-19
medical database with mock data was running on a FreeRTOS web server The Morpheus II
deployment engaged over 500 researchers for three months, all of whom received knowledge of
the system implementation and potential vulnerabilities. None were successful at infiltrating
Morpheus II [34]. The success of Morpheus II demonstrates the applicability and promise of
encrypted architectures and motivates the consideration of this approach more broadly. In
this chapter, we discuss the design and implementation of Morpheus II, including how this
architecture provides durable protections with relatively low overhead.

Morpheus II is guided by our observation that the vast space of security attacks is based
on a much smaller set of vulnerabilities, which, in turn, are exploited by attackers through
understanding an even smaller set of system information assets. By protecting the informa-
tion assets required by control-plane attacks, Morpheus II can provide broad coverage across
existing exploits and maintain durability even in the face of future attacks based on these
assets. Further, by leveraging hardware, we can protect information assets efficiently, cre-
ating a performant defenses that protects assets systematically, regardless of program-level
semantics. Morpheus II’s performance in the FETT challenge demonstrates the value of this
defense approach.

5.1.1 Chapter Contributions

This chapter makes the following contributions:
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• We present the Morpheus II Secure Architecture—a RISC-V-based processor that is
designed to stop control-flow attacks by encrypting and re-randomizing code and code
pointers at runtime.

• We discuss the implementation of the Morpheus II encrypted code and code pointer
defenses atop a RISC-V Rocket core [196].

• We discuss Morpheus’ performance as part of the DARPA FETT bug bounty pro-
gram [197], where it was attacked by over 500 researchers for a period of three months.
None of the attackers were successful in infiltrating the vulnerable database running
on our protected Morpheus II system.

• We evaluate our design and find that the Morpheus II implementation achieves neg-
ligible performance overheads and less than 2% area overheads by leveraging simple
hardware modifications.

The remainder of this chapter is organized as follows. Section 5.2 discusses Morpheus’
general approach to protecting code and code pointers. In Section 5.3, we detail the im-
plementation of Morpheus II on a RISC-V processor before discussing the FETT imple-
mentation in Section 5.4. Sections 5.5 and 5.6 discuss the performance and security of our
architecture, including details of the bug bounty challenge. Finally, Sections 5.7 through 5.9
conclude this chapter.

5.2 Redesigning Information Asset Protections in Mor-

pheus II

Guided by our insights about protecting information assets, we designed the Morpheus II
Secure Architecture [33].1 Morpheus II combines encryption, isolation, and randomiza-
tion mechanisms to protect two information assets common across remote code execution
(RCE) attacks—code pointers and code . Morpheus II encrypts code pointers and instruc-
tions, changes them rapidly, and protects related cryptographic keys. Cryptography protects
code pointers and instructions from direct leakage (e.g., reverse engineering), whereas fre-
quent re-keying helps insulate these assets from side channels. Interestingly, code encryption
implicitly hides the location of code objects and organization of data variables, as these
assets are typically discovered through reverse engineering the program binary. Together,

1In this chapter, we detail the second generation design of Morpheus [33], which builds on the initial
design proposed in [31].

123



these mechanisms protect against RCE attacks that manipulate control data to hijack victim
control flow.

Morpheus II withstood three months of penetration testing in DARPA’s Finding Exploits
Through Tampering (FETT) bug-bounty program [34]. This success motivates the broader
consideration of defenses that explicitly target information assets. Below, we discuss Mor-
pheus II’s conceptual approach to protecting information assets. In Section 5.3, we detail the
implementation of Morpheus II on a RISC-V processor before discussing the FETT program
in Section 5.4.

5.2.1 Security Goals

Our goal is to obstruct the acquisition of code and pointer implementation information to
prevent the synthesis of control-flow attacks. Specifically, we aim to prevent the attacker
from learning enough information about the victim’s code and pointers to create a specific
sequence of software inputs that, when provided to the victim application, without any
assistance from hardware modifications (e.g., Trojans), triggers a vulnerability to redirect
program control flow. Specifically, we protect the following domains of implementation
information:

• Code: An instruction, including the opcode (e.g., JALR) and operands (e.g., a0).

• Code Pointers: The stored address of a code object, including function pointers, return
addresses, and any addresses in memory (e.g., jump tables)

To achieve this goal, we encrypt the representation of code (I-8) and code pointers (I-6).
We do not aim to prevent the creation of attack payloads that do not require knowledge of
code or pointer information.

5.2.2 Threat Model

Morpheus protects against remote code execution (RCE) attacks, a subset of control-flow
attacks that abuse memory errors to manipulate code pointer assets. Specifically, Morpheus
II seeks to thwart attacks where a trusted but vulnerable victim program processes un-
trusted inputs that exploit memory errors to hijack the control-flow of the victim. This class
of attacks includes return-to-libc, return-/jump-oriented programming, counterfeit object-
oriented programming, and other attacks that use corrupt code pointers or inject code and
hijack control flow. Yet, Morpheus’s focus on protecting information assets reaches broader
than this primary goal. Morpheus’s always-on encryption prevents the disclosure of code
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and pointers through cold-boot attacks and other information leakage mechanisms and has
the possibility to impede microarchitectural side-channel attacks. The Morpheus II design
places trust in the Morpheus II processor core, compiler, and a small amount of loader code.

Non-Goals. Morpheus II does not protect systems from denial-of-service attacks, fault
injection, modifying the boot sequence, or tampering with the random number generator.
This instantiation of Morpheus also does not prevent non-control data attacks like data-
oriented programming that corrupt data pointers (as opposed to [31]).

5.2.3 Encrypting Information Assets

Morpheus II encrypts two classes of information assets—code pointers and code—to defend
against remote code execution (RCE) attacks. RCE attacks manipulate program execution
by overwriting code pointers (e.g., return addresses) to redirect the victim program to execute
the malicious code. These attacks may redirect execution to existing code (e.g., return-to-
libc [37] or return-oriented programming [198]) or new code maliciously injected into the
victim’s memory (e.g., buffer overflow on the stack). The ability to identify code sequences
and overwrite code pointers is the key to the successful execution of RCE attacks. Morpheus
II stops these exploits by encrypting the code and code pointers needed by attackers.

Encrypted Code Pointers. In an RCE exploit, an attacker overwrites, forges, or manip-
ulates a code pointer to redirect program execution. With Morpheus, all code pointers are
encrypted all the time, including in the registers, caches, and DRAM. Morpheus II considers
any stored address of a code object to be a “code pointer,” including function pointers, return
addresses, and any addresses stored in memory (e.g., jump tables). Encrypted code pointers
prevent the attacker from directly forging code targets, as generating a valid control target
requires knowledge of the encryption key. Guessing control-flow targets is possible but will
likely result in a program crash due to the garbling property of encryption. Further, strate-
gically manipulating existing pointers requires knowledge of the code layout, which is hard
to obtain when both pointers and code is encrypted. Pointer replay attacks are possible, as
discussed in Section 5.7, but difficult due to Morpheus II churn (§5.2.5).

Encrypted Code. RCE exploits either directly inject instructions into victim memory
or search through victim memory to locate instructions of interest (i.e., code gadgets). By
always encrypting code, it becomes very challenging for attackers to identify code gadgets
or synthesize new code for injection, since both would require knowledge of the encryption
key.
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5.2.4 Isolating Encryption Keys

The cryptographic keys used for encrypting code pointers and code warrant the utmost pro-
tection, as they pose a centralized point of weakness that could compromise the entire system.
To protect encryption keys, Morpheus II employs isolation, stowing all keys in protected stor-
age (similar to Microsoft’s Pluton processor [199]). This key storage is only accessible by
hardware or privileged software, as necessitated to perform key exchange, thereby keeping
encryption keys away from the attackers’ reach.

5.2.5 Preventing Leakage with Randomization

Code and code pointers encryption strips attackers of the information assets needed to syn-
thesize RCE attacks. However, even with strong cryptography, attackers can still infer some
information assets using information leakage mechanisms like side channels. In Morpheus
II, code and code pointers are decrypted to maintain program functionality, leaking related
plaintext information through observable program traces (e.g., memory access patterns and
timing). Every time a code pointer is used to redirect program execution, information about
the true memory address contained in that pointer is leaked via observable program traces.
Likewise, every time an instruction is decrypted and executed, information about the instruc-
tion’s functionality is leaked via timing and contention in the architecture. Clever attackers
could use side-channel analysis or other mechanisms to learn the values of these information
assets.

Morpheus II Churn. To combat information leakage, we introduce the periodic re-keying
of the cryptographic defenses, termed churn , to nullify information an attacker may have
gained via side-channel leakage. After a churn, all instructions and code pointers in the
system take on a new form, ensuring that any valuable information gathered by attackers
since the last churn cycle will be lost. This approach creates high-entropy situations where
attackers are confronted with a system they have never seen before and will never see again.
Churn can be configured to occur periodically or in response to a particular event, such as
a security violation.

5.3 The Morpheus II Secure Architecture

Morpheus II implements its protections detailed in Section 5.2 in hardware to create a
relatively simple and inexpensive defense that can provide durable coverage against exploits.
In this section, we detail the implementation of the Morpheus II defenses on a RISC-V
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Rocket core in-order scalar processor [196] and highlight how our implementation decisions
minimize performance overheads. We prototyped our design on a Xilinx FPGA to determine
its hardware and runtime overheads (§5.4). This open-source processor implementation was
critical for design validation by equipping us to fully specify a system for security researchers
to study. Specifically, this FPGA implementation enabled us to participate in a bug bounty
program, as detailed in Section 5.6.

Instruction Class Example Function

Arithmetic enc_addi rd, rs1, IMM rd = enc(dec(rs1) + IMM)
Relational enc_sleq rd, rs1, rs2 rd = dec(rs1) ≤ dec(rs2)
PC-Relative Jump enc_jal rd, IMM rd = enc(PC+4), PC = PC+IMM
Reg-Relative Jump enc_jalr rd, rs1 rd = enc(PC+4), PC = dec(rs1)

Table 5.1: Morpheus II RISC-V ISA Extension. Morpheus II adds three classes of instructions
to support pointers: i) Encrypted pointer ALU operations, ii) Decrypted pointer relational tests,
and iii) Decrypted unconditional jumps.

5.3.1 Hardware Architecture

Below, we discuss the implementation details of the Morpheus II encryption (Section 5.2.3),
isolation (Section 5.2.4), and randomization (Section 5.2.5) protections, in that order.

5.3.1.1 Encrypted Code Pointers.

Morpheus II protects code pointers by encrypting them in memory and in the register file
using a twelve-round Simon cipher [200, 201]. This version of Simon was chosen be-
cause it could be implemented in a single cycle on our 50 MHz processor, minimizing the
performance impact while providing strong encryption. Hardware extensions to support the
encryption of code pointers are shown in Figure 5.1.

Encrypting code pointers is challenging because the program counter (PC) must be pre-
served to maintain program functionality and correctness. We achieve this by using a RISC-V
ISA extension that implicitly decrypts code pointer arguments prior to forwarding them to
the PC. This ISA extension, shown in Table 5.1, enumerates all possible instructions that
consume or produce code pointers.

The ISA extension preserves functionality for jump instructions that redirect control
flow. To support jump and link register (enc_jalr) instructions, which redirect control to
an encrypted code pointer, Morpheus II decrypts the code pointer in the execute stage of the
pipeline 1 then increments it by the instruction’s immediate. The resultant target address
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Figure 5.1: Morpheus II Architecture. The Morpheus II secure architecture extensions
serve to maintain the correctness of program execution when code pointers and code are encrypted.
The Morpheus II extensions decrypt the target address for register-relative jumps 1 and encrypt
the return address for all control-flow redirections 2 . Instructions are decrypted prior to the
decode stage 3 . These ciphers latencies fit within the current pipeline stages, minimizing runtime
overheads. Compared with the previous Morpheus design (Figure 3.4), Morpheus II greatly reduces
pipeline modifications and memory touchpoints.

is then forwarded to the PC. Jump and link (enc_jal) instructions, which do not use code
pointers, are not modified in Morpheus II as immediates and the PC are not encrypted.
In addition to computing the target address, enc_jal and enc_jalr instructions store the
return address of the control transfer (PC+4) into the destination register. Morpheus II
encrypts this return address prior to writing it to the destination register 2 , maintaining
always-encrypted code pointers.

Finally, encrypted code pointers can be used for arithmetic and relational instructions
to compute new pointer values or make comparisons. Our ISA extension accommodates
code pointer arguments for these instruction classes by automatically decrypting inputs
for pointer arithmetic and relational operations 1 , and re-encrypting results for always-
encrypted pointer ALU operations 2 .
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5.3.1.2 Encrypted Code

Morpheus II also protects code information assets, as discussed in Section 5.2.3, by encrypting
all instructions using a twelve-round Simon cipher [200, 201]. The Morpheus II compilation
process is succeeded by a small software routine that encrypts the ELF binary in preparation
for the Morpheus II architecture. Since we encrypt the program binary after compilation,
this would not be suitable for just-in-time (JIT) compilation. Extensions to support the
encryption of instructions are shown in Figure 5.1.

Encrypting code is challenging because the decode stage of the pipeline needs access to
unencrypted instructions. Thus, Morpheus II decrypts instructions after they are read from
the I-cache, prior to being placed in the fetch queue 3 . This design allows the instructions
remain encrypted in memory while preserving the decode stage functionality. Furthermore,
the decryption of instructions is off the critical path, minimizing performance overhead.

5.3.1.3 Key Management.

Key management, in terms of both ensuring the security of the encryption key and the ef-
ficiency of key exchange, is critical. The Morpheus II runtime encryption key is stored
within a secure, isolated hardware register and is only read during the fixed-latency en-
cryption and decryption operations within the pipeline (Figure 5.1). These registers are
not accessible to software-based addressing and are only read/written implicitly through the
Morpheus II interface (e.g., enc_jalr). To simplify the implementation of our FPGA pro-
totype, Morpheus II encrypts the target binary using a fixed boot-time key stored within
the Morpheus II architecture and known by program developers.2 At load time, the target
binary is re-encrypted under a newly generated runtime encryption key, reconstituting all
instructions in the code segment and all code pointers in the data segment. The logic used
to re-encrypt code at load time is also used to support churn, as described below. Both the
boot-time and runtime key are stored within secure registers and are only utilized during
the fixed-latency cryptographic operations in the pipeline.

5.3.1.4 Preventing Leakage with Randomization (Churn).

In Section 5.2.5, we introduced the concept of churn, or the re-keying of code pointer and
code encryption, to thwart information leakage. Implementing churn is challenging because
locating and re-encrypting all code pointers and instructions in memory requires a significant

2Alternatively, this key could be communicated to the architecture via a hardware-backed public-key
exchange protocol.
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amount of computation.3 To overcome this challenge, Morpheus II takes advantage of the
existing boot process which reconstitutes code pointers and code from the program binary
and encrypts them under a new runtime encryption key. When Morpheus II detects an
exception (e.g., segmentation fault or misaligned instruction fetch), the system is quickly
warm-booted. A new runtime encryption key is generated, and all code and code pointers
are reconstituted under this new key. All code and code pointer information assets now take
a different form than their last instance.

This instantiation of churn cannot re-randomize encrypted assets under running pro-
grams, instead stalling the program during churn updates. However, it avoids the invasive
microarchitectural changes of adding a physical churn unit, as done in the original Morpheus
design [31] (Chapter 3).

5.3.2 Compiling Protected Applications

Program binaries must engage Morpheus’s protections by calling the encrypted code pointer
instructions contained within the Morpheus II ISA extension (Table 5.1). This process is
facilitated by the Morpheus II LLVM compiler. The Morpheus II compiler detects code
pointer provenance and instructions that consume code pointers (e.g., addi), signaling a
backend LLVM pass to emit instructions from the Morpheus II ISA extension accordingly
(e.g., replace addi with enc_addi). Code pointer provenance can occur in two ways: i) The
code address is built during runtime via a sequence of instructions (lui/addi), or ii) The code
address is statically initialized at compile time and stored as a constant in the text segment.
The Morpheus II compiler supports code pointer generation via (i). Supporting code pointers
generated via (ii) is possible but was not necessary because our baseline RISC-V LLVM
compiler does not statically initialize code pointers.4 The Morpheus II compiler appends
these code address generation sequences with an instruction that encrypts the computed
pointer before storing it to memory. This compilation process is succeeded by a small
software routine that uses the Simon block cipher [201] to encrypt instructions in the code
segment under the boot-time key. Morpheus’s protections can apply to both user and kernel
code, given that the binaries are produced by our software toolchain. In our implementation,
we include a protected RISC-V port of the FreeRTOS operating system kernel [202] and the
Newlib C library.

3The original Morpheus II design proposed in [31] used tagged memory to locate code and code pointers
during churn. Tagged memory is complex to implement and incurs significant hardware area overheads.

4The Morpheus II compiler was built atop a defeatured version of RISC-V LLVM that only supports code
pointer generation via (i). At the time, RISC-V LLVM had limited capabilities, including no support for
jump table lowering, motivating this choice.
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Software Accommodations for Encrypted Code and Code Pointers. Expert sys-
tem designers may intentionally manipulate code or code pointers for their benefit. Examples
include self-modifying code and pointer alignment calculations. Traditionally, such manip-
ulation is possible because the abstraction layers are imperfect, allowing compilation- or
ISA-level semantics to be accessible from high-level programming languages. However, run-
ning these programs on the Morpheus II architecture will lead to unintended behaviors or
program crashes, as code and code pointers are now encrypted. Despite these concerns, we
have found cases of programs manipulating code or pointers to be infrequent and trivial to
resolve. During our implementation, only three lines of code in the FreeRTOS assembly files
needed to be changed to accommodate the Morpheus II protections.

5.3.3 Differences From the Original Morpheus Design

Our FPGA-based implementation differs from the original Morpheus design (Chapter 3) in
three notable ways. First, there is no encryption of data pointers. While the Morpheus II
implementation contains the necessary hardware to support data pointer encryption, this
defense requires additional compiler modifications to identify data pointers. We suspect
that data pointer encryption would introduce greater runtime slowdowns due to latencies
involved with data pointer arithmetic. Second, Morpheus II forgoes microarchitectural tag-
ging, instead using an explicit ISA extension to communicate types (e.g., code pointers) to
the architecture. Tagged memory is expensive and requires significant changes across the
microarchitecture. Other hardware security solutions are also moving away from the use of
tagged memory [27]. Finally, the FPGA implements churn only when a security violation
or exception is detected, rather than at a fixed time interval. When coupled with accurate
security detection mechanisms, this implementation of churn is more efficient, lessening the
burden on program runtimes.

5.4 Experimental Methodology

Morpheus II was implemented on an Xilinx UltraScale Plus VCU118 FPGA as an extension
to the RISC-V Rocket core [196], built with the design parameters detailed in Table 5.2. Our
VCU118 FPGA implementation allowed us to analyze the power and area overheads of the
Morpheus II design in more detail. While an FPGA-based implementation is not as fast or
power efficient as a full-custom ASIC implementation, it does offer a hardware realization of
the design under a reasonably short timeline and cost. We measure performance, area and
power costs relative to a baseline design on the same FPGA target. The trends captured in
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these measurements are reflective of an ASIC-based deployment, to a first order, as FPGA-
based overheads are larger than would be seen in an ASIC design. In addition, our detailed
FPGA-based deployment enabled a full-fledged industrial-grade security analysis as part
of DARPA FETT bug bounty program [34], as discussed in Section 5.6. For additional
evaluations of the Morpheus II architecture, please refer to [33].

Architecture RV32IMAC, 50 MHz
Core In-order, 5-stage pipeline
Caches & Memory 4kB I-cache, 4kB D-cache, 2GB DDR4
Devices Ethernet, UART
Morpheus II Crypto 12-Round Simon cipher, 1-cycle

Table 5.2: Morpheus II FPGA Build Specification.

Compiler Support and Benchmarks. We evaluated Morpheus II on a suite of bench-
marks including Coremark [203], MiBench [150], and our SQLite Mock Medical Database
application used for the DARPA FETT program. All benchmarks were compiled using
the Morpheus II LLVM compiler and encrypted accordingly. Benchmarks exhibited mostly
PC-relative jumps (enc_jal) for function calls and register-relative jumps (enc_jalr) for
returns. Our workloads only rarely exhibited arithmetic or relational operations on code
pointers, as such logic is not typical.

5.5 Experimental Results and Evaluation

To measure the performance impacts of Morpheus II, we ran experiments against the
MiBench [150] and Coremark [203] workloads. We also measured the power and area over-
heads of the Morpheus II FPGA extensions using Xilinx Vivado. These experiments are
discussed below.

5.5.1 Runtime Performance Overheads

In our evaluated workloads, the observed runtime performance overheads due to the Mor-
pheus II defenses were negligible (≪1%). Slowdowns due to the Morpheus II protections
occur when: i) A register is decrypted for use in a indirect (register-relative) jump, and ii)
An instruction that is not in the instruction queue is decrypted on a branch mispredict. In
both cases, execution is delayed for one clock cycle due to the latency of the Simon cipher.
Morpheus II churn constitutes additional overheads, but only under a security attack.
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Benchmark Morpheus II Slowdown

Coremark (2000 Iterations) 0.045%
adpcm decode -0.0228%
adpcm encode -0.0239%
aes -0.0018%
basicmath -0.0009%
blowfish -0.0003%
crc -0.0089%
fft -0.0098%
limits 0.0587%
qsort -0.0046%
randmath 0.0016%
rc4 -0.0042%
MiBench Avg -0.0022%

Table 5.3: Performance Slowdown. This table lists the recorded slowdown benchmarks running
atop Morpheus II compared to an unprotected baseline. Differences between the two architectures
are negligible, with a majority of applications actually experiencing a slight speedup (<0.01%)
on Morpheus. This speedup can be attributed to system noise or the fact that Morpheus’ re-
randomization prefetches code and pointers into the cache.

Table 5.4 compares the performance of Morpheus II with the baseline system on SQL
queries run on M3DB, a synthetic database containing information on COVID-19 patient
outcomes. The platform generates the database with random data entries at boot time and
receives and responds to SQL queries on this database via a REST interface. The table
shows minuscule differences between the average execution times for a few sample queries
on the baseline system and Morpheus II. The differences are within the bounds of run-to-
run variations, showing that Morpheus II does not add any performance penalties for the
database application.

5.5.2 Power and Area Overheads

The power and area overheads of the Morpheus II architectural modifications were measured
using Xilinx Vivado over the Rocket core baseline [196]. These measurements are represen-
tative of the amount of overhead this design is experiencing due to addition of Morpheus
II defenses. The power increase due to the extra logic and ciphers was only 0.21% for the
entire Rocket Core design, including the DRAM controller and the XDMA PCIE bus con-
troller. Area overheads were uniformly low, at 1.29% for LUT (logic) resources and 0.06%
for registers.
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Database Query Average Execution Time (seconds) 95% Confidence Intervals

Baseline Morpheus II ∆ Baseline Morpheus II

HELP Page 0.0244 0.0254 0.0010 0.1047 0.161
avg(Recovered) 1.5293 1.5648 0.0355 0.0248 0.0728
avg(TestPositive) 1.5310 1.5504 0.0194 0.0551 0.0371
avg(RecentTravel) 1.5382 1.5281 -0.0101 0.0265 0.0286
avg(RecentTravel) where (gender==M") 1.4663 1.5158 0.0495 0.0680 0.0449
avg(RecentTravel) where (zipcode==48105
&& gender==\"M\" && reqvent==1)

1.0349 1.0662 0.0313 0.0042 0.0305

Table 5.4: Runtime of Evaluated Database Queries. We evaluated the performance overheads
of various queries on our SQL database application deployed in the DARPA FETT challenge. The
differences in execution time are within the bounds of run-to-run variations, demonstrating that
Morpheus II has negligable performance impacts on the system.

5.6 Security Analysis

In designing Morpheus, our thesis was that protecting information assets provided a more
durable approach to stopping known and unknown attacks. We had the opportunity to test
this hypothesis through participation in DARPA’s Finding Exploits to Thwart Tampering
(FETT) Bug Bounty challenge [34]. In this section, we detail the FETT challenge and
additional security analysis of Morpheus.

5.6.1 Qualitative Discussion of Security Against Common Attacks

Next, we describe additional modern attacks and how Morpheus II would prevent them.

ROP. To dispatch ROP gadgets, a memory corruption vulnerability is exploited to over-
write a return address with a code pointer. In Morpheus II, this pointer is encrypted, barring
the synthesis of an attack. Variants of ROP that exploit other control-flow statements, like
jump-oriented programming [67], also fall under this category.

JIT-ROP. JIT ROP attacks [23, 204] utilize gadgets generated by the just-in-time compiler
based on attacker controlled inputs. If Morpheus II was extended to generate encrypted JIT
code, an attacker would not be able to disclose the plaintext code needed to mount the attack
in [23]. While [204] does not rely on disclosing plaintext code, the encrypted code pointers
in Morpheus II would prevent a successful attack.

COOP. Counterfeit Object-Oriented Programming (COOP) [205] is an advanced code-
reuse attack that relies on chaining gadgets from the C++ virtual function table. Morpheus
II stops COOP by preventing injection of counterfeit objects (code encryption) and requiring
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the attacker to forge encrypted pointers for the addresses of gadgets in existing objects (code
pointer encryption).

5.6.2 Bug Bounty Deployment

In the summer of 2020, the Morpheus II secure architecture was entered into the DARPA
FETT challenge [34], run by Synack, along with six additional secure CPU designs from the
DARPA SSITH program [206]. FireSim [207] was adapted to provide a test harness for the
challenge, enabling crowd-sourced security researchers to spin up an Amazon AWS F1 FPGA
cloud instance containing Morpheus II or another DARPA SSITH secure core to attack.

All teams in the DARPA FETT program were required to provide a challenge appli-
cation with known software vulnerabilities. The Morpheus II challenge application was a
SQLite Mock Medical Database (M3DB) containing faux COVID-19 patient data running
on a FreeRTOS web server. The real-time operating system, full network stack, and sensi-
tive medical database were all fully protected by the Morpheus II architecture. The M3DB
application accepted queries for patient data via a network-facing REST interface. As the
strongest test to any defense comes under the situation where the attacker has full knowledge
of the system implementation, security researchers participating in the FETT challenge were
given access to Morpheus II implementation details and the software running on it, with the
exception of the boot-time and runtime encryption keys. For an attack to be considered
successful, researchers had to penetrate the M3DB database to modify or exfiltrate patient
data. While Morpheus II was designed to defend against RCE attacks (Section 5.2.2), any
software-driven exploit that achieved this goal was allowed.

During the FETT Challenge, the Morpheus II target engaged 535 security researchers,
enduring three months of penetration attempts. Despite being the second most attacked
target in the FETT program, the Morpheus II target was never penetrated and no
exploitable vulnerabilities were discovered. DARPA disclosed that researchers had
discovered 10 vulnerabilities across the six other targets [34]. Morpheus’ exceptional perfor-
mance in the FETT challenge received widespread attention in the press (e.g., [208]).

5.6.3 CWE Evaluation

Morpheus II provides broad coverage of exploits and vulnerabilities by protecting two critical
information assets—code pointers and code. In this section, we return to this claim and
analyze the performance of Morpheus II against different CWE classes.

We derived a set of bare-metal tests that implement attacks from several CWE classes,
shown in Table 5.5. Morpheus’s code and code pointer encryption mechanisms were able to
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CWE Class Assets Result

CWE-121: Stack-based Buffer Overflow CP Stopped
CWE-416: Use After Free CP Stopped
CWE-94: Improper Control of Generation of Code C, CP Stopped
CWE-190: Integer Overflow or Wraparound C, CP Stopped
CWE-257: Storing Passwords in a Recoverable Format D Successful
CWE-209: Information Exposure through an Error Message DP Successful

Table 5.5: CWEs Evaluated on Morpheus. This table lists CWE classes and information
assets they exploit, denoted as representation of code (C), code pointers (CP), data pointers (DP),
or data (D). Morpheus II did not stop CWEs that used data or data pointers, as it does not protect
these assets.

successfully thwart all weakness that required access to these assets. Morpheus II failed to
defend against attacks that exploited only data or data pointers, since our design does not
protect these assets (i.e., CWE-257 and CWE-209). However, there is nothing fundamentally
difficult in protecting these additional information assets. The Morpheus II approach can
be applied broadly. Hardware extensions that encrypt and obfuscate data and data pointers
can prevent additional exploits, and our upcoming work is focusing on this implementation.

5.6.4 Attacking Morpheus II

5.6.4.1 Derandomization through Side Channels

Since brute-force attacks on Morpheus II cryptography are infeasible, attackers must resort
to side channels to leak information. Encryption keys are stored in the hardware, and
only utilized during the fixed-latency encryption and decryption within the pipeline. In
addition, micro-architectural structures like caches never hold plaintext pointer values as
they never leave the pipeline unencrypted. Similarly, cold-boot attacks on DRAM or disk
are unsuccessful as pointer values are fully encrypted throughout the system.

5.6.4.2 Derandomization through Blind-ROP

For further security analysis, we performed our own penetration testing by exploring the
utility of Blind Return Oriented Programming (BROP) [24] attacks on the M3DB appli-
cation. The BROP approach is suitable for attacking closed-source proprietary services
with non-public binaries. BROP requires a stack overflow vulnerability and a service which
restarts after a crash (for example, a web server or a database application), both of which
are represented in the Morpheus II-protected M3DB target application. The attack works
by first breaking Address Space Layout Randomization (ASLR) and then finding remote
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gadgets to call a write() function, which leaks the binary from the memory to the attacker
over the network. The attacker then performs a conventional ROP attack using knowledge
of the leaked binary. [24] provides further details about the various gadgets required for a
successful BROP attack.

For the baseline system without Morpheus II protections, scanning for a particular ROP
gadget from known start of code range until known start of stack takes about 57,500 tries.
The attacker runs curl to send address that can overflow on stack. Given how the application
is designed, it takes the attacker 1.29 seconds to determine that the attempt was unsuccessful.
Moreover, each unsuccessful attempt causes a soft reboot which has a latency of 13.6s for
the 50 MHz frequency of the platform. It would thus take almost 10 days to probe just for
a single ROP gadget. Note that the M3DB web server supports 20 requests in parallel, but
unsuccessful requests must be tried sequentially while the application performs a soft reboot.
After guessing the correct address, the attacker successfully executes the gadget.

Once Morpheus II protections are turned on, the attacker must guess the encrypted
address of any and all gadgets required to break ASLR, execute write, and then execute
ROP from the full 32-bit address range. Since the encryption key changes at warm boots
(re-randomizing all key assets which BROP expects to be static across reboots [24]), each
attempt at an BROP will be a pure random guess into the 32-bit address space. Given that
the expected number of trials (of a Bernoulli process) for a domain of size N is N trials, a
successful BROP attack will require approximately 4 billion attempts for each gadget. With
each attempt taking 14.89 seconds, one would expect an expected latency for this attack of
nearly 2000 years! In addition, any attempts which crash the system would need to restart
the entire probe process, and wait for the M3DB application to restart, further delaying the
attempted hack.

5.7 Discussion and Limitations

The Morpheus II toolchain does not statically initialize code pointers or support just-in-time
(JIT) compilation. Support for these features is possible but is not included in our current
software toolchain.

Morpheus II addresses a small subset of the information asset landscape, only guard-
ing against attacks that directly manipulate code or code pointers. Morpheus II does not
defend against attacks that exploit other assets, as stated in Section 5.2.2. If an attacker
has a known encrypted code pointer, Morpheus II does not obstruct a replay of that code
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pointer within the same churn period (termed a pointer replay attack).5 Without a pointer
disclosure, committing a pointer replay attack is non-trivial. Knowledge of the code layout
from the program binary is not enough to synthesize a replay attack since code pointers
must be encrypted under the current key. If an attacker attempted to guess the key or
encrypted pointer, they would likely trigger a program fault, initiating a churn cycle and
re-randomizing the system. We view Morpheus II’s performance in the FETT bug bounty
program as significant evidence that replay attacks are challenging to commit on the Mor-
pheus II architecture. To better guard against replay attacks or prevent long-lived keys, a
periodic churn cycle could be used, as done in [31]. Code layout randomization could also
be layered with Morpheus II to complicate efforts to learn code addresses from the program
binary.

5.8 Related Work

Morpheus is one of many proposed defenses that use encryption or other techniques to
protect information assets. Below, we detail additional related work that achieves security
by protecting code and pointer information assets.

Protecting Code Contents. Defenses protect code and its contents by either encrypting
the program binary or obfuscating its contents. Instruction Set Randomization (ISR) [72, 73]
and related techniques [81, 82] randomize the representation of code at either compile-time
or load-time to thwart attacks that leverage code injection or gadget discovery. Morpheus
similarly encrypts instructions in the victim binary [31, 33], but does so with a strong cipher
that is re-keyed at runtime.

Rather than obfuscating code representation, other techniques prevent code access or ob-
fuscate code contents. Execute-no-Read (XnR) [92] restricts read access for code altogether,
enforcing permissions for code pointers and data pointers to prevent software from reading
code. Subsequent work [93] integrated this technique with existing mitigations that random-
ize jump targets (i.e., [90, 91]) to efficiently mitigate both direct and indirect forms of code
gadget discovery.6 Polyverse [63] randomizes program behavior, including register usage,

5The original Morpheus design (Chapter 3) does prevent replay attacks since code pointers are encrypted
using their effective address as a tweak.

6Many defenses protect both code contents and the addresses of code objects or representation of pointers,
as these information assets are closely intertwined. Namely, obfuscating code contents indirectly helps protect
code addresses, as addresses cannot be learned from analyzing the program binary. Further, pointer defenses
can be broken if code is exposed, since direct and indirect jumps in the program binary leak plaintext pointer
values. Thus, these techniques are often combined.
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function locations, import tables, and other targets. Each binary produced by Polyverse is
unique yet preserves the semantics of the intended program, effectively obfuscating critical
attack assets like code layout and behavior.

Encrypting Code Pointers. Techniques like PointGuard [28], StackGhost [209], and
Cryptographic Capability Computing (C3) [27] leverage encrypted code pointers or data
pointers to insulate applications from from attack.

PNS [210] implements strong-encryption of code pointers, like Morpheus II, utilizing spe-
cial instructions for encryption and decryption. Morpheus II instead implements encrypted
variants of existing address generation and jump instructions, removing the extra overhead
of instructions specifically for encryption and decryption. However, Morpheus II requires
recompilation while PNS can implement partial protections using binary instrumentation.
Concurrent work ZeRØ [211] uses special instructions to provide code and data pointer in-
tegrity with negligible performance overhead. Compared to Morpheus II, ZeRØ lacks code
protections and has higher area and power overheads due to cache modifications needed to
track pointers.

Protecting Memory Pointers and Addressing Defenses have also randomized the lo-
cation of code and data objects as a mechanism to protect pointers. There is a significant
body of work focusing on randomizing memory locations to obfuscate the addresses of code
and/or data objects. The seminal work on Address Space Layout Randomization (ASLR) [5]
shifts the location of the stack, heap, and code in memory at load time, hardening the ac-
quisition of related information assets. Subsequent ASLR-variants sought to re-randomize
the location of object more dynamically, such as after every kernel I/O operation [57], pro-
cesses fork [58], or periodically [12, 31]. Other approaches have taken a more fine-grained
approach to memory randomization by reordering basic blocks [59], functions [12], and stack
contents [95], or by directly inflating the address space to obfuscate relative distances [32].

Related protections that target vulnerability classes focus on guaranteeing pointer in-
tegrity or enforcing memory safety (i.e., detecting when pointers are corrupted) [60, 76,
212, 213]. Under these defenses, pointer assets are still readable but cannot be overwritten,
thereby preventing many existing attack avenues that use pointer manipulation. Control-
Flow Integrity (CFI) [61] further restricts the usage of pointers in constructing exploits as
it validates all control transfers against the program’s control-flow graph. From an informa-
tion asset perspective, CFI restricts the domain of valid code pointers for a particular jump
instruction to that specified by the programmer. CFI’s high performance overheads have
motivated coarse-grained variants that proved to be susceptible to attackers [62].
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5.9 Chapter Summary

Hardware defenses are uniquely positioned to protect critical information assets exploited by
attackers. With Morpheus, we demonstrate the power of hardware defenses to provide broad
coverage over the attack landscape through a few simple mechanisms. Morpheus II defends
against remote code execution attacks by encrypting and periodically re-randomizing code
pointers and code in hardware, stripping attackers of the information needed to synthesize
an exploit. To test the validity of design, we built and deployed Morpheus II on an FPGA-
based system that was attacked by over 500 security researchers, all of whom were unable
to infiltrate our design [34]. Morpheus II accomplishes this with negligible performance
impact and less than 2% area overheads, establishing it as a lightweight but durable security
mechanism. Morpheus II demonstrates the ability of hardware defenses to provide coverage
of the attack landscape by encrypting a few critical information assets. Further, the success of
Morpheus II in the FETT challenge demonstrates the applicability and promise of encrypted
architectures more broadly.
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CHAPTER 6

Interlude: From Security to Privacy

In the second half of this dissertation, we pivot from protecting code and pointers to protect-
ing sensitive data. This shift is a confluence of multiple considerations, which we summarize
below. The following chapters continue to embody our focus on protecting information as-
sets, except we now turn to defend the asset that many attacks aim to exfiltrate—data.
Further, our research continues to embrace vulnerability-agnostic design, as vulnerabilities
can be present in system software yet cannot compromise data privacy.

• Reflecting on Morpheus: Our approach to guarding against control-flow attacks
evolved to encrypting code and code pointers in the pipeline. This design of Morpheus II
was demonstrated to be powerful not only for stopping control-flow attacks but also other
attacks that leverage code and pointers when it outlasted its peers in a three-month bug
bounty program that engaged over five-hundred security researchers [34, 208, 214, 215].
This result inspired us to question what else Morpheus II could be used for. Morpheus [31]
originally categorized memory values into four domains: code, code pointers, data pointers,
and data. While we had studied the first three, we had not yet considered how encryption
protections could be applied to data values.

• The Rise of Homomorphic Encryption: As Morpheus II is engaged in the FETT
challenge, homomorphic encryption (HE) is garnering more and more attention from the
security community. HE is a class of cryptographic algorithms that preserve operations
performed on ciphertexts after decryption. HE imbues systems with the ability to com-
pute directly on ciphertext values, thereby never exposing plaintexts or keys to untrusted
software. As a result, HE is regarded as the holy grail of data privacy. However, it does
not come without cost. HE has extensive performance overheads that often exceed many
orders-of-magnitude. These exorbitant overheads are the focus of a large body of ongoing
research. Yet, potential alternatives also warrant consideration. As we watch the Mor-
pheus II encrypted architecture excel, we see great potential for it to be applied to privacy
to build an efficient alternative to HE.
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• Resilience from Side Channels: While Morpheus and DDAS provide strong security
guarantees against control-flow attacks, their designs inherently leak information through
side channels. These architectures maintain a native, unprotected program counter (PC).
Code pointers are decrypted or translated before being loaded into the PC, which is then
used to index the I-cache. Such accesses are measurable via timing side channels (e.g.,
[101]), thereby leaking the value of the protected code pointers. Similarly, encrypted code
leaks through contention for pipeline functional units and encrypted data pointers leak
through D-cache lookups. Morpheus and DDAS leverage re-randomization to thwart this
leakage. But, this approach is statistical and has been shown to only add one “bit of
entropy” to the system [89]. Moreover, side channels that leak information via measurable
state (e.g., timing) are inherent to the design of modern microarchitectures. Any secu-
rity defenses layered atop these vulnerable microarchitectural structures are susceptible
to side-channel attacks. To ensure defenses are insulated from side-channel attacks, we
must build resilience from the ground up, rather than try to remediate it later. Custom
microarchitecture designs enable this approach.

• Considering Trust in Hardware: While we can mimic the goals of HE with encrypted
architectures, a user must ultimately trust the hardware or at least a small portion of
it. We believe that trust in hardware can readily be established. Furthermore, if our
design is small enough, formal verification techniques could be used to establish this trust.
Current architectural approaches are very difficult to formally reason about [216]. To
prove the security guarantees of a system like Intel SGX, one must model all processor
features that expose registers. Not only is this infeasible, but any modifications to the
architecture would invalidate this security proof. Rather, we aim to shrink the footprint,
or root-of-trust (RoT), of our architectural extensions, hoping that this may lead to formal
verification opportunities that will provide confidence in our hardware-based approach.

A Leap of Faith. As we reminisced on the success and trajectory of our defenses tar-
geting control-flow attacks, we began to consider the quote that opens the introduction of
this dissertation: “Are we crazy enough to put encryption in the pipeline?” In response,
the answer was not an astounding yes but more of “One toe on board.” Informed by Mor-
pheus, we began to explore how trusted hardware can provide comprehensive data privacy
in a wholly untrusted or vulnerable software environment. Our simple yet powerful design,
termed Sequestered Encryption (SE), encrypts data using strong ciphers like AES-128 with
reasonable overheads (<2.5× after optimizations). The following chapters detail our design
of this architecture that encrypts data in use and our work to remediate its overheads.
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CHAPTER 7

Architectural Approaches to
Encrypting Data In Use

While Morpheus and DDAS provide strong security guarantees against control-flow attacks,
their designs inherently leak information through side channels, as both defenses maintain
an unprotected program counter (PC). Motivated to address these limitations, I began to
explore how trusted hardware can protect data comprehensively and without side-channel
leakage. We present Sequestered Encryption (SE)—a hardware technique for data privacy
that sequesters sensitive plaintext data into a small hardware root of trust and encrypts this
data in all external microarchitectural structures, thereby rendering secret values inaccessible
to software. SE takes a similar approach to Morpheus by encrypting its targeted information
asset. However, unlike Morpheus, it never exposes decrypted values to side channels or
other leakage mechanisms. Thus, it does not require runtime re-randomization to thwart
attacks. This design also avoids the significant implementation overheads associated with
re-randomization, as we see in DDAS and the original Morpheus publication [31]. SE achieves
∼36× performance slowdowns on average compared to native execution. We find that these
overheads scale proportionally with the latency of the encryption scheme, as the Simon
cipher, which takes half as many cycles, incurs overheads of 19× on average. While SE is
more performant than existing approaches, we see additional opportunities to optimize our
design. In Chapter 8, we detail architectural optimizations that demonstrate that SE can
emerge as a dynamic, expressive, and performant data privacy solution.

The research presented in this chapter has been published in:

[35] Lauren Biernacki, Meron Zerihun Demissie, Kidus Birkayehu Workneh, Fitsum Assamnew
Andargie, Todd Austin. “Sequestered Encryption: A Hardware Technique
for Comprehensive Data Privacy,” 2022 IEEE International Symposium
on Secure and Private Execution Environment Design (SEED), 2022. DOI:
10.1109/SEED55351.2022.00014.
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7.1 Introduction

The task of securing private data is one of the great challenges of modern information
systems. Security vulnerabilities are expected to be present in complex systems software,
yet such systems are trusted to process sensitive user data. As a result, data breaches
have become pervasive. In 2020, IBM estimated that public web servers have a 1-in-4
chance of being penetrated in any given year, with each breach costing an average US$3M
to recover [217]. This, coupled with recent advances in data exfiltration (e.g., Spectre [16]),
has brought data privacy to the forefront of system design concerns.

Insulating complex systems and cloud applications from attack is challenging due to
the pervasiveness of software vulnerabilities. It is simply insurmountable to adequately
eliminate all software vulnerabilities, and therefore imprudent to rely on software to protect
user data. Vulnerability-tolerant secure architectures like Morpheus [31, 33] show promise at
maintaining system security despite pervasive software errors. However, Morpheus’ bounded
threat model cannot prevent attacks that require other, unprotected information assets.
Thus, these attacks could still be used to exfiltrate sensitive user data.

An alternative solution to relying on security protections is to uphold data confiden-
tiality, even in the presence of vulnerable or compromised software . Effectively,
this would mean repurposing secure architectures to protect data directly. Homomorphic
encryption (HE) is the only present technique that achieves this goal by imbuing systems
with the ability to compute directly on ciphertext values. These cryptographic schemes be-
have as homomorphisms between the plaintext and ciphertext spaces, preserving operations
performed on ciphertext values after decryption (e.g., ENC(x) + ENC(y) = ENC(x + y)). An
application that leverages HE can compute on data without needing access to encryption
keys or sensitive plaintext values. Thus, even if the application is compromised, its data
will not be exposed, as plaintext values do not exist within the system. While HE has made
breakthroughs in providing comprehensive data privacy, its limited multiplicative depth has
remained the main practical limitation, bounding the scheme’s expressiveness, exacerbating
performance overheads, and ultimately inhibiting adoption.

The escalation of data breaches and shortcomings of HE warrant alternative solutions
for providing comprehensive data privacy. Trusted hardware is uniquely positioned to ad-
minister data privacy, especially in the presence of vulnerable software, as it underlies all
software abstractions and can be applied systematically, regardless of program-level seman-
tics. Furthermore, hardware techniques have seen widespread adoption for providing secure
key storage, isolated execution, and code integrity (e.g., Intel SGX [216, 218]), demonstrating
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Figure 7.1: Sequestered Encryption Usage Model. We consider a data owner who wants to
take advantage of an online service but does not trust this service with their data. The data owner
can encrypt their data and access key with a standard encryption technology in a way that only
grants access to the trusted hardware within the data user’s server. Regardless of whether the data
user is honorable, the owner’s data remains confidential.

a willingness to place trust in hardware.1

In this work, we explore how trusted hardware can provide data confidentiality in the
presence of vulnerable software while achieving practical performance overheads. We in-
troduce Sequestered Encryption (SE)—a hardware capability that computes directly on
encrypted data in the microarchitecture while isolating related sensitive plaintext values from
software. Specifically, SE sequesters sensitive plaintext data into a small trusted hardware
unit (termed the SE unit) and, in turn, encrypts this sensitive data everywhere outside
the SE unit, including in the register file and other microarchitecture structures. With this
approach, no sensitive plaintext values exist in any software-accessible state , sig-
nificantly reducing the attack surface. Further, this approach drastically shrinks the trusted
computing base compared to other hardware defenses since users only need to trust the small
SE unit hardware, which lends itself to formal verification.

Use Cases. SE is designed to provide confidentiality for data processed in an untrusted
or potentially vulnerable environment. Thus, SE is suited for cloud services processing
third-party data on a public web server or another untrusted cloud-based platform, or in an
environment co-located with untrusted processes. In these settings, third-party data can be

1Trusted execution environments (TEEs) do not guarantee data privacy in the presence of vulnerable
software, as they typically trust some software components and exclude timing side channels from their treat
models. These choices leave them vulnerable to attack [118, 219, 220, 221].
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encrypted in a trusted, client-side environment and offloaded to the server for computation.
This usage model is illustrated in Figure 7.1.

7.1.1 Chapter Contributions

We believe that architectural approaches can emerge as comprehensive data privacy solutions
that possess zero software trust while being dynamic, expressive, and performant. In support
of this argument, this chapter makes the following contributions:

• We present Sequestered Encryption (SE)—a hardware capability that provides compre-
hensive data privacy by removing all sensitive plaintext values from software-accessible
architectural state.

• We demonstrate that our solution is expressive by evaluating a diverse set of 21 work-
loads in our analysis.

• We provide a detailed evaluation of the performance overheads of our designs. We find
that encryption latencies have a near-linear impact on the overheads of SE.

• We demonstrate that our proposed SE design is resilient to cryptanalysis and timing
side channels.

In Section 7.2, we introduce Sequestered Encryption (SE) and describe our security goals
and threat model. In Section 7.3, we present the architecture and microarchitecture of SE.
We then discuss the software interfaces in Section 7.4 before presenting our evaluation in
Section 7.5 through Section 7.7. Finally, we discuss related works in Section 7.9 and conclude
in Section 7.10.

7.2 Protecting Data In Use with Sequestered Encryption

(SE)

Sequestered Encryption (SE) is a hardware capability that computes directly on encrypted
data in the microarchitecture while isolating related sensitive plaintext values from software.
Specifically, SE sequesters sensitive plaintext data into a small trusted hardware unit (termed
the SE unit) and, in turn, encrypts this sensitive data everywhere outside the SE unit, in-
cluding in the register file and other microarchitecture structures. With this approach, no
sensitive plaintext values exist in any software-accessible architectural state, significantly
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Figure 7.2: Simple Design of Sequestered Encryption Functional Unit. A simple im-
plementation of SE is an arithmetic logic unit (ALU) fitted with cryptographic engines. Data
decryption, computation, and re-encryption are done as one atomic operation between two latches.
The computation is selected by a public control signal.

reducing the attack surface. We assume that the data encryption scheme ensures the con-
fidentiality of ciphertext values stored outside of the SE unit.2 Under this assumption,
ciphertexts can persist in unverified or leaky hardware structures at no risk to data con-
fidentiality. Decryption capabilities and keys are isolated within the SE unit, permitting
the unit to process encrypted values while ensuring that the SE unit is the only hardware
structure that can access sensitive plaintext values via decryption.

Our architecture design (§7.3) implements SE as a small hardware functional unit embed-
ded within the pipeline. As a result of this design, operations can be dispatched to the SE
unit on a per-instruction basis, enabling tight interleaving of secret and non-secret compu-
tation and minimizing overheads. Our microarchitecture design (§7.3.3) ensures that i) No
sensitive plaintexts within the SE unit are exposed outside of it, and ii) Any operation (or
sequence of operations) performed within the SE unit is free of timing side channels. Con-
ceptually, the simplest design of the SE unit is an arithmetic logic unit (ALU) fitted with
cryptographic engines, as shown in Figure 7.2. When instructions are dispatched to this unit,
the input operands are decrypted, a single operation is computed (e.g., addition), and the
result is re-encrypted between two latches. While this design is uncomplicated, encryption
latencies exist on the critical path, warranting performance optimizations. In this chapter,
we present and evaluate a stateless atomic implementation of the SE Unit (Figure 7.2). In
Chapter 8, we present a stateful optimized implementation that serves to reduce the exposed
latencies of runtime encryption operations. Below, we discuss the security goals that guide
our design and optimization of SE before discussing our implementation in Sections 7.3.

2The data encryption scheme is parameterizable and can be chosen to match the performance-security
needs of the system.
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7.2.1 Security Goals

Our goal is to maintain the confidentiality of a user’s secret data in the presence of untrusted
software. For clarity, we refer to this user as the data owner in the remainder of this text.
In our intended use case, this data owner is the client offloading their data to a server for
computation. Secret data is the plaintext value of any program variable explicitly denoted
as “Private” and encrypted by the data owner. All other program data is assumed to be
non-secret, including code contents and ciphertext values, as we assume that the adversary
can easily infiltrate the software processing the data (§7.2.2). Specifically, we adopt the
following definitions:

• Secret Data: Plaintext values of program variables denoted as Private

• Non-Secret Data: Ciphertext values of program variables denoted as Private; Plain-
text values of program variables not denoted as Private; Constant values and instruction
immediates; Instructions and instruction properties (e.g., data dependencies, instruction
addresses)

Our security goal aims to maintain the confidentiality of secret data on the server under
two potential threats: secret data disclosure and secret-data-dependent timing . To
achieve this goal, we encrypt the representation of secret data values (I-9). The plaintext
values of secret data can never be exposed outside of the SE unit or downgraded to non-
secret. Only the data owner can decrypt and release their data after receiving a response
from the server. To protect against secret-data-dependent timing, the timing of the SE unit
must be independent of the plaintext values of secret data (I-11). Together, these goals
prevent adversaries from directly learning secret data or inferring it via timing, control, or
memory side channels.

7.2.2 Threat Model

We assume a software-based adversary that can exploit the vulnerabilities expected in sys-
tems software to gain full system access. In particular, we assume that an attacker can
compromise any operating system or hypervisor present on the machine and launch mali-
cious code in user or privileged mode. The attacker has complete knowledge of the machine’s
software, architecture, and microarchitecture, including the SE enclave, but does not have
knowledge of secret key information. The attacker can passively analyze system data, directly
access register and memory values, and mount active attacks (e.g., install software to load
and compute directly on secret data). The attacker can also exploit precise hardware timers,
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speculative state, and shared microarchitectural state that is accessible via software-based
attacks (e.g., Spectre [16]).

Within the context of our usage model, this threat model considers a cloud service that
is actively malicious, is compromised by a remote attacker, or is hosted by a malicious
administrator or service provider. The goal of this adversary is to steal secret data that is
present on the device.

Root of Trust. To be assured of the confidentiality of their secret data, the data owner
must trust that the SE unit hardware is implemented in a secure and bug-free manner. The
data owner must also trust attestation and key exchange with the SE hardware located on
the server. However, the data owner does not need to trust any hardware outside of the
SE unit (e.g., speculation logic, memory, etc.) or any software running on the SE device,
including the operating system.

SE is unique in that its trusted computing base (TCB) is small and contains no software.
Additionally, trust in the SE hardware can readily be established as SE’s compact design
lends itself to formal design validation.

Non-Goals. We assume the adversary does not have physical access to the machine and
therefore cannot leverage physical attacks, physical side channels (e.g., power), or transistor-
scale voltage measurement (e.g., focused ion beam sensing). Additionally, we assume that
the SE unit hardware is implemented correctly and is free of hardware Trojans. SE does not
protect the integrity of code or memory since we assume our attacker has unlimited ability
to manipulate computation. Finally, we exclude attacks that target data not denoted as
private and not encrypted by the data owner.

7.2.3 Novelty of Proposed Approach

SE is a novel hardware technique characterized by its comprehensive use of encryption and
minimal trusted computing base (TCB). Hardware defense techniques have mainly employed
permissions checking (e.g., Intel SGX [218]), physical isolation (e.g., Ascend [222]), and iso-
lation through the flushing and partitioning of shared structures (e.g., MI6 [126]). Some
hardware defenses do use encryption to protect program data, code, or pointers. How-
ever, these approaches lack comprehensiveness, as they decrypt values at the processor-cache
boundary [27, 28], with many stopping further down the memory hierarchy [31, 218, 223].
For example, while Intel SGX does use memory encryption, it sits at the edge of the on-
chip memory hierarchy and, therefore, is unable to protect enclave memory from software
attacks [216].
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SE’s compact functional unit design results in a significant reduction in the overall TCB
compared to other hardware defense mechanisms (§7.2.2). This minimal design lends itself to
formal verification. As noted by prior work [216], formally reasoning about enclaves like Intel
SGX is presumably infeasible as any proof would have to model all processor features that
expose registers. Further, such work would be short-lived as any architectural modifications
would invalidate this security proof. In contrast, SE’s compact design is independent of
many pipeline structures, avoiding these deficiencies.

While SE leverages similar defense mechanisms to the hardware techniques mentioned
above, its security goals and threat model are significantly different. Namely, trusted ex-
ecution environments (TEEs) and other secure enclaves are designed to maintain program
integrity, often disregard side channels [120, 216, 221], and assume either a trusted operating
system or application software [219, 220]. SE focuses solely on guaranteeing data confiden-
tiality from both direct disclosures and timing side channels in a wholly untrusted software
environment. For these reasons, the goals and threat model of SE are more closely related
to homomorphic encryption (HE). HE has a smaller TCB than SE, since HE trusts only the
cryptography itself. However, SE trades this trust in the SE hardware to build a solution
that is more dynamic, expressive, and performant (§8.4.2), addressing many of the core issues
that have inhibited HE’s adoption [224, 225].

7.3 The Sequestered Encryption Architecture

Sequestered Encryption (SE) is a hardware capability that protects the confidentiality of
secret data by sequestering all sensitive plaintexts into the trusted SE unit and encrypting
these values in all other hardware structures. SE is architected as a small hardware functional
unit embedded within the execute state of the pipeline. The interfaces to the SE unit are
implemented as an instruction set extension such that all outputs are encrypted and all timing
is independent of secret data, thereby thwarting attacks that attempt to leak or infer sensitive
plaintext values. In this section, we discuss the architecture of the SE unit—its functionality
and instruction-level interfaces—and our stateless microarchitecture implementation.

7.3.1 Hardware Architecture

We implement SE as a hardware functional unit embedded within the execute stage of the
x86 pipeline, as shown in Figure 7.3. The SE unit is commanded via an extension to the
x86-64 instruction set architecture (ISA), summarized in Table 7.1. When the processor
decodes an instruction from the SE ISA extension, the instruction is dispatched to the SE
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Figure 7.3: Sequestered Encryption Architecture. Sequestered Encryption (SE) is archi-
tected as a functional unit that processes instructions belonging to the SE ISA Extension (Table 7.1).
Thus, the x86-64 core is extended with an SE functional unit that computes on encrypted source
operands 1 . In addition, the register file is extended to accommodate 128-bit encrypted data types.
No other modifications to the memory system are made.

unit for processing. The instruction opcode indicates the format of the source operands
(e.g., ciphertext-plaintext) and the operation for the SE unit to perform (e.g., addition).
This process mirrors how native x86-64 instructions are dispatched to functional units in the
execute stage of the pipeline.

The processor and its software perceive the SE unit as a black box that receives control
signals and data inputs and produces a result. Like other pipeline functional units (e.g., the
ALU), software is unable to access any microarchitectural state within the SE unit but can
read the SE unit’s inputs and outputs and time its overall latency. By designing the SE
microarchitecture to encrypt all outputs and have deterministic timing, we ensure that any
software-observable values do not compromise the confidentiality of the secret data processed
within the SE unit.
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Instruction Class Example Semantics

Arithmetic enc_add x, y, z x = enc(dec(y) + dec(z))
Relational enc_sleq x, y, z x = enc(dec(y) ≤ dec(z))
Boolean enc_and x, y, z x = enc(dec(y) & dec(z))
Conditional Move enc_cmov x, y, z x = enc(dec(y) ? dec(x) : dec(z))
Memory Access enc_mov [x] →y mov [x]→y; mov [x+0x8]→y

Table 7.1: Sequestered Encryption ISA Extension. The x86-64 ISA extension facilitates
encrypted computation of arithmetic, relational, and Boolean operators and conditional moves
within the SE unit. Loads and stores of encrypted values (enc_mov) are decomposed into two 64-bit
mov micro-ops, as discussed in Section 7.3.1.2.

7.3.1.1 Source Operands

The SE unit accepts source operands in multiple formats, as the SE ISA extension supports
ciphertext-ciphertext, ciphertext-plaintext, and ciphertext-immediate inputs. Ciphertext
inputs are expected to have the format illustrated in Figure 7.4. Namely, each ciphertext is
constructed from an 8B secret data word appended with a unique 8B random cryptographic
salt, which serves to diversify the ciphertext and thwart cryptanalysis attacks. The resultant
16B (128-bit) value is then encrypted under the symmetric encryption scheme supported by
the SE unit. Any secret data values that are shorter in length (e.g., 4B integers) are padded
accordingly. When the SE unit receives a ciphertext source operand, the value is decrypted
(inversely to Figure 7.4) and the random salt is discarded. The computation proceeds on
the plaintext secret data word. The result is then formatted and encrypted using a fresh salt
value before being emitted from the SE unit.

The data encryption scheme is parameterizable and can be chosen to match the
performance-security needs of the system. In this work, we evaluate several encryption
schemes that represent varying latencies and security: AES-128 [10], Simon-128/128 [13],
and QARMA11-128-σ1 [10]. Data owners must prepare their sensitive inputs to match this
data encryption scheme. Software support for writing programs within SE is discussed in
Section 7.4.

7.3.1.2 Control Interface (ISA Extension)

The processor explicitly commands the SE unit via its defined control interface—the x86-64
ISA extension summarized in Table 7.1. The control signals provided to the SE unit are non-
secret instruction opcodes that indicate the format of the source operands and the operation
to compute. Below, we discuss the instruction classes that constitute the SE ISA extension.
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Figure 7.4: Encrypted Data Layout. Primitive types (e.g., double) are appended with an
8B random cryptographic salt and then encrypted to form a 128-bit encrypted data type (e.g.,
enc_double).

Loading and Storing Encrypted Data (MOV): Encrypted data is loaded from mem-
ory for processing via an enc_mov instruction. This instruction is handled by the main pro-
cessor’s memory interface. This operation is modified slightly because the encrypted data
is 128-bits long, whereas our modeled memory system accommodates 64-bit data paths.
Rather than modifying the processor’s data paths, we decode the enc_mov instruction into
two 64-bit mov micro-ops to jointly load the entire 128-bit value into the register file. The
register file is extended to 128-bits to accommodate these extended ciphertexts. Encrypted
store instructions proceed equivalently. The operation of x86-64 load/store instructions is
unaffected by these changes, as the lower 64-bits of the register file can be accessed indepen-
dently and the data path is unmodified. These enc_mov commands do not decrypt data, as
sensitive data in the register file always remains encrypted.

Operating on Encrypted Data (ADD, MUL, etc.): Once ciphertexts are loaded
into registers, they are ready for processing by the SE instructions. The SE unit supports
arithmetic (integer and floating-point), Boolean, and relational instructions, as listed in
Table 7.1. Each instruction must have deterministic (data-independent) timing to uphold our
security goals. Thus, we prohibit hardware optimizations within the SE unit that accelerate
instructions for specific inputs (e.g., early termination for multiply-by-zero [226]), as these
optimizations leak information about sensitive plaintext values via timing. Different SE
instructions still have different latencies within the SE unit (e.g., enc_add takes one cycle,
whereas enc_mul takes three cycles), as these timing differences depend solely on non-secret
instruction opcodes rather than secret data inputs.

Making Decisions on Encrypted Data (CMOV): The SE architecture supports con-
ditional move (enc_cmov) operations, akin to the x86-64 CMOVcc primitive. Conditional
moves function as ternary operators, where a destination register is updated depending on
the value of a secret condition. This primitive enables programs to make decisions on en-
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crypted conditions without leaking information via timing or exposed state, as described
further in Section 7.4.

7.3.2 A Subtractive Approach to Enforcing our Security Goals

The SE ISA extension and its semantics are designed such that it only supports oblivious
computation. Also called “constant time” or “data-oblivious” programming, this technique
avoids side channels by ensuring that program execution is independent of secret data [109,
227, 228, 229], thereby enforcing our security goals (§7.2.1).

In SE, we achieve oblivious computation by i) Isolating decryption capabilities and keys
within the SE unit, and ii) Only implementing oblivious operations within the SE unit.
Traditionally, oblivious computation is difficult to achieve because many non-oblivious in-
structions exist in the native x86-64 instruction set (e.g., conditional branches). However,
the functional units that compute these native instructions are unable to access secret data
via decryption since decryption capabilities are isolated within the SE unit. Thus, any
native, non-oblivious instructions are performed on ciphertext values, producing garbled re-
sults and leaking no sensitive information. The SE unit, on the other hand, is capable of
decrypting values and accessing sensitive plaintexts. Thus, to enforce oblivious computa-
tion, we only implement oblivious operations within the SE unit—arithmetic, relational,
and Boolean instructions and conditional moves. The SE hardware simply cannot process
conditional branches or instructions accessing encrypted memory addresses.3 Together, this
design forces oblivious computation on secret data at the hardware level.

We discuss the program transformations required to support oblivious computation in
Section 7.4. Programs can still perform non-oblivious operations on non-secret data, reducing
the required program transformations and improving performance. Finally, we note that
oblivious computation is required for all secret computation frameworks, including HE, as
secret-data-independent control flow and program execution is fundamental to preserving
confidentiality.

7.3.3 SE Unit Microarchitecture

As presented in Figure 7.2, our simplest design of the SE unit is a functional unit bookended
with cryptographic engines. The cryptographic engines and computational hardware sit
between two latches, which provide the entry and exit point for the SE unit data path.

3Alternatively, one could permit encrypted address operands by using Oblivious RAM (ORAM) [105] to
obfuscate memory access patterns.
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We outfit the SE functional unit with an arithmetic logic unit (ALU) and a floating-point
unit (FPU) to implement the semantics of the SE ISA extension. Furthermore, we pipeline
both the cryptographic engines and computational hardware to improve throughput and
reduce performance impacts on overall runtime. To uphold our security goals, we design our
microarchitecture such that i) No secret plaintexts within the SE unit are exposed outside
of it, and ii) All computation within the SE unit has deterministic timing (e.g., there are no
optimized paths for multiply).

The processor pipeline is augmented to dispatch instructions to the SE unit, as done
for any other functional unit cluster in the execute stage. Namely, the processor sends the
source operands and control signals (i.e., instruction opcode) to the SE unit once available.
This logic is identical to dispatching instructions to any other functional unit cluster in the
execute stage.

The SE unit can be extended to meet the computational requirements of the native
processor. For example, if the processor supports single-instruction multiple-data (SIMD)
operations, the SE unit could be built to include SIMD computational capabilities. Addi-
tionally, the SE unit could include multiple cipher engines or computational units to further
increase throughput (i.e., a superscalar implementation). In this chapter, we evaluate an
SE unit with a single instance of each component, which we regard as the most conservative
design.

7.3.3.1 Walkthrough

The stateless microarchitecture is shown in Figure 7.2. When a ciphertext value enters the
SE unit, it is fed to the decryptor, which decrypts the source operands and discards the
salt. Then, the plaintext values are forwarded to the computation hardware, which operates
on them as indicated by the public control signal (e.g., enc_add). When the computation
completes, the encryptor re-encrypts the result with a new salt value. This final ciphertext
is fed to the latch exiting the SE unit. This path through the encryptor and corresponding
latch is the only exit point from the SE unit.

7.3.4 Key Infrastructure

Prior work has refined hardware-based key management to the point where we can integrate
these techniques with few modifications (e.g., [230, 231]). To facilitate communication be-
tween the data owner and the server-side SE architecture, the SE unit is extended to support
a key exchange protocol that establishes a shared data encryption key (k). The SE unit is
also defined to contain dedicated, isolated hardware registers to store this key (k) and those
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used for key exchange (pkse, skse). These registers are not accessible to software-based ad-
dressing and are only read/written implicitly though the SE interface (e.g., expose_key).
The SE unit’s private key (skse) can be generated in hardware using a memory physically
unclonable function (PUF), as done in [232, 233]. Hardware-supported attestation [216, 218]
and key exchange allow the data owner to authenticate the SE unit and agree on a shared
data key (k). Namely, to perform key exchange using RSA:

1. The data owner acquires the public key (pkse) of the SE hardware from a trusted
certificate authority.

2. The data owner generates a symmetric key (k) that will be used as the shared data
encryption key. They encrypt k with pkse according to the RSA protocol.

3. The encrypted key packet and encrypted data is transported to the server containing
the SE extension.

4. The server OS receives the packet and issues an expose_key instruction.

5. expose_key is dispatched to the SE unit, which decrypts the key packet using the SE
unit’s private key, skse, and stores the result in the isolated key register.

6. Now, protected computation using SE can proceed with the data owner’s symmetric
key, k.

The semantics of expose_key are implemented within the SE unit to uphold the SE security
assumptions and have deterministic timing. For RSA, this requires that the exponentiation
implementation does not optimize for zero key bits.

7.3.5 Process-OS Interface

Applications using SE must still run atop and interact with the operating system (OS) for
routine tasks, like context switching and exception handling. SE’s key mechanisms enable
programs to make these requests without having to trust this complex (and likely vulnerable)
systems software to protect data privacy. On a context switch, the OS must swap in the data
encryption key of the new context. To stash the existing data encryption key (k), the OS
issues a conceal_key instruction, which is the functional inverse of expose_key. Specifically,
this instruction encrypts k with the SE unit’s public key, pkse, and writes the resultant packet
to a register. This key packet can then be stashed into storage, permitting multiple contexts
to reside at once. We note that this key packet does not pose an additional security risk, since
it has already been transmitted during key-exchange. The OS, if uncompromised, will use the
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expose_key and conceal_key instructions to perform context switches appropriately. If the
OS is malicious, data corruption will occur from key mismanagement, affecting correctness
but not violating our confidentiality goals (§7.2.1).

To prevent exceptions from revealing secret data, exception indications must be embedded
inside the encrypted result. For example, a divide-by-zero exception cannot be revealed;
otherwise, it would be possible to determine that the confidential denominator is zero. As
done in prior work [109, 227], the SE unit masks such exceptions by replacing the plaintext
with a canonical value indicating the fault. Subsequent operations propagate this value,
thereby allowing the fault to be discovered when the final result is decrypted by the data
owner.

7.4 Programming with Sequestered Encryption

Sequestered Encryption (SE) extends the processor with the capability to recognize secret
data and selectively protect the confidentiality of these values. Applications can engage
the SE instruction interface to extend these privacy guarantees to their users. To provide
access to these data security features, we extend programming environments to support SE
semantics, as detailed in this section.

7.4.1 Abstractions for High-Level Languages

We abstract the SE interfaces in a C++ library, enabling programmers to easily engage
SE’s protections for particular program variables. Our library implements 128-bit encrypted
data types (e.g., enc_int) and uses overloaded operators to emit SE ISA instructions (e.g.,
enc_add) directly via inline asm() statements. This implementation encapsulates the SE
ISA extension, allowing programs to compute with SE as they compute with primitive types
(e.g., int), shown in Figure 7.5. We chose this approach because it enabled fast prototyping.
However, one could integrate this support into the compiler using static data-flow analysis,
which would be better suited for a high-performance commercial implementation.

SE uniquely allows for tight coupling of secret and non-secret computation. Our library
supports sensitive variables for all primitive C++ types, from 1B (e.g., enc_char) to 8B
(e.g., enc_double). These types can be combined with non-secret types in structs or classes.
Additionally, since instructions are dispatched to the SE unit on a per-cycle basis, public
and private data types and computation can be tightly interleaved. Thus, algorithms can
opt to use sensitive types to protect the most critical portions of computation. This reduces
overheads for real-world applications by reserving encrypted operations for a minimal subset
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1 void bubbleSort(enc_int *arr , int n){
2 for(int i=0; i<n-1; i++) {
3 for(int j=0; j<n-i-1; j++) {
4 enc_int tmp = arr[j];
5 enc_bool gt = arr[j] > arr[j+1];
6 arr[j] = enc_cmov(gt, arr[j+1], tmp);
7 arr[j+1] = enc_cmov(gt , tmp , arr[j+1]);
8 }
9 }

10 }

Figure 7.5: Sorting a List with Sequestered Encryption. This program sorts a list of en-
crypted integers using SE operations, facilitated by our GNU C++ library. Due to the restricted
SE environment (§7.4.2), a conditional move is used in place of an if-statement.

of values. For example, the Wagner–Fischer algorithm is a well-known dynamic programming
algorithm to calculate the edit distance between two substrings. Because the algorithm’s
looping structure and constants are public, only a small subset of instructions that interact
directly with user data need to be encrypted (33%, as found in our Edit-Distance benchmark).

7.4.2 Programming Limitations

As discussed in Section 7.3.2, the SE unit only supports oblivious instructions. Despite this
limitation, SE’s conditional move primitive enables programs to still express secret-dependent
conditional logic and memory addressing by leveraging the following transformations, which
concede performance. We view compilers as promising mechanisms to assist in these code
transformations [96, 227, 234, 235]. In Chapter 9, we discuss data-oblivious programming in
more depth and evaluate the sole overheads of these transformations.

7.4.2.1 Secret-Dependent Conditional Logic

Control decisions on secret data can only be expressed using SE conditional move instructions
as predicates. As a result, programs cannot use sensitive-data-dependent heuristics, early-
exit conditions, or recursion, causing algorithms like Bubble-Sort to have worst-case time
complexity. The following code snippet demonstrates how programs can compute an if-
statement that increments x or y depending on an encrypted condition secret.

1 x = enc_cmov( secret , x+1, x);
2 y = enc_cmov (!secret , y+1, y);
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7.4.2.2 Secret-Dependent Memory Addressing

Secret-based memory addressing or array indexing can be achieved (at a cost) by access-
ing every element and using a conditional move to select the desired value. Alternatively,
SE could be adapted to use techniques like Oblivious RAM (ORAM) [105] to enable se-
cure secret-based addressing, thereby reducing overheads related to these code transforma-
tions [109, 222]. The following code snippet demonstrates how programs can compute the
secret-dependent memory access arr[secret].

1 for(int i=0; i<len(arr); i++;)
2 ret = enc_cmov(i==secret , arr[i], ret);

7.5 Experimental Methodology

We implemented SE on a x86-64 out-of-order core in gem5 [6] in system call emulation mode
with a 2.5 GHz clock frequency. We extend the core with: i) An SE functional unit in the
execute stage (§7.3.3), ii) Extensions to the x86-64 ISA that dispatch the SE ISA instructions
to the SE unit (§7.3.1.2), and iii) An extended 128-bit register file (§7.3.1.2). We analyze the
stateless SE unit microarchitecture, denoted SE. Below, we detail the encryption schemes
and workloads used for our analysis.

Core Type 2.5GHz, O3CPU (Out-of-Order)
Superscalar 4-wide
Cache Line Size 64B
L1 Cache 32KB with 2-cycle latency
L2 Unified Cache 256KB with 20-cycle latency

Table 7.2: Experimental Configuration for gem5. The specifications of our baseline x86-64
out-of-order core in gem5 [6].

Evaluated Data Encryption Schemes. The data encryption scheme used for SE is
parameterizable and can be chosen to match the performance-security needs of the system.
In this work, we evaluate three symmetric encryption schemes: i) AES-128 (40 cycles),
ii) Simon-128/128 (20 cycles), and iii) QARMA11-128-σ1 (12 cycles). The cipher latencies
were derived from hardware implementations reported by prior work [10, 13] and scaled
to a 7 nm technology node and 2.5 GHz clock using the techniques in [11]. We use a
Mersenne Twister pseudorandom number generator (PRNG) [236] to generate cryptographic
salts, re-seeded with a true random source every 200 uses. We used existing open-source
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encryption libraries within our simulation [237, 238, 239] and parameterized gem5 with the
above latencies.

Compiler Support and Benchmarks. We evaluated SE on 21 benchmarks from the
VIP-Bench privacy-focused benchmark suite compiled using GNU g++ with -O2 optimiza-
tions [15]. VIP-Bench annotates secret variables in its native workloads, enabling us to
easily port all annotated VIP-Bench variables to use the encrypted types defined by SE’s
C++ library (§7.4). Furthermore, VIP-Bench includes both native and data-oblivious vari-
ants of each workload. This feature enables us to evaluate SE’s overheads compared to a
native (unprotected, non-data-oblivious) baseline, as well as analyze the software overheads
associated with data-oblivious programming transformations.

7.6 Experimental Results and Evaluation

We assess the performance overheads of SE against a native baseline. Figure 7.8 shows the
results for SE configured with QARMA, Simon, and AES across our evaluated workloads.
Below, we detail the instruction and performance overheads of our design.

7.6.1 Overheads of Program Modifications

Workloads running on SE may experience an increased dynamic instruction count due to
required program transformations. We report these overheads in Figure 7.6. We find that, in
many cases, overheads related to data-oblivious modifications (shown in blue) are minimal,
as computational benchmarks like Edit-Distance are oblivious by default. Data-oblivious
modifications for Bubble-Sort actually result in 7% fewer committed instructions because
i) An if-statement is replaced by a conditional move, and ii) A secret-dependent heuristic
is removed. Both of these changes occur in the main body of the Bubble-Sort algorithm,
amplifying their impact on the dynamic instruction count. A few benchmarks exhibit more
than a 50% increase in dynamic instructions due to data-oblivious code transformations (i.e.,
Distinctness, Flood-Fill, and Kepler-Calc).

Dynamic instruction count also increases due to use of the SE C++ library (shown in
orange), which emits additional loads/stores for encrypted data types (§7.4.1). Workloads
experienced an average 143% increase in load instructions due to the use of 128-bit encrypted
data types for secret values. We believe that these loads, in addition cipher latencies, are
the main source of overhead.

The relative proportion of dynamic instructions dispatched to the SE unit can provide
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Figure 7.6: Increase in Dynamic Instruction Count. This figure shows the increase in dynamic
instruction count due to data-oblivious program modifications (DO) and usage of the SE GNU C++
library, including additional loads for 128-bit data types (SE-ISA).
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Figure 7.7: Proportion of Dynamic Instruction Count. This figure shows the proportion
of dynamic instructions dispatched to the SE unit (i.e., belonging to the SE ISA extension). On
average, 30% of committed instructions were from the SE ISA extension.

intuition to the performance overheads caused by exposed cipher latencies. This analysis is
shown in Figure 7.7. Such effects are not necessarily captured by Figure 7.6, as changing an
x86-64 add to an SE enc_add does not result in an increase in the overall instruction count
but is noticeable when studying the proportion of instructions. Eulers-Approx illustrates
this case, as it experiences a negligible increase in instructions, yet 33% of its committed
instructions are of the SE ISA. Across all workloads, 30% of committed instructions were
dispatched to the SE unit. Some benchmarks only exhibit a small proportion of SE instruc-
tions (i.e., LDA, Nonlinear-NN, Rad-To-Degree) because I/O logic overshadows the private
computation contained in the benchmark.
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Figure 7.8: Performance Slowdowns for Sequestered Encryption. This figure shows the
overall performance slowdowns for the stateless SE microarchitecture (SE) when parameterized
with 12-cycle QARMA, 20-cycle Simon, and 40-cycle AES encryption. Performance overheads
across different ciphers scale almost linearly with the cipher’s latency.

7.6.2 Runtime Performance Overheads of SE

Performance slowdowns incurred by our stateless microarchitecture design (SE) are sig-
nificant at 36.6×, 19×, and 12× for AES-128, Simon, and QARMA, respectively. These
overheads reaffirm fears of adding long-latency cipher operations into computation streams.
However, we see opportunities for improvement. Further, these overheads are far less than
that of competing data privacy mechanisms.

Our observed slowdowns have a near-linear relationship to the latencies of the chosen
encryption scheme. For example, Edit-Distance has a 14.7× performance degradation with
the 20-cycle Simon cipher. When upgrading to the 40-cycle AES-128 cipher, slowdowns
nearly double to 28.4×. Given this result, lightweight ciphers have the potential to greatly
reduce the overheads of SE. For example, a hypothetical cipher requiring 3 cycles for an
encryption operation would have a 4.2× performance slowdown, on average, across our an-
alyzed workloads. Such low-latency ciphers are in development and could benefit SE in the
near future [240]. In Chapter 8, we explore ways to mitigate performance overheads without
compromising the encryption scheme.

Trends and Takeaways. Performance overheads incurred by our stateless microarchi-
tecture, SE, are significant at 12-37× for our analyzed encryption schemes. Lightweight
ciphers have the potential to significantly reduce these slowdowns as we’ve observed a near-
linear relationship between the latency of the encryption scheme and overall performance
overheads.

162



7.7 Security Analysis

Sequestered encryption wrestles trust from software by performing all sensitive computation
behind a wall of encryption with support from a physically isolated and trusted hardware ex-
tensions. With adherence to this design, concerns about data privacy shift toward the timing
characteristics of the SE computation and the ciphertexts produced by those computations.

In this section, we discuss how the ciphertexts produced by the SE unit are resistant to
cryptanalysis and information leakage. The ciphertexts of secret values are exposed outside
of the SE unit in software-accessible or leaky hardware structures (e.g., the register file).
We assume that the chosen data encryption scheme ensures confidentiality of these values
outside of the SE unit. This assumption can readily be met via the use of strong ciphers like
AES-128, Simon-128/128, and QARMA11-128.

7.7.1 Qualitative Discussion of Security of Evaluated Encryption

Schemes

Of our assessed encryption schemes, AES-128 is the most tested and secure, as it has been
subject to more than twenty years of unsuccessful cryptanalysis.4 Emerging lightweight
block ciphers, like Simon-128/128 and QARMA11-128, can reduce exposed pipeline latencies
while still providing adequate security. Simon-128/128 is a block cipher with a 128-bit key
that has been optimized for hardware [200, 201]. Both Simon-128/128 and QARMA11-128
have demonstrated significant resistance to cryptanalysis and provide 128-bits and 256-bits
of security, respectively [10, 201]. Simon has been subject to some analysis; the best known
attacks are via differential cryptanalysis, which is only marginally faster than brute-force at-
tempts and therefore not practical. QARMA11-128 has 256-bits of security [10] and executes
more than three times faster than AES. QARMA is more amenable to algebraic crypt-
analysis attacks compared to AES. However, the only known attacks on QARMA having
significant time complexity [241]. While these two algorithms have not received the level of
evaluation as AES-128, they have demonstrated significant resistance to cryptanalysis.

7.7.2 Resilience to Distinguishing Attacks

Even with the use of strong ciphers, our data encryption scheme must use cryptographic salts
to prevent attackers from making correlations between ciphertexts throughout computation,

4While implementation attacks have been demonstrated [97, 98, 99], we avoid these pitfalls with a side-
channel resistant hardware design.
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as correlating the input and resultant ciphertexts for a conditional move instruction trivially
reveals the secret condition. In this section, we evaluate the resilience of our salting scheme
to cryptanalysis.

We demonstrate that our data encryption scheme is resilient to distinguishing attacks—a
primary form of cryptanalysis where an attacker can distinguish ciphertexts from purely
random data due to the presence of patterns, allowing them to recover sensitive values from
relations between inputs and outputs. We use the Dieharder [242] random number test suite
to analyze the similarity of ciphertexts and detect correlations between sensitive plaintexts
and main-core-observed data traces. Dieharder includes statistical tests from the NIST
standard for random and pseudorandom number generators [243]. We ran Dieharder on
encrypted inputs, outputs, and intermediate values produced by our genomic Edit-Distance
benchmark, which is of particular interest because it contains only 13 unique data values
(i.e., four nucleotides and nine integer/Boolean values). To demonstrate that the data set
contains significant correlations, we ran Dieharder when using only weak XOR encryption.
All tests failed, indicating the significant patterns in the benchmark’s data traces. When
securing Edit-Distance using SE’s encryption scheme under AES-128, Simon, and QARMA,
all 114 Dieharder randomness tests passed , demonstrating that our design presents a
significant challenge to cryptanalysis attacks.

7.8 Discussion and Limitations

The SE microarchitecture design proposed in this chapter stores no state, has a minimal
trusted-computing base, and occupies a small hardware area. This uncomplicated design
has the potential to simplify formal verification efforts, enabling us to establish trust in the
SE implementation. However, the performance overheads of this design may be prohibitive,
especially when using long-latency ciphers (e.g., AES-128 has 36.6× slowdown on average).
While this overhead is smaller than HE approaches, it still may be too large for protecting
commercial applications. In Chapter 8, we discuss ways to reduce exposed cipher latencies
with hardware optimizations. Another source of overhead is the use of 128-bit data types for
encrypted values. In our implementation of SE, we model the memory system with 64-bit
data paths, meaning that each enc_mov instruction dispatches two 64-bit load micro-ops.
This additional load instruction accounts for a portion of our performance overhead. An
alternative design could avoid this overhead by expanding the data paths to 128 bits.

A limitation of SE is that, given its implementation in hardware, it is immutable. While
we evaluate multiple cryptographic ciphers in this chapter, SE likely will only support one
cipher in a commercial implementation. Thus, this defense is susceptible to attacks on
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the cryptographic scheme discovered after manufacturing, as the hardware implementation
cannot be “patched” easily.

7.9 Related Work

SE leverages trusted hardware to provide data confidentiality in the presence of compromised
or untrusted software. SE’s security goals are closest to homomorphic encryption (HE) [29].
However, SE’s design methodology and implementation are similar to trusted execution
environments (TEEs) [216, 218, 223]. Thus, we discuss both of these related works in this
section. For direct comparisons between SE and related works, see Sections 7.2.3 and 8.4.2.

7.9.1 Homomorphic Encryption (HE)

Homomorphic encryption (HE) [29] is a class of encryption schemes that preserve specific
operations performed on ciphertext values after decryption. HE provides strong data con-
fidentiality while eliminating all trust in software and hardware—a data owner only needs
to trust the mathematical foundations of the encryption scheme. However, currently avail-
able HE libraries suffer from high performance overheads and programming limitations. As
mentioned in Section 8.4.2, bootstrapping is a costly HE operation needed to eliminate noise
that builds over subsequent multiply operations. Bootstrapping is regarded as prohibitively
expensive and, as a result, many libraries and applications simply limit multiplicative depth
in order to avoid bootstrapping. In addition to this restriction, many libraries cannot readily
express conditional move operators or non-linear functions (e.g., SEAL [244]), making them
far less expressive than SE. Emerging Boolean HE schemes like TFHE [245] theoretically
can support conditional move operations. But, these schemes suffer additional slowdowns
and have not seen significant adoption.

Current advancements in HE are focused on overcoming the prohibitive performance
overheads of software libraries through the use of optimized algorithms [14, 246] and custom
hardware [247, 248, 249, 250]. HEAX [248] is a high-performance architecture for CKKS
homomorphic encryption that is able to achieve a 200× performance improvement for ci-
phertext multiplications. More recent work leverages SIMD processing and massively parallel
architectures to gain significant speedups over HE software implementations [249, 250]. Un-
fortunately, emerging HE research rarely reports absolute performance numbers, motivating
our direct performance comparison in Section 8.4.2. Commensurate comparisons are also
challenging because the community does not use standard benchmarks and often reports
performance overheads over a non-native baseline (e.g., [248]).
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7.9.2 Privacy-Preserving ISA Extensions

Data Oblivious ISA Extension (OISA) [109] presents a RISC-V ISA extension to thwart
side channels by preserving data-oblivious execution in the processor architecture. Specifi-
cally, OISA uses dynamic information flow tracking to detect when sensitive values are used
for an unsafe (non-oblivious) instruction. OISA does not encrypt sensitive values, leaving
them vulnerable to other disclosure mechanisms. Encrypt-Everything-Everywhere (E3) [251]
presents a software framework and (optional) ISA extension that keeps sensitive data en-
crypted throughout computation by leveraging either homomorphic operations via its HE
interfaces or non-homomorphic operations via an isolated hardware co-processor. While E3

is conceptually similar to SE, its design is significantly different, as it uses larger ciphertext
values (up to 4069 bits), has a much larger hardware footprint, and leverages HE schemes
in its implementation.

7.9.3 Trusted Execution Environments (TEEs)

Trusted execution environments (TEEs) have significantly different security goals as they
are designed to protect the integrity and confidentiality of program execution [222, 252, 253,
254, 255, 256]. While these designs provide some data confidentiality guarantees, they trust
that the application software is honorable and often exclude timing side channels from their
threat model.5 For these reasons, we regard SE and TEEs as significantly different security
mechanisms that employ similar hardware techniques. ARM TrustZone [223, 257] and Intel
SGX [130, 216, 218, 258] isolate applications to enforce the confidentiality and integrity of
programs with moderate overheads (<1.2× and 1.7-4.5×, respectively) [218, 259]. However,
these secure processor extensions leave the L1-cache and register file unencrypted [216, 218],
or fail to provide protection in main memory [223], leaving sensitive data vulnerable to
exfiltration [118, 219, 220, 221, 254, 255].

Recent advances in TEEs have sought to eliminate microarchitectural side channels by
further isolating sensitive processes. Sanctum [260] and MI6 [126] protect in-order and
out-of-order processors, respectively, by flushing microarchitectural state and partitioning
the LLC. Both achieve low performance overheads (1.1-1.2× for most workloads) with no
programming limitations and trust enclave software within their TCB. The Ascend proces-
sor [222, 256] implements fixed-time execution and ORAM to prevent off-chip adversaries
from learning the execution traces of untrusted software. This design provides strong se-
curity with moderate performance overheads (4-13×) but requires critical computation to

5Ascend [222, 256] is an exception to this statement as it regularizes function timings.
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be outsourced to the Ascend chip, which is separate from the main processor. These de-
signs have much larger trusted computing bases than SE, as comprehensive isolation and
permissions checking requires extensive processor modifications.

7.10 Chapter Summary

Software systems are often trusted to store and process sensitive third-party data despite
the pervasiveness of software vulnerabilities. In this work, we explore how a small hardware
root of trust can provide confidentiality of third-party data in an untrusted or vulnera-
ble environment. We introduce Sequestered Encryption (SE)—a hardware capability that
provides comprehensive data privacy by removing all sensitive plaintext values from software-
accessible architectural state. SE encrypts secret data in all external processor architecture
and microarchitecture, ensuring that software does not have direct access to sensitive plain-
text values. Our evaluation demonstrates that SE is expressive. In this work, we implement
a diverse set of 21 workloads, including those that cannot currently be expressed by homo-
morphic encryption. Further, SE achieves 36× performance slowdowns over native execution
and demonstrates opportunities for further optimizations.
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CHAPTER 8

Optimizing Encrypted Data Architectures

Sequestered Encryption (SE) is a powerful encrypted architecture that protects private data
with a minimally invasive design. However, while this design is uncomplicated, cryptographic
operations on the critical path significantly increase the overhead of SE instructions. For
example, with AES’s 40-cycle cipher latency, an add instruction takes 81 cycles to compute
in SE. In this chapter, we iterate on the stateless design to reduce performance overheads
and bypass idempotent cryptographic operations on the critical path. With our proposed
architectural optimizations, we show that SE is able to achieve performance that is within
2.5× of native execution when using AES-128 cipher engines, with 73% of this overhead due
to cryptographic latencies and the remainder (81%) due to software overheads (e.g., data-
oblivious programming, 128-bit data loads). Lightweight ciphers, like QARMA, have the
potential to further reduce overheads to less than 2× of native execution. Comparisons to
HE platforms underscore the value of hardware-based secure computation. We show SE to
be faster than Microsoft SEAL [244] by three orders of magnitude over the same workloads.
With this work, we demonstrate that SE can be an extremely performant and expressive
alternative to homomorphic encryption.

The research presented in this chapter appears in:

[35] Lauren Biernacki, Meron Zerihun Demissie, Kidus Birkayehu Workneh, Fitsum Assamnew
Andargie, Todd Austin. “Sequestered Encryption: A Hardware Technique
for Comprehensive Data Privacy,” 2022 IEEE International Symposium
on Secure and Private Execution Environment Design (SEED), 2022. DOI:
10.1109/SEED55351.2022.00014.

[261] Qinhan Tan, Shibo Chen, Yonathan Fisseha, Lauren Biernacki, Jean-Baptiste Jeannin,
Sharad Malik, Todd Austin. “Security Verification of Low-Trust Architectures”
ACM Conference on Computer and Communications Security (CCS), 2023. To Appear
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8.1 Introduction

Sequestered Encryption (SE) applies encrypted architectures to protect private data in
a wholly vulnerable or untrusted software environment. This approach mirrors that of
vulnerability-agnostic design in Morpheus. Through encrypting data throughout all software-
accessible microarchitectural structures, SE provides comprehensive data privacy guarantees.
However, this protection comes at a cost. SE places cryptographic latencies on the critical
path. For programs with tight data dependencies, these latencies significantly degrade per-
formance. Our evaluation in Chapter 7 shows that SE incurs ∼36× performance slowdowns
on average compared to native execution when using AES. While more efficient ciphers can
reduce performance overheads, we see great potential for other architectural optimizations
to mask encryption latencies without compromising security.

In this chapter, we propose two optimizations to the SE microarchitecture that take
inspiration from classical architectural approaches like forwarding of values and caching for
temporal locality. The decryption cache saves recently decrypted ciphertexts, accelerating
values that are reused in subsequent instructions or stored then re-loaded from memory.
The register cache forwards plaintext values around idempotent encrypt-decrypt operations
that exist between true data dependencies. Together, these changes mask almost all cipher
latencies within the SE unit without exposing plaintexts to the external microarchitecture.

With our proposed optimizations, SE’s overheads decrease from 36× to just 2.5× over
native execution when using AES-128 cipher engines. Of this overhead, more than half is
attributed to software changes like data-oblivious programming, motivating future research
in Chapter 9. For lightweight ciphers like QARMA, our optimizations mask cipher latencies
almost entirely—in our evaluation, only 17.5% of overheads for optimized SE with QARMA

are due to encryption delays. These architectural optimizations demonstrate that SE can
emerge as a dynamic, expressive, and performant data privacy solution.

8.1.1 Chapter Contributions

In this chapter, we make the following contributions.

• We present architectural optimizations for Sequestered Encryption (SE-Opt) that
reduce the cost of computing on always-encrypted data, and we detail the trade-offs
associated with these optimizations.

• We provide a detailed evaluation of the performance overheads of our designs. We find
that SE using AES-128 has 153% performance slowdowns (98% for QARMA), with
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about 81% of these slowdowns due to software constraints and the remainder due to
exposed cipher latencies.

• We compare the performance of SE to SEAL homomorphic encryption and find that
SE offers a performance benefit by three orders of magnitude.

• We discuss how our proposed SE optimizations are resilient to timing side channels
and are amenable to formal verification of these claims.

The remainder of this chapter is organized as follows. Section 8.2 revisits our security
goals and details our optimizations to the SE microarchitecture. Sections 8.3 and 8.4 dis-
cuss our experimental methodology and present our performance evaluation of our design,
including a comparison to SEAL homomorphic encryption. Section 8.5 discusses the security
of our optimizations. We discuss the trade-offs of our proposed design in Section 8.6 before
concluding in Section 8.7

8.2 Sequestered Encryption Optimized Microarchitec-

ture

In Chapter 7, we presented Sequestered Encryption (SE) and its stateless microarchitecture
design (Figure 7.2). While this design is uncomplicated, cryptographic operations on the
critical path significantly increase the overhead of SE instructions. With QARMA’s 12-cycle
cipher latency, an add instruction takes 25 cycles to compute in SE [10]. Our evaluation
shows that performance overheads are significant, at 12× for QARMA.

In this section, we present optimizations to the SE design that sufficiently mask these
cipher latencies. Our stateful optimized implementation, denoted SE-Opt, iterates on the
stateless design that serves to reduce performance overheads by masking the encryption
and decryption latencies within the SE unit. Other than the SE unit implementation, the
remaining SE architecture (e.g., ISA extension) is adopted from Chapter 7. We briefly revisit
our security goals to discuss how they guide our architectural optimizations before detailing
them in Section 8.2.2.

8.2.1 Security Goals

Our goal for this chapter is identical to that of Chapter 7: to protect of secret user data
from disclosure and timing side channels, where secret and non-secret data is characterized
by the following definitions:
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(a) Data Flow for Stateless Design.

(b) Data Flow for Optimized (Stateful) Design.

Figure 8.1: Data Flow for Sequestered Encryption. In the unoptimized microarchitecture,
cryptographic latencies are exposed on every operation. Our optimizations bypass idempotent
encrypt-decrypt operations and reduce latencies on the load path.

• Secret Data: Plaintext values of program variables denoted as Private

• Non-Secret Data: Ciphertext values of program variables denoted as Private; Plain-
text values of program variables not denoted as Private; Constant values and instruction
immediates; Instructions and instruction properties (e.g., data dependencies, instruction
addresses)

Under these goals, our performance optimizations warrant careful consideration as to
not violate secret-data-dependent timing. Our design of SE in Chapter 7 implements the
encryption engines and functional units (e.g., ALU) with deterministic timing (e.g., there
are no optimized paths for multiply) to thwart timing side channels. However, performance
optimizations traditionally introduce timing variations—caches accelerate memory accesses
based on spatial and temporal locality, speculation accelerates the execution of predictable
branches, etc. Our optimizations cannot introduce timing variations based on secret data.
However, timing variations based on non-secret data (e.g., code reuse or data dependencies)
does not violate our security goals. We leverage this in our design.

8.2.2 Optimized (Stateful) SE Unit Microarchitecture

The SE unit microarchitecture, denoted SE, presented in Chapter 7 places encryption laten-
cies on the critical path. This data flow is given by Figure 8.1a. When true data dependencies
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occur (e.g., enc_add x ←x,r; enc_add y←y,x), the result of the first instruction (x) is en-
crypted then immediately decrypted for use in the second instruction. These encrypt-decrypt
operations exist on the critical path for neighboring instructions, bloating performance. Fur-
ther, we expect these dependencies to occur frequently due to locality in the register file.

Our optimizations bypass idempotent cryptographic operations on the critical path, as
shown in Figure 8.1b. In SE-Opt, we forwarding previously-computed plaintext values to
subsequent dependent instructions within the SE unit. Such forwarding introduces timing
variations in the SE design based on instruction characteristics. These differences do not
violate our security goals as they are not dependent on secret data. Below, we detail our
microarchitectural optimizations.

8.2.2.1 Forwarding Around Decryption

To mask decryption latencies, we extend the SE unit with a small decryption cache that
stores ciphertext-plaintext pairs. Specifically, when an instruction is dispatched to the SE
unit, the ciphertext value of a source operand is used to index the decryption cache, which
returns the corresponding decrypted plaintext if present. If the decrypted plaintext is not
present, the source operand is decrypted in its entirety, as done previously. This design im-
bues the SE unit with short-term memory of recent decryption operations. Decryption cache
latency is dependent on ciphertext values and their reuse, which is non-secret, upholding our
security goals related to timing discrepancies.

The decryption cache is updated at two points: i) When there is a cache miss and ii)
When a new value is encrypted by the SE unit. The former optimizes instructions that reuse
the same input (r) without updating that input (e.g., enc_add x ←x,r; enc_add y←y,r).
The latter optimizes instructions with true data dependencies (e.g., enc_add x ←x,r;
enc_add y←y,x). To accelerate instructions that succeed a load, we dispatch the load to
the SE unit to prime the decryption cache so that the ciphertext-plaintext pair is available
when the subsequent usage occurs.

We implement the decryption cache as a two-way set-associative cache with eight sets
and least-recently-used (LRU) replacement. The cache stores 125-bit ciphertext tags and 8B
plaintext data blocks.1 This small <0.4 kB cache can be accessed in a single cycle and is
flushed whenever the SE unit performs a key switch.

1To reduce the data block size, we do not store the plaintext salt value because it is immediately discarded
after decryption.
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Figure 8.2: Optimized Sequestered Encryption Microarchitecture. The decryption cache
and register cache forward plaintext values to dependent SE instructions, bypassing idempotent
cipher operations on the critical path. Since these caches are indexed with non-secret information
(i.e., ciphertext values and register IDs), any timing variation due to these optimizations will not
reveal any secret data.

8.2.2.2 Forwarding Around Encryption

To further optimize performance, we add state to internally forward values around the en-
cryptor to subsequent SE instructions. This forwarding occurs within the SE unit2 and can
save up to 40 cycles of latency between dependent operations (the latency of AES). We
extend the SE unit with an additional decryption cache, termed the physical register file
(PRF) decryption cache , or register cache, for short. This new cache is indexed by the
physical register identifier3 of the source operand and stores the corresponding plaintext.
This enables forwarding between two instructions that write then read the same physical
register while these instructions are both in-flight in the pipelined SE unit. Indexing the
cache with the physical register identifier provides two advantages: i) It is easy to main-
tain coherence for the register cache, even during speculation, due to the native design of
the PRF, and ii) Physical register use is non-secret, upholding our security goals related to
timing properties.

The register cache is updated whenever a new plaintext result is computed by the

2All values that leave the SE unit pass through the encryptor, per our security goals.
3Physical registers are distinct from architectural registers, which are the register names programs and

compilers use.
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SE computation hardware (i.e., ALU or FPU). For example, after the instruction
enc_add p3←p1,p2 is computed in SE’s internal ALU, the register cache entry correspond-
ing to physical register p3 is updated with the plaintext result. On this cycle, the SE unit
also broadcasts that the register p3 is available so that any dependent instructions can be
issued to the SE unit.

We implement the register cache as a direct mapped cache with 128 entries (the size of
the PRF) and 8B plaintext data blocks. This 1kB cache can be accessed in one cycle and,
as for the decryption cache, is flushed on context switches. The register cache has to be
coherent with the PRF, as the PRF may be updated outside of the SE unit. To achieve this,
the SE unit snoops the PRF and invalidates cache entries when writes occur outside of the
SE-unit (i.e., by the main pipeline).

8.2.2.3 Walkthrough

The optimized miroarchitecture is shown in Figure 8.2. When an encrypted source operand
enters the SE unit, the decryption cache and the register cache are accessed in parallel.
On a hit in either cache, the plaintext value is read directly from the corresponding cache,
bypassing the decryptor. If both caches miss, the ciphertext is passed to the decryptor, as
done in SE (§7.3.3). Then, the plaintext result is forwarded to the computation hardware.
The caches are updated according to the descriptions above.

Revisiting Figure 8.1, the dashed lines represent forwarding facilitated by the register
cache, which optimizes instructions with true data dependencies. The decryption cache
primarily serves to bypass decryption operations for values that are stored to memory and
re-loaded later. The solid green line represents forwarding facilitated by the decryption cache
during a cache hit (H), indicating that the ciphertext has been used recently. The solid red
line represents a miss (M), which is likely if there is a long delay between ciphertext accesses.

8.3 Experimental Methodology

We analyze the optimized SE unit microarchitecture, denoted SE-Opt, on a x86-64 out-
of-order core in gem5 [6] in system call emulation mode with a 2.5 GHz clock frequency.
We extend the core with: i) An SE-Opt functional unit in the execute stage (§8.2.2), ii)
Extensions to the x86-64 ISA that dispatch the SE ISA instructions to the SE-Opt unit
(§7.3.1.2), and iii) An extended 128-bit register file (§7.3.1.2). The encryption schemes
and workloads used for our analysis are the same as Chapter 8 to allow for commensurate
comparisons. We restate this evaluation methodology below.
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Core Type 2.5GHz, O3CPU (Out-of-Order)
Superscalar 4-wide
Cache Line Size 64B
L1 Cache 32KB with 2-cycle latency
L2 Unified Cache 256KB with 20-cycle latency

Table 8.1: Experimental Configuration for gem5. The specifications of our baseline x86-64
out-of-order core in gem5 [6].

Evaluated Data Encryption Schemes. In this work, we evaluate three symmet-
ric encryption schemes: i) AES-128 (40 cycles), ii) Simon-128/128 (20 cycles), and
iii) QARMA11-128-σ1 (12 cycles). We use a Mersenne Twister pseudorandom number
generator (PRNG) [236] to generate cryptographic salts, re-seeded with a true random
source every 200 uses. We used existing open-source encryption libraries within our sim-
ulation [237, 238, 239] and parameterized gem5 with the above latencies.

Compiler Support and Benchmarks. We evaluated SE on 21 benchmarks from the
VIP-Bench privacy-focused benchmark suite compiled using GNU g++ with -O2 optimiza-
tions [15]. VIP-Bench annotates secret variables in its native workloads, enabling us to
easily port all annotated VIP-Bench variables to use the encrypted types defined by SE’s
C++ library (§7.4). Furthermore, VIP-Bench includes both native and data-oblivious vari-
ants of each workload. This feature enables us to evaluate SE’s overheads compared to a
native (unprotected, non-data-oblivious) baseline, as well as analyze the software overheads
associated with data-oblivious programming transformations.

8.4 Experimental Results and Evaluation

We assess the performance overheads of SE-Opt against a native baseline. Figure 8.3 shows
the performance slowdowns for SE-Opt compared with SE (Chapter 7) using the QARMA

cipher. All performance results are enumerated in Table 8.2.

8.4.1 Runtime Performance Overheads of SE-Opt

Our proposed optimizations significantly reduce the performance overheads caused by ex-
posed SE encryption latencies. Average performance slowdowns incurred by SE-Opt are
2.5×, 2.1×, and 2× for AES-128, Simon, and QARMA, respectively. SE-Opt is still latency-
sensitive to some degree, especially for applications that frequently stall for stores. But, in
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Figure 8.3: Performance Slowdowns for Sequestered Encryption with QARMA11-128-
σ1. This figure shows the overall performance slowdowns for the stateless SE microarchitecture (SE)
and the optimized SE microarchitecture (SE-Opt) when parameterized with 12-cycle QARMA data
encryption. The dashed lines represents slowdowns originating from software modifications alone.

general, the cryptographic latencies are largely hidden, making the use of longer-latency
ciphers more tolerable. Our optimizations are particularly effective for benchmarks with
extensive register-register arithmetic, like Eulers-Approx. In these instances, cipher laten-
cies are completely masked, resulting in little differences in performance across encryption
schemes.

Our optimizations are so performant that the slowdowns incurred by SE-Opt begin
to approach those caused by software modifications alone (i.e., the modified executable
running on a x86 core where SE encryption/decryption is disabled). The dashed lines in
Figure 8.3 represents software overheads. We see that SE-Opt overheads approach that
of software for most benchmarks. More specifically, SE-Opt with QARMA only incurs a
17.5% performance degradation, on average, atop software slowdowns. This demonstrates
that the cipher latencies in the SE unit are almost completely masked by our optimizations.

Workloads that exhibit poor register locality and frequent stores still face unavoidable en-
crypt/decrypt latencies on the critical path, despite our optimizations. Specifically, our opti-
mizations do not entirely mask the cipher latencies for Minspan and Triangle-Count, which
have approximately a 100% and 150% performance degradation from hardware changes,
respectively. Other benchmarks that have many short, true data dependencies receive sig-
nificant benefits from our changes. Many workloads receive at least an order-of-magnitude
speedup from SE-Opt compared to the SE design.

Trends and Takeaways. With SE-Opt, overall performance overheads approach those
from software alone, informing future directions for further reducing overheads. We hy-
pothesize that the use of 128-bit data types significantly contributes to software overheads
(e.g., Booleans are expanded by 16×). Variable data type sizes, reduced salt length, or
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SE SE-Opt

Benchmark Software AES-128 Simon QARMA AES-128 Simon QARMA

Bubble-Sort 188.9% 10,586.4% 5,382.7% 3,303.1% 390.7% 268.9% 231.4%
Distinctness 142.2% 6,657.0% 3,398.4% 2,094.4% 143.6% 143.4% 143.4%
Edit-Distance 46.5% 2,735.2% 1,377.1% 839.2% 74.3% 59.9% 53.7%
Eulers-Approx 0.0% 3,929.0% 1,939.6% 1,143.9% 0.0% 0.0% 0.0%
FFT-Int 28.7% 2,044.6% 1,024.7% 622.1% 48.8% 34.2% 32.2%
Flood-Fill 324.5% 10,347.0% 5,302.4% 3,291.1% 583.5% 423.3% 360.7%
Gradient-Descent 24.8% 2,609.5% 1,271.8% 736.7% 32.9% 32.9% 32.9%
Kadane 155.5% 9,230.6% 4,685.4% 2,868.2% 155.5% 155.5% 155.5%
Kepler-Calc 73.8% 794.1% 422.8% 275.2% 82.4% 75.8% 76.7%
LDA 0.2% 36.9% 17.0% 9.5% 0.7% 0.4% 0.0%
Mersenne 23.8% 300.2% 152.0% 94.9% 31.2% 28.7% 25.1%
Minspan 152.6% 7,084.7% 3,611.5% 2,224.4% 572.5% 352.3% 253.4%
MNIST-CNN 126.4% 1,623.1% 781.5% 448.2% 159.2% 132.3% 129.2%
Nonlinear-NN 0.8% 8.8% 3.3% 1.5% 0.8% 0.8% 0.8%
NR-Solver 11.0% 428.9% 216.9% 132.4% 29.9% 19.4% 13.7%
Parrondo 204.4% 11,923.1% 6,033.7% 3,677.9% 208.7% 208.7% 208.7%
Rad-To-Degree 0.3% 1.9% 0.7% 0.3% 0.3% 0.3% 0.3%
Shortest-Path 27.6% 967.0% 493.0% 302.0% 30.9% 30.8% 30.0%
String-Search 121.1% 1,668.9% 889.5% 577.5% 128.0% 124.3% 123.9%
TEA-Cipher 2.1% 756.2% 376.5% 225.0% 3.7% 2.3% 2.5%
Triangle-Count 46.6% 1,037.7% 485.8% 265.5% 540.6% 293.8% 195.4%

AVERAGE 81.0% 3,560.5% 1,803.2% 1,101.6% 153.2% 113.7% 98.5%

Table 8.2: Performance Overheads. In this table, we show the slowdowns for our SE and SE-
Opt microarchitecture designs when parameterized with AES-128 (40 cycles) [10], Simon-128/128
(20 cycles) [13], and QARMA11-128-σ1 (12 cycles) [10] data encryption. The second column reports
slowdowns resulting from only the software modifications required to support SE (i.e., SE encryp-
tion/decryption is disabled in the SE unit).

vectorized types (i.e., SIMD) could reduce these overheads. SE could use techniques like
ORAM [105] to permit secret-dependent memory accesses, thereby reducing data-oblivious
overheads [109]. Compilers can also help programs take better advantage of our proposed
architectural optimizations (e.g., prioritized register allocation). These are promising di-
rections for future work. Further, data-oblivious programming modifications may severely
degrade performance for some applications. We characterize these overheads and discuss
ways to mitigate them in Chapter 9.

8.4.2 Comparison to Homomorphic Encryption

To measure performance benefits compared to HE, we evaluate both frameworks using the
workloads presented in Porcupine [14]. These workloads consist of short computation kernels
(e.g., dot product) that have limited multiplicative depth, computing only a few operations
per data element. For this reason, we do not include these workloads in our main evalua-
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tion. We chose Porcupine because these kernels have been optimized specifically for SEAL
BFV [244], enabling us to directly run state-of-the-art HE executables with no modifica-
tions. We ran the SEAL workloads in a native gem5 instance and compared these results
to the SE-Opt microarchitecture parameterized with AES encryption running the same
Porcupine computation sequences. Our evaluation, shown in Table 8.3, finds that SE pro-
vides a speedup over SEAL HE by three orders of magnitude . Furthermore, we note
that the HE workloads evaluated here do not perform bootstrapping. Bootstrapping elim-
inates noise buildup in computations with significant multiplicative depth and is regarded
as very expensive—the most expensive operation in HE. For this reason, bootstrapping is
currently not implemented by many HE libraries, including SEAL. If these kernels were to
have greater multiplicative depth, bootstrapping requirements would greatly increase HE’s
overheads, amplifying SE’s advantage.

HE SE-Opt SE-Opt
Cycle Slowdown Cycle Slowdown Speedup

Kernel Count over Native Count over Native over HE

Gx 537,902,255 24,385× 35,722 1.6× 15,058×
Hamming Distance 588,518,480 3,621× 983,636 6.1× 598×
Polynomial Regression 750,253,318 2,095× 1,019,353 2.8× 736×
Roberts Cross 1,006,490,559 34,954× 34,563 1.2× 29,120×
Dot Product 335,496,620 5,364× 763,955 12.2× 439×
Linear Regression 380,780,634 1,354× 803,238 2.9× 474×
AVERAGE 11,962× 4.5× 7,738×
GEOMEAN 6,006× 3.2× 1,851×

Table 8.3: Comparison to Homomorphic Encryption. This table presents the processor
cycle count and relative performance overheads for the Porcupine kernels [14] when running on
SEAL BFV and on SE-Opt parameterized with AES encryption.

8.5 Security Analysis

With modifications to SE’s microarchitecture, concerns about data privacy shift toward the
timing characteristics of the SE computation. In this section, we discuss how the ciphertexts
produced by the SE unit are resistant to information leakage via timing analysis.

8.5.1 Resilience to Timing Analysis

By physically isolating sensitive plaintexts from the main core, we are protected from the
many timing side channels innate to modern microarchitectures (e.g., BTB [100], store
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buffer [120, 262]). While these side channels still exist in the untrusted core, they only reveal
timing dependent on ciphertexts. Thus, they cannot be used to violate the confidentiality of
sensitive data.

Per our threat model, attackers can also observe timing properties of the SE unit in an
attempt to learn secret data. SE is resilient to timing attacks by design, as all instruction
semantics exhibit deterministic timing for both microarchitectural designs. Consider the
following equation that specifies the timing properties of SE-Opt with the register cache
(RC) and decryption cache (DC):

L(op) =


1 if reg id ∈ RC,

1 if ctx ∈ DC,

L(DEC) otherwise.

+

1 if op is ALU,

3 if op is FPU
+ L(ENC) (8.1)

where L(·) denotes the latency of an operation. By construction, these latencies are not
plaintext- or key-dependent. The first term of Equation 8.1 depends on whether the register
ID or the ciphertext stored in that register is in the register cache or decryption cache. The
presence of these values depend on the program execution prior to the current instruction.
Since the program is data-oblivious, this execution and therefore the cache contents are
independent of secret data. Thus, this timing difference also secret-independent. The second
term of Equation 8.1 depends on the opcode of the current instruction. For the same reasons,
the execution of this opcode is secret-independent as is this timing difference. While it
is trivial to reason that the SE ISA has data-independent timing, a vulnerable or buggy
microarchitectural implementation could violate this proof or induce unforeseen timing side
channels. Further assurances about side channel resilience can be provided via verification
of a digital circuit design.

8.5.2 Potential for Formal Verification

Unlike other hardware security mechanisms, the SE TCB is small and independent of sur-
rounding microarchitectural details, lending itself to formal verification.4 This minimal de-
sign lends itself to formal verification. Our work in [261] performs a complete formal verifi-
cation of the SE and SE-Opt architectures to show that the design is secure against direct
data disclosures and digital side channels for all possible programs. Specifically, we define

4As noted by prior work [216], formally reasoning about enclaves like Intel SGX is presumably infeasible
as any proof would have to model all processor features that expose registers. Further, such work would be
short-lived as any architectural modifications would invalidate this security proof. In contrast, SE’s compact
design is independent of many pipeline structures, avoiding these deficiencies.
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the security requirements of the ISA of SE architecture and use this specification to define
the proof obligations for the hardware. We show how these proof obligations can be success-
fully discharged using commercial formal verification tools for RTL designs. Through this
work, we demonstrate that the optimizations introduced in this chapter do not introduce
data-dependent side channels.

8.6 Discussion and Limitations

Our optimizations hide long-latency cipher operations, reducing performance overheads to
only 2.5× native execution. This speedup provides a significant advantage over our design
in Chapter 7, which has up to 36.6× slowdowns across our analyzed workloads. However,
this performance gain comes at the cost of an increased TCB, the storage of plaintext state,
and added hardware area. Because this design stores plaintext state, it is paramount that
the SE unit is fully isolated from the main processor and is only accessible via its defined
interfaces. Formal verification can provide these guarantees and, while more complicated
due to these optimizations, such efforts are still feasible as they only require validation for
a subset of the overall pipeline. Finally, these optimizations rely on the assumption that
ciphertexts and code characteristics like data dependencies are non-secret. This assumption
aligns with our threat model but may not hold for all systems.

8.7 Chapter Summary

In this work, we build on Sequestered Encryption (SE) to create an encrypted data architec-
ture that is both secure and performant. By leveraging classical architectural optimizations,
we safely forward plaintext data values within the SE enclave to mask nearly all exposed
cipher latencies in the pipeline. With optimizations, SE achieves <2.5× performance slow-
downs over native execution and exhibits a three orders-of-magnitude advantage over soft-
ware HE libraries. Further, our observed slowdowns begin to approach those attributed to
software overheads. This finding motivates future work to better understand programming
overheads and tackle the remaining slowdowns. With the mechanisms presented in this
chapter, architectural approaches can emerge as dynamic, expressive, and performant data
privacy solutions that possess zero trust in software.
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CHAPTER 9

Understanding the Program Implications of
Encrypted Data Architectures

In our analysis of Sequestered Encryption in Chapter 8, we found that a majority of per-
formance overheads originated from software modifications. This was especially true when
using lightweight ciphers like QARMA, where less than 20% of overheads originated from the
encryption latency and other hardware modifications. Motivated by this fact, this chapter
conducts the first performance characterization of data-oblivious programs. Data-oblivious
programs are relevant beyond SE and have gained popularity due to their application in secu-
rity. However, approaches requiring obliviousness are often dismissed because of anticipated
performance loss. In this chapter, we study the overheads of data-oblivious transformations
applied to twenty workloads from the VIP-Bench benchmark suite, and we find that, over-
all, performance overheads vary widely, with a geomean slowdown of 7.4×. This variance
can be attributed to whether or not the data-oblivious transformations affect the workload’s
asymptotic complexity. Performance overheads are much lower for the fourteen workloads
whose complexity is unaffected, at 1.9× geomean. Leveraging lessons from analyzing these
overheads, we study four notably slow data-oblivious workloads and show how algorithmic
changes can significantly improve performance—achieving an average 86.4× speedup over
the mechanically produced baseline programs. While data-oblivious program execution of-
ten incurs overheads, the contributions of this chapter show that these overheads can be
overcome by compiler and algorithmic optimizations, bringing us closer to achieving efficient
and widely-used data-oblivious programs for encrypted architectures.

The research presented in this chapter appears in:

[263] Lauren Biernacki, Biniyam Mengist Tiruye, Meron Zerihun Demissie, Fitsum Assamnew
Andargie, Brandon Reagan, Todd Austin. “Exploring the Efficiency of Data-
Oblivious Programs,” IEEE International Symposium on Performance Analysis of
Systems and Software (ISPASS), 2023. DOI: 10.1109/ISPASS57527.2023.00027.
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9.1 Introduction

In the final work of this dissertation, we explore the program implications of encrypted data
architectures. Specifically, techniques that encrypt data, such as SE, require programs to be
data-oblivious—program control flow or memory accesses cannot depend on the encrypted
types. The overheads associated with data-obliviousness are thought to be prohibitive. Thus,
techniques that require it are often dismissed. Further, our analysis of SE finds that a
majority of our runtime overheads arise from software changes.1 These reasons motivate the
study of data-oblivious workloads, as it can promote the adoption of SE and further address
its overheads.

Data-oblivious programming is contrary to high-performance coding practices that often
intermingle program execution and input values via data-dependent program heuristics and
data structures. Fundamental programming constructs like if-statements, loop conditions,
and array indexing are often influenced by program inputs. Coupling a program’s execution
with its input data values in this way is often intuitive and higher performing. However,
many issues we face in computing today are, in part, artifacts of this method of developing
code. In fact, data-oblivious programming originated from the security community far before
SE. Side-channel attacks (§2.5.3) have been used to break cryptosystems [39, 97, 98, 99] and,
more recently, exfiltrate data from commercial enclaves like Intel SGX [118, 221]. These
attacks observe a program’s data-dependent execution behavior to exfiltrate the secrets the
program is processing. A data-oblivious program decouples its data inputs from program
execution, exhibiting control flow and memory access patterns that are independent of its
input data. This technique has gained attention in the security community to guard against
side-channel attacks [109, 227, 228, 229, 264, 265], as observation of either the CPU or
memory system renders zero information about the data inside [266].2

To date, the major drawback of data-oblivious programming is performance loss. Elimi-
nating dynamic control flow requires the predication of conditional execution paths. Further,
implementing input-data-dependent memory lookups requires entire data structures to be
accessed. Finally, all loops must be executed using their maximum trip count, so that loop
execution does not reveal program values. Each of these conversions introduce extra, su-
perfluous computation to mask input-dependent behavior. It is widely believed that these

1When using AES-128 encryption, SE achieves performance that is within 154% (2.5×) of native exe-
cution, with 73% of this overhead due to cryptographic latencies and the remaining 81% due to software
overheads.

2Data-oblivious programming is sometimes called “constant-time” programming in security disciplines.
We avoid this term because a constant-time program can still exhibit data-dependent control flow or memory
accesses.
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code transformations introduce overwhelming runtime overheads, limiting the adoption of
data-oblivious programs.

This chapter presents the first detailed characterization of data-oblivious programs using
a large collection of benchmarks from VIP-Bench [15]. We apply standard data-oblivious
transformations (i.e., if-conversion, loop-conversion, and access-conversion) to these work-
loads and measure the relative performance impact experienced by each. Across the entire
suite, we find that overheads are highly variable, with some benchmarks experiencing mi-
nor slowdowns and others incurring overheads of three orders of magnitude. Despite this,
we find the per-instruction performance of the benchmarks improves, with branches being
more predictable and cache hit rates improving overall. Data-oblivious programming imbues
algorithms with a level of predictability and determinism that can be exploited by existing
architectural optimizations.

To address the workloads experiencing high slowdowns, we examine the utility of re-
designing these benchmarks’ core algorithms under a data-oblivious model of computation.
We show how changing the algorithm used to solve a particular problem can mitigate data-
oblivious overheads. In particular, our insight is that oftentimes, the algorithm optimized for
a non-oblivious setting is not necessarily optimal in a data-oblivious setting. For example,
the string search algorithm Boyer-Moore-Search, which uses heuristics to achieve a best-case
complexity of O(n/m), incurs over a 1200× slowdown when made oblivious. This is in sharp
contrast to a naïve string search implementation, which incurs a 1.5× slowdown over the
same baseline. Across our case studies, our algorithmic optimizations provide a geomean
speedup of 86.4× compared to mechanically converted data-oblivious programs. This result
moves us closer to achieving efficient and widely-used data-oblivious programs for encrypted
architectures and beyond.

9.1.1 Chapter Contributions

In summary, this chapter makes the following contributions:

• We present the first characterization of data-oblivious programs via a detailed perfor-
mance analysis of 20 benchmarks from VIP-Bench [15].

• We conclude that the overheads of data-obliviousness are highly variable, with a
geomean slowdown of 7.4×, and highlight the competing factors for slowdown and
speedup. These results motivate compiler and hardware research to address the re-
maining overhead.

• We show how benchmarks with extreme overheads may be the result of poor algo-
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rithm selection and how algorithm redesign can help reduce data-oblivious program
overheads. We revisit four VIP-Bench workloads to recover an 86.4× performance
improvement, on average, atop the mechanically converted workloads.

In Section 9.2, we detail data-oblivious program transformations, which we measure using
the methodology detailed in Section 9.3. Sections 9.4-9.6 examine the performance implica-
tions of data-oblivious execution. Finally, we detail related work and conclude in Sections
9.7 and 9.8.

9.2 Data-Oblivious Transformations

A data-oblivious program is a program whose execution is independent of input data values.
We consider a program to be data-oblivious if its control flow and memory access patterns
are independent of its inputs. Some programs are naturally data-oblivious, such as those
rooted in dense linear algebra or engineered for regularity (e.g., security code). Many more
programs are not data-oblivious, as it is most natural for programmers to think in data-
dependent terms.

In this section, we review the three primary techniques to convert a program to be data-
oblivious: If-Conversion , Loop-Conversion , and Access-Conversion . Through con-
ducting this study, we found that some programs were still not oblivious after applying
these transformations due to overlooked language-specific behavior. Specifically, conditional
short-circuiting operations were problematic as they induce branches in the resultant binary.
We also address these operators below. To gain confidence that our converted workloads
were data-oblivious, we ran them with VIP-Bench’s Functional Library [15], which provides
a software-based implementation of encrypted computation using x86 AES-NI instructions
[267]. This validated that input data values did not influence memory addressing or branch
conditions and were only used as source operands for the operators listed in Table 9.1. We
detail these transformations in the following sections.

9.2.1 If-Conversion

If-conversion serves to address conditionally-executed instructions to ensure that a workload’s
execution is independent of its input data. Specifically, if-statements with input-dependent
conditions violate obliviousness as they introduce data-dependent control flow in the resul-
tant binary. To make these statements data-oblivious, they must be transformed through
if-conversion, which removes the control dependencies by predicating the instructions within
the statement’s basic block. We use the x86-64 CMOVcc primitive to predicate all writes to
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live variables within the statement’s basic block. If the if-statement contains an else block,
any instructions within the else block are similarly predicated with the inverse of the con-
dition. This follows for if-statements containing multiple else-if conditions. The following
code demonstrates how a program can conditionally increment x or y using this technique.

1 x = CMOV( cond , x+1, x);
2 y = CMOV(!cond , y+1, y);

While these CMOV operations appear functionally similar to ternary operators (?:), their
semantics are different. Ternary operators are short circuited, per the C++ standard, and
are compiled to conditional branches. Thus, ternary operators are not data-oblivious. If
the x86-64 CMOVcc primitive is not available, data-oblivious conditional logic can also be
implemented using arithmetic primitives:

1 x = ((cond)*(x+1)) + ((! cond)*(x));
2 y = ((! cond)*(y+1)) + ((cond)*(y));

We discuss the specific syntax of CMOV in Section 9.3.

9.2.2 Loop-Conversion

Loop statements with input-dependent iterations similarly violate obliviousness as they in-
troduce data-dependent branches. Specifically, loops with a variable number of iterations or
early-exit conditions must be transformed through loop-conversion to take a fixed number of
iterations. Any condition that previously terminated the loop is transformed into a Boolean
value that predicates writes to any variables live outside of the loop (similar to if-conversion).
For example, consider the following loop from Primality-Test, which exits when x reaches
one of the specified base cases.

1 for(int r=1; r<=s; r++){
2 x = (x * x) % n;
3 if (x == 1)
4 return COMPOSITE;
5 if (x == nm1)
6 break;
7 }

Loop-conversion predicates all writes to x, ensuring that x is not changed after a base cases
is reached, and introduces a variable to capture the return statement on Line 3.
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1 bool done = false;
2 int ret = -1;
3 for(int r=1; r<=s; r++){
4 x = CMOV(!done , (x * x) % n, x);
5 ret = CMOV(!done & (x==1), COMPOSITE , ret);
6 done = done | (x==1) | (x == nm1);
7 }
8 ...
9 return ret;

Recursion similarly violates obliviousness since program control flow, in the form of func-
tion calls and stack frames, is dependent on input data. During loop-conversion, we unroll
recursive code into a while loop. This iterative version is then transformed to be data-
oblivious as described above.

Generally, loop conversion negatively affects the time complexity of a program. In
Primality-Test, this causes the workload to always perform the worst-case number of itera-
tions, making the run time equal to the native variant’s worst-case complexity. In workloads
that involve recursion, the impacts on time complexity are often more severe.

9.2.3 Access-Conversion

Input-dependent memory access patterns violate obliviousness. These memory patterns
often manifest as array accesses where the index depends on input data (i.e., reading from
or writing to arr[idx]). Access-conversion replaces a single data-dependent array access
with reads and writes to the entire data structure while only performing the desired update
for the index specified by the non-oblivious operation. For example, the following code
demonstrates how to read arr[idx] into the local variable ret.

1 for(int i=0; i<n; i++;)
2 ret = CMOV(i==idx , arr[i], ret);

This transformation is, effectively, a trivial construction of oblivious RAM (ORAM) [266].
More advanced ORAM techniques perform fewer memory accesses while being statistically
secure (e.g., Path ORAM [105]). Analysis of these schemes is out of scope for this work, but
we discuss them in Section 9.7.

Like loop-conversion, access-conversion can impact the time complexity of the benchmark
by an order of magnitude. These impacts are further exacerbated by the fact that input-
dependent array updates are often critical to an algorithm and located within its main loop,
exacerbating overheads.
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9.2.4 Operators

Data-dependent control flow can be implicit in the semantics of some operators in high-level
programming languages. C++ implements logical AND (&&) and OR (||) operators using
short-circuit evaluation—evaluating the first argument and eliding execution of the second
argument if its computation is redundant. Effectively, short-circuit operators are control
structures, not simple arithmetic operators, and result in the introduction of conditional
branches in the workload’s executable. Thus, any operator that uses short-circuit evaluation
is not data-oblivious. In C++, these non-oblivious operators are ?:, &&, and ||. Our
oblivious workloads exclusively use the operators listed in Table 9.1, alongside conditional
moves, to make decisions on the input data set. We include the conversion of short-circuited
operators under if-conversion in our evaluations, as these transformations effectively remove
input-dependent conditional branches from the program binary.

Class C++ Operators

Arithmetic +, -, *, /, %, ++, --
Assignment =, +=, -=, *=, /=, %=
Relational ==, !=, <, <=, >, >=
Bitwise and Logical &, |, ^, «, », !

Table 9.1: Oblivious Operators in C++. This table lists the C++ operators included in our
oblivious workloads. Short-circuited logical (&&, ||) and ternary (?:) operators are compiled via
control structures and therefore are not data-oblivious.

9.2.5 Frequency of Data-Oblivious Transformations

In this work, we apply these data-oblivious transformations to the set of VIP-Bench bench-
marks [15] to characterize their performance impacts. We do not evaluate one-third of
the VIP-Bench workloads because they are already oblivious. Further, of our evaluated
workloads, only half require loop-conversion and one-fourth require access conversion. This
demonstrates that many valuable algorithms are already oblivious, with others requiring only
light modifications to achieve obliviousness (typically in the form of if-conversion). We find
that many dynamic programming algorithms are nearly data-oblivious as their looping struc-
ture is often iterative with a fixed memory access pattern. For example, the Wagner–Fischer
algorithm used in Edit-Distance updates values in a matrix iteratively depending on the
neighboring cells and only requires a small if-transformation to achieve obliviousness. Nev-
ertheless, these generalizations are subject to exceptions. Knapsack, which also uses dynamic
programming, is burdened by an input-dependent access pattern (i.e., indexes a matrix with
an intermediate weight), and thus incurs high overheads due to access-conversion.

187



9.3 Evaluation Methodology

Below, we detail our approach to assessing the overheads of the data-oblivious transforma-
tions detailed in Section 9.2.

9.3.1 Compiler Support and Benchmarks

We evaluate 20 workloads from the VIP-Bench benchmark suite [15], listed in Table 9.2.
VIP-Bench provides data-oblivious variants of each workload, enabling us to identify the
program transformations required to convert native workloads. We use the following terms
in reference to each workload:

Native—The unmodified version of the algorithm.

Oblivious—The data-oblivious version of the algorithm, i.e., the native workload with
if-, loop-, and access-conversions applied (by hand) when necessitated.

Ten workloads in the VIP-Bench suite are innately data-oblivious (i.e., their native and data-
oblivious variants are equivalent). Thus, we do not include these workloads in our analysis
as they do not require any of the program transformations we wish to characterize.

We organize the remaining workloads into two groups, depending on whether or not the
data-oblivious transformations affect the workload’s asymptotic complexity. In some cases,
this effect is severe, with the average time complexity of Flood-Fill increasing by a factor of
n2.

Characterizing Individual Data-Oblivious Transformations. To quantify the over-
heads associated with if-, loop-, and access-conversion, we created variants of each workload
that successively apply these transformations. Specifically, we produced four variants of
each benchmark: i) The native version, ii) The native version with loop-conversion, iii)
The native version with loop-conversion and if-conversion, and iv) The native version with
loop-conversion, if-conversion, and access-conversion (i.e., the oblivious version). Because
loop-conversion modifies conditional logic (e.g., by replacing an early return with a con-
ditional update to a return variable), we apply it first to fully isolate the costs related to
if-conversion. We apply access-conversion last as it introduces significant changes to the
workload and incurs large overheads. Short-circuited transformations for Boolean operators
are included in if-conversion.

Given these four variants, we can deduce the slowdowns attributed to each transformation.
For example, slowdown due to if-conversion is computed by comparing the cycle counts for
variants (ii) and (iii).
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Conversions Complexity

Benchmark If Loop Acc. Native Oblivious Input Size

Bubble-Sort O(n2) O(n2) n = 4096

Edit-Distance O(n2) O(n2) n = 160

FFT-Int O(1) O(1) -
GCD-List O(n) O(n) n = 10, 000

Image-Filter O(nm) O(nm) n = 400,m = 600

Kadane O(n) O(n) n = 360

Kepler-Calc O(1) O(1) -
LDA O(n) O(n) n = 800

MNIST-CNN O(n) O(n) n = 25

Nonlinear-NN O(1) O(1) -
NR-Solver O(1) O(1) -
Parrondo-Game O(1) O(1) -
Set-Intersection O(nm) O(nm) n = 5000,m = 4000

Shortest-Path O(n3) O(n3) n = 100

Boyer-Moore-Search O(nm) O(n2m) n = 512,m = 8

Distinctness O(nlogn) O(n3) n = 128

Flood-Fill O(n2) O(n4) n = 32

Knapsack O(nw) O(nw2) n = 50, w = 250

Minspan O(n2) O(n3) n = 100

Primality-Test O(log3n)* O(m3) m =sizeof(n)

Table 9.2: Workloads. Above, we list our evaluated workloads from VIP-Bench [15]. The
symbol indicates which data-oblivious transformations are applied to each workload. We report
average time complexity for the native and oblivious algorithm variants. The workloads are grouped
depending on whether the data-oblivious transformations impact the asymptotic complexity. *The
complexity of native Primality-Test depends on the value of n itself.

Compiling Workload Executables. All workloads were compiled using GNU g++ with
-O3 optimizations. Any oblivious workloads requiring math support were linked with a
transformed version of the mathlib library. Conditional moves (CMOV) were implemented by
emitting x86-64 CMOVcc instructions via inline asm statements, as shown in Figure 9.1.

Prior work has noted that CMOVcc instructions are not guaranteed to be data-oblivious
by the x86 ISA, as they could be implemented in microcode using a branch instruction [109].
While this is not the case in this work, such observations warrant ISA specifications to more
explicitly state data-oblivious guarantees, or the lack thereof.

9.3.2 Experimental Setup

We evaluated our workloads on gem5 [6] with an out-of-order core configured to match the
performance of the Intel Skylake microarchitecture [268]. This configuration is summarized
in Table 9.3. Performing our analysis in a simulated environment enabled us to collect
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1 template <class T>
2 T CMOV(bool cond , T v_true , T v_false){
3 T result;
4 __asm__ __volatile__(
5 "test %1, %1;" // Compute bitwise AND
6 "cmovz %3, %0;" //Move if zero
7 "cmovnz %2, %0;" //Move if not zero
8 : "=r" (result)
9 : "r" (cond), "r" (v_true), "r" (v_false)

10 : "cc" );
11 return result;
12 }

Figure 9.1: Implementation of CMOV. To implement conditional moves using the x86 CMOVcc
primitive, we emit inline asm statements that set the destination register result with either v_true
or v_false, depending on the evaluation of the Boolean condition.

detailed microarchitectural metrics and eliminate system noise. The processor configuration
we employ [268] provides confidence in our results, as it has been validated to match the
performance of real hardware.

Core Type 3.5GHz, O3CPU (Out-of-Order)
Superscalar 8-wide
L1 Cache 32KB, 16-way set assoc. with 1-cycle latency
L2 Cache 1MB, 16-way set assoc. with 14-cycle latency
L3 Cache 2MB, 16-way set assoc. with 44-cycle latency
Memory 32GB DDR4

Table 9.3: Tuned Skylake Processor Configuration for gem5.

9.3.3 Metrics

We report metrics for each workload’s primary computation kernel to measure the impact of
data-oblivious transformations on the core algorithm. These measurements do not capture
data initialization, result validation, or printing, which can all amortize the costs associated
with data-oblivious transformations. Below, we define the metrics used in our evaluation.

Performance Overhead (Cycle Count): Performance overhead is computed by divid-
ing an oblivious workload’s processor cycle count by the native processor cycle count. A
performance overhead of less than one indicates that the oblivious workload’s runtime is
actually faster than its native counterpart.
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Instructions per Cycle (IPC): Instructions per Cycle (IPC) denotes the average number
of instructions computed in one processor cycle. In our eight-way superscalar processor, up
to eight instructions can be executed each cycle by exploiting instruction-level parallelism.
An IPC of less than one indicates that the processor is stalling or squashing instructions due
to data, structural, or control hazards.

Dynamic Instruction Count: Dynamic instruction count is the number of instructions
committed by the processor for the specific workload. While instruction counts increase for
data-oblivious workloads, impacts on branch count vary, as if-conversion removes branches,
whereas loop-conversion and access-conversion introduce them.

ALU Utilization: ALU utilization is defined as the fraction of cycles in which each arith-
metic logic unit (ALU) accepts a new input. For example, 50% ALU utilization indicates
that all of the pipelined ALU units are occupied half of the time, on average.

9.4 Characterization of Mechanized Data-Oblivious

Transformations

We characterize the performance overheads and instruction characteristics of oblivious work-
loads under the mechanised conversion presented in Section 9.2. Table 9.2 lists these work-
loads, the data-oblivious transformations applied, and any resulting changes in asymptotic
complexity. Six workloads experience an increased asymptotic complexity due to data-
oblivious conversions (Boyer-Moore-Search, Distinctness, Flood-Fill, Knapsack, Minspan,
and Primality-Test). We find that these six workloads exhibit high overheads, at 179×
geomean, compared to the remaining benchmarks, at 1.9×. We separate these six workloads
in the presentation of our figures and tables. In Section 9.5, we look at the ways in which
redesigning applications’ core algorithms can avoid these overheads.

All workloads incur an increased dynamic instruction count from the data-oblivious
transformations (10.6× geomean). However, data-oblivious transformations also work to
convert control dependencies into data dependencies, which architectures are designed to
resolve through out-of-order execution and forwarding. Thus, we observe that many bench-
marks exhibit an improved IPC , helping to offset instruction overheads.

Figure 9.2 presents the performance overheads of the oblivious VIP-Bench workloads.
This figure is presented on a logarithmic axis due to the large differences in the measured
slowdowns for some workloads. Across all twenty benchmarks, data-oblivious transforma-
tions incur a 7.4× performance slowdown. The normalized overheads are presented in Fig-
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Figure 9.2: Performance Overhead, Relative to Native (Log Scale). This figure shows the
performance overhead for each oblivious workload, relative to a native baseline.

ure 9.3, illustrating the relative breakdown of the programs’ runtime as attributed to native
computation, loop-conversion, if-conversion, and access-conversion. Below, we characterize
sources of overheads for each of these conversions.

9.4.1 Performance Overhead of If-Conversion

The performance overhead associated with if-conversion varies per workload, ranging from
a 4.7× slowdown in the case of Boyer-Moore-Search to a slight speedup in the case of Edit-
Distance and Kadane. The geomean slowdown due to if-conversion across all workloads is
about 1.6×.

9.4.1.1 Sources of Overhead

If-conversion does not impact the asymptotic complexity of a workload. However, it can
significantly degrade performance when the if-statement contains several clauses. In these
instances, if-conversion greatly increases the number of instructions and memory accesses
executed by the program. Our most egregious example is the math function exp(), which
is provided by our C++ mathlib library. In the native variant, exp() executes a large if-
statement containing fourteen clauses which check for common input cases before computing
the intended exponential function. While these predictions serve to optimize the average
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Figure 9.3: Breakdown of Oblivious Runtime. This figure shows the percentage of an oblivi-
ous workload’s runtime attributed to different transformations. For example, 67% of the oblivious
Image-Filter runtime is attributed to computation in the native algorithm, whereas 33% is attributed
to if-conversion. Edit-Distance and Kadane experience speedups resulting from if-conversion, as
noted in Section 9.4.1. Bubble-Sort also experiences a speedup from loop-conversion, which removes
an early-exit condition, but this speedup is masked by the overheads of other data-oblivious trans-
formations.

performance, if-conversion of this function amasses fourteen predicates.3 Primality-Test
similarly includes multi-clause if-statements to detect base cases, an excerpt of which is
given in Section 9.2.2. As a result, its if-conversion overhead is moderate at 2.9×. This trend
follows for Boyer-Moore-Search and Distinctness, which similarly have multiple predicates.

If-conversion also degrades performance when a large proportion of a workload’s logic
is conditional. Figure 9.3 shows that processor cycles induced by if-conversion account
for at least half of the overall workload runtime for Bubble-Sort, Shortest-Path, and Set-
Intersection. In the first two cases, if-conversion introduces additional stores per loop it-
eration, increasing the overhead relative to the other (trivial) loop logic. Set-Intersection’s
main logic is similarly simple, consisting of only a single if-statement within a nested for-
loop. Because of this high proportion of conditional logic, Set-Intersection’s if-conversion
doubles the number of instructions executed and causes a 4× performance degradation.

If-conversion can also benefit workloads. If-conversion has long been used in compiler

3The only VIP-Bench workload that uses exp() is MNIST-CNN, which calls it sparingly when computing
sigmoid.
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optimizations to improve code performance by selectively replacing control dependencies with
data dependencies [269]. In the case of Edit-Distance and Kadane, if-conversion produces
an oblivious executable that is more performant than its native counterpart, with speedups
of 8.4% and 2.7%, respectively. However, compilers leverage heuristics to determine which
branches will benefit from if-conversion. Since we transform all input-dependent conditionals,
not all of our workloads experience a speedup.

9.4.1.2 Takeaways

Of all oblivious transformations, if-conversion imposes the lowest overheads. We find that
if-conversion incurs more significant overheads when the benchmark i) Exhibits complex
if-statements with multiple predicates, or ii) Has a high proportion of conditional logic
compared to other native computation. Case (i) occurred sparingly in VIP-Bench, whereas
case (ii) occurred for the most simplistic workloads, such as Set-Intersection. Only five of
the twenty workloads requiring if-conversion incurred a slowdown of over 2×.

9.4.2 Performance Overhead of Loop-Conversion

Loop-conversions fall into two categories: i) The loop is changed to a constant number of
iterations, either through modifying the loop condition or removing an early exit, or ii)
The control logic is changed more significantly, affecting the asymptotic complexity. Our
observed runtime overheads reflect the severity of these two cases, with a geomean 2.0×
overhead in the former case compared to a slowdown of over 14× in the latter. Across all
workloads, loop-conversions incur an geomean 4.3× slowdown.

9.4.2.1 Sources of Overhead

Two workloads, Distinctness and Flood-Fill, require significant loop-conversion modifications
that erode their asymptotic complexity. The severity of these changes results from their
hostile control logic. Distinctness checks for uniqueness by inserting numbers into a binary
search tree (BST). Traversal of a BST, which can be done in O(logn) time, is not data-
oblivious and must be replaced by a constant O(n) loop that assesses every node. This
change incurs a 7.6× slowdown. The native Flood-Fill algorithm is implemented using
recursion. Mechanically converting the functional logic of Flood-Fill for an oblivious setting
requires the insertion of two outer loops, increasing the workload’s time complexity from
O(n2) to O(n4). The workloads performance overhead reflects this significant degradation
in time complexity, incurring a 759× slowdown from loop-conversion alone. Boyer-Moore-
Search and Primality-Test also incur an increased complexity resulting from loop-conversion

194



and have a 1.5× and 4.5× slowdown, respectively.
For the other six workloads that experience loop-conversion, changes involved removal

of an early-exit (e.g., Bubble-Sort) or setting a loop to a fixed number of iterations (e.g.,
Kepler-Calc). These transformations either cause the workload to have the worst-case time
complexity or increase the workload’s complexity by a constant. In this group, two work-
loads are of particular interest. Although data-oblivious conversion does not increase the
complexity of GCD-List, the workload does have significant overheads resulting from loop
transformations. The application is modified to include a constant sized loop (32) that wraps
the main computation. Thus, we see the overall slowdown of GCD-List begin to approach
this constant, at ∼30×. Bubble-Sort experiences a slight speedup of ∼2% because loop
transformations remove an early-exit. While this causes the loop to execute for more itera-
tions, it removes work from within the loop condition, causing this change in the runtime.
Slowdowns from if-conversion mask this speedup, but it is evident in Figure 9.3.

9.4.2.2 Takeaways

In some instances (e.g., data structure traversal), program control-flow must be significantly
modified to adhere to an oblivious setting, causing high overheads. Rethinking these algo-
rithms to use more intentional control flow, rather than mechanically converting native code,
can work towards reducing these overheads. In Section 9.5, we explore how Flood-Fill and
Distinctness can be redesigned to avoid much of the loop-conversion overheads we describe
above.

9.4.3 Performance Overheads of Access-Conversion

Access-conversion is only required by five VIP-Bench workloads. When needed, it signifi-
cantly degrades performance, with an average 23.4× slowdown. This overhead stems from
the additional memory accesses required by these program conversions, which replace a single
array lookup with accesses to the entire data structure.

9.4.3.1 Sources of Overhead

Access conversion increases a workload’s complexity by a factor equal to the length of the
accessed structure. In Parrondo-Game, access-conversion is used to update an array with a
static length of three, and therefore has less impact on the program’s runtime. For the other
four workloads, access conversion impacts asymptotic complexity by a factor of the input
size (n) and increases memory accesses by an order of magnitude.
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As illustrated by Figure 9.3, access conversion accounts for nearly all the runtime of obliv-
ious Boyer-Moore-Search, Distinctness, Knapsack, and Minspan. Performance overheads re-
sulting from these conversions are high, at 176.9×, 27.4×, 66.3×, and 20.6×, respectively.
In some instances, the overhead of access conversion is compounded by other data-oblivious
modifications. For example, Flood-Fill ’s time complexity increases from O(n2) to O(n4) over
all transformations, incurring a whopping 1697× slowdown over native.

9.4.3.2 Takeaways

Access-conversion is inefficient since it requires a trivial ORAM scan (Section 9.2.3) over
the entire corresponding data structure. However, these costly scans can sometimes be
avoided. While input-dependent memory lookups are central to many algorithms, we have
found instances where workloads can be re-written to subvert this logic. Such is the case
with Boyer-Moore-Search. In Section 9.5, we discuss changes to this algorithm that avoid
ORAM scans to effectively reduce the oblivious overheads from 1214× to under 2×. If
input-dependent memory accesses are inevitable, more advanced ORAM mechanisms have
the potential to reduce slowdowns. Evaluation of these advanced ORAM schemes (discussed
in Section 9.7) are out-of-scope for the goals of this work.

9.4.4 Trends in Instruction Characteristics

The absolute costs of data-oblivious programming can be expensive for some workloads,
whereas others are more amenable to oblivious transformations. Performance overheads
generally degrade as a result of if-, loop-, and access-conversion because the workloads’
dynamic instruction count and memory accesses increase. Despite these costs, we find that
the behavior of individual instructions improve. These trends are illustrated in Figure 9.4,
where the last four rows show trends in instruction characteristics.

As data-dependent branches are removed, program branching patterns become more pre-
dictable. As a result, the branch misprediction rate improves for a majority of our workloads.
Memory accesses also become more predictable and can exhibit better spatial locality (e.g.,
Bubble-Sort), which is evidenced by improved miss rate in the L1 Data Cache. ALU utiliza-
tion similarly improves for a majority of our workloads as a result of the removal of branches
and pipeline stalls.

Further, we see an improvement in IPC due to data-oblivious transformations for a ma-
jority of our workloads. This improved IPC serves to partially counter the absolute costs
associated with data-oblivious modifications. For example, the dynamic instruction count
for Flood-Fill increases by almost 4680× due to data-oblivious conversions. But, the work-
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Figure 9.4: Characterizing Trends in Oblivious Workloads. This heatmap shows the trends
in runtime performance and instruction characteristics across our twenty workloads. While dynamic
instruction count consistently increases, branch count is varied, as if-conversion removes branch
instructions, whereas other conversions add them. Instruction characteristics show improvement
across multiple workloads.

load’s IPC improves by 2.76×, from 0.71 to 1.97. Thus, the overall performance slowdown
incurred by these changes is less than what is implied by the instruction overhead alone, at
∼1697×. Five workloads experience more than 2× IPC improvement (Boyer-Moore-Search,
Distinctness, Flood-Fill, Kepler-Calc, and Minspan). These results demonstrate that the pro-
cessor can execute more instructions in parallel and reduce stalling when running oblivious
workload variants.

9.5 Algorithms for Data-Oblivious Execution

Workloads that incur higher asymptotic complexity resulting from the mechanized data-
oblivious transformations suffer from significant runtime slowdowns (∼179× geomean). How-
ever, by leveraging our insights about sources of this overhead, we can redesign these appli-
cations’ core algorithms to mitigate slowdowns. In this section, we show how algorithmic
changes can be used to overcome the overheads of three workloads (Boyer-Moore-Search,
Distinctness, and Flood-Fill). We also present a fourth case study on sorting (Bubble-Sort),
which has been developed significantly by existing literature. Compared to mechanically ap-
plying data-oblivious transforms to native baseline programs, our algorithmic optimizations
provide a geomean speedup of 86.4×, as listed in Table 9.4.
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Oblivious Overhead
Benchmark Complexity Input Size over Native Speedup

Boyer-Moore-Search O(n2m) n = 512,m = 8 1214× -
Naïve-Search O(nm) n = 512,m = 8 1.5× 796×
Rabin-Karp O(nm) n = 512,m = 8 2.0× 603×

Bubble-Sort O(n2) n = 4096 1.9× -
Bitonic-Sort O(nlog2n) n = 4096 0.1× 18.6×
Rand-Shellsort O(nlogn) n = 4096 0.3× 6.7×

Distinctness O(n3) n = 128 767× -
Naïve Distinctness O(n2) n = 128 9.3× 82.1×
Sort-Based Distinctness O(nlog2n+ n) n = 128 6.0× 127×

Flood-Fill O(n4) n = 32 1697× -
Grouping Flood-Fill O(n2) n = 32 29.3× 58.0×

GEOMEAN 86.4×

Table 9.4: Case Studies. Above, we list the benchmark variants for our four case studies: string
search, integer sort, element distinctness, and flood fill. Overall, our algorithmic improvements
provide a ∼86× geomean speedup compared to the mechanically converted oblivious workload.

9.5.1 String Search

String search algorithms locate a word or pattern of length m within a text of length n.
Native Boyer-Moore-Search has one of the fastest best-case complexities for pattern matching
compared to other algorithms. This advantage stems from heuristics that accelerate the
matching process. However, these heuristics are not amenable to data-oblivious
transformations and result in a performance overhead of 1214×. In general, we find that
heuristics often conflict with data-obliviousness, as they introduce data-dependent execution
into workloads. We have often found that removing a heuristic is more efficient in an oblivious
setting than attempting to transform it, as is the case with oblivious Naïve-Search (described
below). Figure 9.5a shows the total cycle count of native Boyer-Moore-Search and these three
oblivious workload variants.

Why is Oblivious Boyer-Moore slow? When searching for a pattern, the Boyer–Moore string-
search algorithm is designed to skip over sections of text based on a heuristic. The VIP-
Bench Boyer-Moore-Search implementation specifically uses the bad-character rule to shift
the text anywhere from one character to the full length of the pattern (m). This optimization
gives the native workload a best case runtime of O(n/m) to locate a match. However,
conversion of this heuristic severely degrades performance. Specifically, this input-dependent
heuristic is used to dictate accesses to the text array. These array indexes are transformed
via access-conversion and replaced with an ORAM search. In Boyer-Moore-Search, access-
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Figure 9.5: Total Cycle Count for Optimized Workloads (Log Scale). This figure shows
the overall processor cycle count for the native, oblivious, and optimized workloads discussed in our
case studies on a log scale. Solid bars represent the native (unmodified) workload, whereas dashed
bars represent the oblivious workload variants. Our study demonstrates how algorithm redesign can
significantly reduce data-oblivious programming overheads. For example, String-Search’s oblivious
performance overhead is reduced from 1214× to under 2×, while Distinctness is reduced from 767×
to under 10×. All relative performance overheads are listed in Table 9.4.

conversion is not only required once, but at multiple points throughout the algorithm. This
transformation slows the program by 177× atop changes from loop- and if- conversion. Of
all of our workloads, Boyer-Moore-Search also suffers from the highest overhead from if-
conversion (4.7×) due to conditional predicates related to usage of the above heuristic.

9.5.1.1 Naïve-Search

Since much of the overheads of oblivious Boyer-Moore-Search are related to the usage of the
bad-character heuristic, we remove it, reducing the algorithm to a naïve, iterative search.
The oblivious Naïve-Search workload loops over every index of the text array, from one to
n, and compares the subsequent m characters to check for a pattern match. This simple
approach does not require access-conversion, making it significantly faster than oblivious
Boyer-Moore-Search, with slowdowns under 1.5× for a 512-length text. Thus, Naïve-Search
achieves a 796× speedup over the mechanically-converted Boyer-Moore-Search.

9.5.1.2 Rabin-Karp

Rabin-Karp is a string-search algorithm from the literature that uses a rolling hash to effi-
ciently locate a pattern within a larger text string [270]. Specifically, Rabin-Karp slides over
the text incrementally, checking if the hash values of the text and pattern in the current win-
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dow are equivalent. The use of a hash function serves to reduce the amount of computation
needed to compare the text and pattern strings. This algorithm’s control-flow structure is
similar to that of Naïve-Search, since both process every element of the text array. Thus,
Rabin-Karp is amenable to data-oblivious programming.

We observe that oblivious Naïve-Search slightly outperforms Rabin-Karp, since the naïve
comparison logic can be unrolled and parallelized. Specifically, Naïve-Search does more work
than Rabin-Karp (1.7× more instructions), but this work is easier in nature (2.3× better
IPC). Ultimately, both algorithms provide a two orders of magnitude speedup compared to
the mechanically-converted oblivious code.

9.5.2 Integer Sort

The problem of sorting elements has been well studied in the literature. Many advanced
sorting algorithms exist that can outperform our mechanically converted Bubble-Sort work-
load, as they have better time complexity and are innately data-oblivious. Specifically, we
describe and evaluate two existing sorting schemes that are data-oblivious: Bitonic Sort and
Randomized Shellsort. Figure 9.5b shows the total cycle count of native Bubble-Sort and
these three oblivious workload variants.

Why is Oblivious Bubble-Sort slow? Bubble-Sort iteratively compares and conditionally
swaps adjacent array elements. If-conversion transforms these compare-swap operations
such that the adjacent array elements are overwritten on every iteration. This greatly in-
creases the number of stores dispatched to the memory system and accounts for much of the
performance overhead incurred by oblivious Bubble-Sort. However, obliviously performing
a compare-swap operation will always induce additional stores. Thus, to minimize data-
oblivious overheads, we must optimize the number of compare-swap operations per-
formed by the algorithm . This goal mirrors that of many native (non-oblivious) sorting
algorithms.

9.5.2.1 Bitonic Sort

Bitonic-Sort [271] is a parallel algorithm for sorting that performs a fixed, input-independent
sequence of compare-swap operations. Bitonic-Sort takes a divide-and-conquer approach
by splitting the array into several sub-arrays that are alternating bitonic sequences (i.e.,
sequences that are first increasing, then decreasing). The algorithm then repeatedly merges
these sub-arrays into larger bitonic sequences until the entire array is sorted. The number of
compare-swap operations in Bitonic-Sort is fixed and less than that of Bubble-Sort—Bitonic-
Sort has a complexity of O(nlog2n). As a result, Bitonic-Sort does significantly less work
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than oblivious Bubble-Sort, committing a tenth of the number of instructions, and is about
18.6× faster.

9.5.2.2 Randomized Shellsort

Randomized Shellsort (Rand-Shellsort) [272] is a randomized variant of the Shellsort algo-
rithm that was designed to always run in O(nlogn) time. To achieve this, Rand-Shellsort
integrates randomness into the traditional sorting algorithm. Rand-Shellsort performs mul-
tiple passes over the input array, sometimes selecting pairs of elements deterministically
(similar to the Shellsort algorithm), and other times selecting pairs of elements based on a
random permutation. This pattern enables Rand-Shellsort to reduce the number of compare-
exchange operations while sorting the array with high probability.

Interestingly, the control flow and memory access patterns of Rand-Shellsort are not
known at compile time due to the random selection of compare-exchange operations. This
is in sharp contrast to the other workloads examined, which approach obliviousness through
static execution. Namely, Rand-Shellsort exemplifies an alternative approach to design-
ing data-oblivious algorithms—leveraging statistical randomness instead of naïve (and often
worst-case) control flow.

Rand-Shellsort offers a performance improvement of 6.7× when compared with oblivious
Bubble-Sort. This speedup is not as great as Bitonic-Sort, as Rand-Shellsort ’s randomized
iteration over array regions results in more control-logic and a worse branch misprediction
rate (4.3%). These added pipeline stalls cause Rand-Shellsort to have the worst IPC of all
four sorting variants discussed in this section, at just under one instruction per cycle.

9.5.3 Element Distinctness

Distinctness checks whether all elements in an array are unique. There are many approaches
to solve this problem. The algorithm provided by VIP-Bench [15] inserts all elements in the
array into a binary search tree (BST) and early-exits when detecting a duplicate element.
However, this early-exit and use of a BST is not amenable to data-oblivious programming.
In this case study, we describe and evaluate two simple alternatives to computing element
distinctness: oblivious Naïve-Distinctness and Sort-Based Distinctness. Figure 9.5c shows
the total cycle count of native Distinctness and these three oblivious workload variants.

Why is Oblivious Distinctness slow? Distinctness checks element uniqueness by inserting
values into a BST. This approach is not amenable for an oblivious setting because, i) The
early-exit is removed during loop-conversion, requiring all elements to be inserted in the BST,
and ii) The BST traversal is data-dependent and must be modified during access-conversion
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to be oblivious. Recalling Figure 9.3, access-conversion introduces a large portion of the
runtime overhead. This transformation, alongside loop-conversion, increases the complexity
of Distinctness from O(nlogn) to a whopping O(n3) for the oblivious variant.

9.5.3.1 Naïve Distinctness

To eliminate overheads associated with access-conversion, oblivious Naïve-Distinctness uses
a static, nested for-loop to iteratively check if each element in the array is unique. Like
oblivious Distinctness, the algorithm cannot early-exit after detecting a duplicate element.
Thus, Naïve-Distinctness ’ iterative approach has a greater asymptotic complexity compared
to the native (non-data-oblivious) variant, at O(n2). However, Naïve-Distinctness signifi-
cantly reduces the number of branches (∼40×) and memory accesses (128×) compared to
the oblivious baseline, thus offering an 82× runtime speedup.

9.5.3.2 Sort-Based Distinctness

While Naïve-Distinctness serves to mitigate the access-conversion overheads incurred by
oblivious Distinctness, its time complexity can be improved by leveraging other algorithms
we have already discussed. Specifically, Sort-Based-Distinctness first sorts the array using
oblivious Bitonic-Sort, and then iterates through the array to check if any adjacent elements
are duplicates. Under this algorithm, we can compute element distinctness in O(nlog2n+n)

time. Sort-Based-Distinctness provides a 127× speedup over the mechanically converted
workload for n=128 data set sizes.

9.5.4 Flooding Cells with Flood-Fill

Flood-Fill iterates over a matrix to alter any cells that are “connected” to a chosen target
cell. This functionality is used for the bucket-fill tool in software graphics programs (e.g.,
Microsoft Paint), which colors all same-colored pixels connected to a selected pixel. As
discussed in Section 9.4, the recursive nature of the native algorithm suffers from significant
performance degradation when converted to data-oblivious (1697× for n=32). In this case
study, we work to develop an alternative, iterative Flood-Fill implementation that reduces
the number of passes needed to process adjacent cells. Figure 9.5d shows the total cycle
count of native Flood-Fill and these two oblivious workload variants.

Why is Oblivious Flood-Fill slow? Translating Flood-Fill to be data-oblivious is non-trivial
due to its complex control logic. When flooding a particular matrix cell, native Flood-Fill
recurses on neighboring cells of the same color. Under mechanized loop-conversions (Sec-
tion 9.2), oblivious Flood-Fill makes n2 passes over the matrix to ensure that all connected
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cells are flooded. However, this change increases the complexity significantly, from O(n2)

to O(n4), since matrix cells are now visited more than once. Of the workload’s 1697× per-
formance slowdown, more than 759× originates from loop-conversion, whereas if-conversion
only accounts for 2.2×. For these reasons, our optimized implementation serves to reduce
the impacts from loop-conversion.

9.5.4.1 Grouping Flood-Fill

We developed a new, data-oblivious flood-fill algorithm that reduces the number of passes
made over the n × n input matrix. Grouping-Flood-Fill makes a fixed number of matrix
passes. First, the algorithm scans the matrix to initialize all indices to a particular group
based on their same-colored adjacent array indices (e.g., if M[0][1] is the same color as
M[0][0], it is assigned to the same group). This pass begins to coalesce same-colored
elements into groups but does not capture all connected components. Second, the algorithm
scans the matrix in forward then reverse order to propagate the groups to other connected
indices of the same color. Groups are recorded using a bitmap, which allows us to efficiently
combine two groups via the bitwise OR (|) operator. After these passes, all cells assigned to
the same group (checked via the bitwise AND (&) operator) are connected. Each complete
same-colored connected group will be coalesced. The final pass iterates over the matrix to
recolor all cells that share the same group as the target cell, completing the flood fill.

The Grouping-Flood-Fill algorithm provides a 58× speedup over oblivious Flood-Fill.
While this revised oblivious algorithm does not exhibit more predictable control flow, it
does reduce the number of memory accesses, branches, and therefore branch mispredicts
encountered at runtime. These changes offer a performance boost by reducing stalls in the
pipeline.

9.6 Discussion and Limitations

The workloads in VIP-Bench [15] contain only a subset of common data struc-
tures—primarily fixed-sized arrays and matrices, with graphs represented as adjacency ma-
trices. This is a limitation of our analysis since data structures can significantly affect how
amenable an algorithm is to data-oblivious transformations. For example, native Distinct-
ness used a binary search tree (BST). This choice of data structure incurred high overheads
under mechanised conversions, especially when compared with the iterative array-based ap-
proach we adapted in Section 9.5. Other data structures not evaluated here, such as linked
lists, may similarly incur high overheads. Studying how to represent sparse graphs and other
data structures in data-oblivious programs is an interesting line of future work.
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9.7 Related Work

Languages and compilers are promising mechanisms to assist in data-oblivious code transfor-
mations. However, as exhibited by Section 9.5, algorithmic development is also warranted,
as simple automated compiler support alone will not achieve efficient data-oblivious pro-
grams. We detail existing work related to these two efforts below. We note that much of the
work on data-oblivious languages is coupled with secure computation, which encrypts data
values. While these efforts are critical, we believe it is also useful to study data-oblivious
programs separately, as obliviousness can be beneficial beyond security applications. Fur-
ther, decoupling data-obliviousness and secure computation promotes the development of
unified interfaces and software frameworks for different primitives.

Oblivious Languages and Tools. Obliv-C [235] provides high-level abstractions that
enable data-oblivious programming. Specifically, Obliv-C extends C with new oblivious
data types and control structures (i.e., conditionals, similar to CMOV). Type rules are
enforced at compile time to detect non-oblivious operations. To further ensure insulation
from information leaks, this security-oriented work also encrypts data values such that any
non-oblivious use of them at runtime will result in errors or garbled values. ObliVM [234]
provides a domain-specific language (DSL) for secure computation that enables developers to
easily write data-oblivious programs that are compiled to use secure computation primitives
like garbled circuits. ObliVM also exposes oblivious programming abstractions like ORAM
to its users. Data-Oblivious ISA Extensions (OISA) [109] works towards extending data-
oblivious guarantees to architectures, as hardware has been shown to employ data-dependent
optimizations that violate obliviousness. Finally, we regard the verification of oblivious
algorithms as critical to this domain. ObliCheck [273], which uses symbolic execution in
Jalangi [274], is the only tool we know of that formally verifies data-oblivious algorithms.

Oblivious Algorithms. There is significant research on improving algorithm and data
structure performance in oblivious contexts. Much of this development has occurred around
oblivious search using oblivious RAM (ORAM) protocols. Advanced ORAM protocols enable
secure secret-based addressing with reduced overheads. For example, Path ORAM [105] is
a popular tree-based ORAM scheme that performs O(logn) accesses per lookup (compared
to n accesses for the trivial ORAM search we implement for access-conversion). Recent
work has focused on further improving the costs of oblivious search (e.g., by reducing disk
seeks [115]), as well as extending these schemes to multi-party settings (e.g., [116]).

Recent research has also worked to optimize algorithms for oblivious settings beyond
ORAM. Wang et al. apply data-oblivious techniques to data structures (stacks, queues,
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priority-queues, and maps/sets) and consider their use in graph and memory-allocation algo-
rithms [275]. Most notably, this work implements and evaluates an oblivious maximum flow
algorithm on sparse graphs. Blanton et al. present oblivious algorithms for classical graph
applications on adjacency matrices (i.e., breadth-first search, single-source single-destination
shortest path, minimum spanning tree, and maximum flow) [276]. ObliDB presents efficient,
oblivious query algorithms and implements them for general-purpose SQL databases on In-
tel SGX [228]. Oblix [265] combines oblivious search techniques with hardware enclaves to
develop an efficient search index that scales to large databases.

9.8 Chapter Summary

In this work, we examined the performance of data-oblivious programs, a class of algorithms
that have great potential in the arenas of security, branch and memory optimization, and
hardware synthesis. We found that, while mechanically transforming a program to be data-
oblivious can result in very high overheads, this is not the case for all workloads, particularly
those whose asymptotic complexity is not impacted. Additionally, data-oblivious trans-
formations often improved branch prediction, memory performance, and ALU utilization,
helping offset the other costs of oblivious programming. Finally, we examined the value of
redesigning applications’ core algorithms for an oblivious model of computation. We found
this approach particularly fruitful, reducing overheads by more than an order of magnitude,
on average. These results are encouraging as they suggest that additional research on com-
piler and algorithmic optimizations can improve the efficiency of data-oblivious algorithms
and, therefore, also Sequestered Encryption.
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CHAPTER 10

Conclusion

Our approach to designing encrypted architectures has evolved over the course of this dis-
sertation as we have learned lessons from our research. Overall, our work demonstrates the
effectiveness of architectural approaches for security and how information asset protections
can provide broad coverage against exploits. These themes span beyond protecting informa-
tion assets and have greater implications for the future of hardware security research.

• Vulnerability-Agnostic Design: Software vulnerabilities are so pervasive that they are
expected to be present in complex systems software. As systems grow, avoidance defenses
(§2.4) that focus on patching vulnerabilities will become increasingly ineffective and non-
durable. It is insurmountable to find all software vulnerabilities since this would require
formal methods that do not scale with large systems. Architectural approaches enable us
to design vulnerability-agnostic systems, as any software running atop the architecture, in-
cluding programs that contain vulnerabilities, can be insulated from attack. This principle
undercuts all of our designs.

• Hardware-Based Defenses: Architectural approaches lend themselves to efficient,
vulnerability-agnostic designs and the comprehensive protection of information assets.
However, pursing hardware-based defenses is challenging because security analysis is best
done when attackers have access to a fully implemented and detailed system. Current ap-
proaches to computer architecture modeling do not accommodate this need, as hardware
designs are proprietary and a majority of research is done using functional or cycle-accurate
simulators (e.g., gem5 [6]). The RISC-V open-source ecosystem has recently become a cat-
alyst for hardware-based defenses as it allows for full system implementations. RISC-V
enabled our Morpheus research team and the broader FETT program [34, 197] to deploy
Amazon AWS F1 FPGA-cloud instances for security researchers to hack. This opportu-
nity was critical to the evaluation of the Morpheus II architecture. We hope that future
advancements to the RISC-V ecosystem empower more comprehensive security analysis
and, ultimately, the broader adoption of hardware-based defenses.
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• Embracing Strong Encryption: Our defense approaches evolved from using encryp-
tion minimally in memory, to using it comprehensively with reduced security, to embracing
strong encryption in the pipeline despite its latencies. This progression was motivated by
growing security concerns and the relinquishment of performance-first design. Encryption
is a powerful tool to protect information assets as encrypted assets can be totally exposed
to an attacker yet remain secret. By keeping values encrypted in the many leaky mi-
croarchitectural structures, we can guard them from attack (e.g., §2.5.3, §2.5.4) without
invasive changes to the architecture. However, strong encryption is costly. Time-tested
cryptographic schemes like AES take forty cycles at a 2.5 GHz clock speed, compared to an
add operation that takes a single cycle. Luckily, there exists many opportunities to lever-
age encryption while avoiding these latencies. In Chapter 8, we showed how architectural
optimizations can be used to mitigate encryption overheads without imbuing timing side
channels. This result serves as an inspiration for future work to safely optimize the perfor-
mance of security defenses. It is also possible to accelerate the AES implementation itself
with a more deliberate hardware design. Further, emerging lightweight ciphers (e.g., K-
Cipher [240]) or ciphers designed for hardware implementations (e.g., QARMA [10]) have
the potential to reduce slowdowns, especially as they are welcomed by the community.

• Toward Side-Channel Resilience: Our defense approaches also evolved to provide
better protection from side channels. Our early work protecting code and pointers de-
crypted assets before use. Thus, information about encrypted assets were willfully leaked
through side channels (e.g., an encrypted code pointer is revealed when used to access
the I-cache [101]). Re-keying served as a mechanism to nullify leaked information. How-
ever, holistic side-channel-resilient approaches offer greater security. With Sequestered
Encryption [35], we embraced side channel leakage in our threat model and worked to
explicitly design a hardware enclave that is resilient to timing analysis. Further, we were
able to verify this claim formally because of SE’s minimal design [261]. This work demon-
strates how low-trust architectures can make significant progress towards side-channel
resilience, especially as side channels have plagued commercial hardware protections in
recent years [103, 118, 219, 220, 221, 277].

These lessons not only serve as takeaways from this dissertation but also inspire future
work. For example, it is interesting to consider how timing-side-channel resilience can be
adapted for Morpheus, which must perform tasks like indexing the I-cache with a protected
pointer, or how SE can be designed to thwart other classes of side channels, such as power
analysis. Below, we briefly summarize the work presented in this dissertation before dis-
cussing directions for future research.
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10.1 Dissertation Summary

There are increasing incidences of security exploits and high-profile data breaches that lever-
age not only novel weaknesses (e.g., Spectre [16] and Meltdown [17]) but also vulnerabilities
that we have known about for decades yet remain widespread (e.g., memory errors [142]).
In this dissertation, we leveraged an understanding of the security landscape to disrupt this
trend and design more durable solutions. In Chapter 2, we provided a framework for or-
ganizing vulnerability sources throughout the program life cycle and used this framework
to categorize existing attacks and defenses. From this chapter, we recognized the repeated
usage of information assets in security exploits across attack genealogies. This insight in-
formed our approach on building security and privacy solutions—applying protections to a
few critical information assets can potentially achieve broad coverage against security ex-
ploits. Further, by leveraging encryption and custom hardware extensions, these defense can
become efficient and resilient to attack.

In this dissertation, we explored how architectures that encrypt information assets (i.e.,
code, pointers, and data) can provide efficient and comprehensive security and privacy pro-
tections. In Chapter 3, we presented our first instantiation of an encrypted architecture
that protects information assets: Morpheus [31]. The Morpheus secure architecture lever-
ages an ensemble of moving target defenses to thwart control-flow attacks, layering address
space displacement, code and pointer encryption, attack detection, and runtime re-keying (or
“churn”). While Morpheus is effective and performant, our design choices prioritized runtime
efficiency, resulting in two security flaws. First, Morpheus only encrypts pointer and code
representations in memory, minimally protecting pointers in the pipeline. Second, Morpheus
requires significant architectural modifications, including the usage of tagged memory. Our
subsequent chapters iterated on the Morpheus design to address these deficiencies. In Chap-
ter 4, Displaced and Dilated Address Spaces (DDAS) [32] expanded Morpheus’ address space
displacement protection to better protect pointers in the pipeline. Our evaluating demon-
strated that DDAS can detect 99.996% of pointer manipulations with minimal performance
impacts. Our research continued to evolve to leverage encryption more comprehensively. In
Chapter 5, we revisited the original Morpheus design to leverage encryption in the pipeline
while minimizing microarchitectural impacts. We presented Morpheus II [33], a secure ar-
chitecture that processes encrypted code and code pointers, better protecting them from
exfiltration. The strength of Morpheus II was demonstrated in a three-month bug-bounty
program, where over five-hundred attackers were unable to exploit a vulnerable application
running atop the secure architecture. This result demonstrated the strength of encrypted
architectures for protecting information assets and exemplified vulnerability-agnostic design.
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After the success of Morpheus II in thwarting control-flow attacks, we began to consider
how encrypted architectures can be leveraged to protect other assets. In the second half
of this dissertation, we turned our attention to protecting sensitive data to provide data
privacy in the presence of software vulnerabilities. We presented Sequestered Encryption
(SE) [35]—a hardware capability that provides comprehensive data privacy by removing
all sensitive plaintext values from software-accessible architectural state. We designed the
SE architecture and evaluated its performance when configured with three different crypto-
graphic ciphers: AES, Simon, and QARMA. Due to long cipher latencies on the critical path,
performance overheads were moderate, at an average 36× slowdown with AES. However, ar-
chitectural optimizations and software changes can significantly decrease these overheads.
In Chapter 8, we find that classic architecture techniques like caching and forwarding can
almost entirely mask cipher latencies. With our optimized microarchitecture design, perfor-
mance overheads were reduced to just 2.5× native computation, with programmatic changes
accounting for more than half of this overhead. We concluded this dissertation by inves-
tigating the software overheads accounting for the majority of the remaining performance
slowdowns. We presented a systematic characterization of the runtime overheads of en-
crypted data architectures and provide examples of ways programs can be designed to avoid
these slowdowns.

10.2 Future Directions

I believe that encrypted architectures can revolutionize the fields of security and privacy.
Many exciting directions for future work follow from the research presented in this disserta-
tion. Some of these ideas are summarized below.

Secure Memory Accesses for Encrypted Architectures. The Morpheus architec-
tures leak encrypted pointer values to cache side channels during memory lookups. To avoid
this leakage, Sequestered Encryption requires costly programmatic conversions to transform
data-dependent memory accesses. As shown in Chapter 9, these access conversion incur the
largest performance slowdowns of all data-oblivious constructs. Oblivious RAMs (ORAMs)
have the potential to address both of these issues. ORAMs are algorithms that random-
ize memory access to decouple them from the data being computed upon. By integrating
ORAMs in architectures directly, programs can be insulated from memory side channels
automatically. I-cache accesses with decrypted pointers in Morpheus would be secure, and
access conversion in SE would not be needed. Further research is needed to understand
and optimize the performance impacts of ORAM algorithms for real systems. ORAMs are
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typically characterized by their asymptotic complexity in the number of additional memory
accesses they require. This characterization gives a sense of the relative performance of com-
peting ORAM schemes, but ignores many nuanced system aspects that significantly impact
absolute runtimes (e.g., how cache performance is impacted by the random-nature of ORAM
accesses). Understanding absolute runtimes on real systems is critical to designing efficient
implementations of ORAMs in hardware.

Powerful Extensions to Encrypted Data Architectures. Encrypted architectures
enable capabilities beyond what is presented in this dissertation. Specifically, extensions
to Sequestered Encryption can enable functional encryption—a class of cryptographic algo-
rithms that permit third-parties to learn the plaintext result of a particular function rendered
over some encrypted data, while upholding the confidentiality of that data (e.g., a company
can learn the average of a data set, but cannot directly see any of that data). This powerful
mechanism enables data owners to place strict constraints on what other parties can do with
their data (e.g., the company cannot learn the median). However, cryptographic approaches
to functional encryption are largely theoretical. With hardware support, we can implement
this functional encryption securely, potentially having far-reaching impacts on data privacy
in commercial settings.

Software Support for Encrypted Architectures. Sequestered Encryption requires sig-
nificant software changes to denote sensitive data and accommodate data-oblivious program-
ming. We left Chapter 9 understanding the performance impacts of data-oblivious changes
and the significance of algorithm selection. However, much more work can be done towards
designing efficient data-oblivious algorithms and aiding programmers in using these frame-
works. Software support for encrypted computation must be developed in tandem with
secure architectures, as making privacy solutions accessible to programmers is integral to
their adoption.1 Compilers can assist in making privacy technologies more accessible to
programmers by automating the mapping of program constructs onto privacy technologies
and performing other optimizations. Our findings in Chapter 9 can be generalized into
data-oblivious compilation flows in future work.

More broadly, it is interesting to consider how we can protect legacy code with
vulnerability-agnostic architectures. Morpheus and SE can run legacy code, as programs
can execute atop the architecture without engaging any of its protections. However, these

1Such importance is evidenced by homomorphic encryption. While extremely powerful, currently available
homomorphic encryption libraries expose cryptographic primitives to users (e.g., batching, relinearization,
and other ciphertext maintenance operations), making these technologies difficult for non-experts to use.
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architectures cannot protect legacy code. Programs must be recompiled to use the defense’s
ISA extension (in the case of Morpheus II [33] and SE [35]) or, at minimum, be screened for
metadata. Techniques like Cryptographic Capability Computing (C3) [27] support legacy
programs by intercepting targeted instructions at runtime. Future research could consider
how to integrate this approach for the defenses presented in this dissertation.

Returning to Security. While we concluded this dissertation focusing on data privacy,
much more work is needed in the security space. Our review of attack genealogies in Chap-
ter 2 showed how exploits largely rely on knowledge of key information assets, like code
and pointers. Morpheus II [33] encrypts code and code pointers to thwart control-flow at-
tacks. While it withstood red-teaming efforts in the DARPA FETT bug-bounty program,
its design was imperfect as it did not prevent information assets from leaking through side
channels. Insulating this final attack vector has the potential to stop control-flow exploits
indefinitely. More broadly, additional work can be done to protect other asset domains, such
as data pointers, to stop even broader swaths of the attack surface. The lessons we have
learned from Sequestered Encryption can inform the design of even more powerful security
architectures. Yet, as we return to security, we must also expend more effort on reducing
performance overheads, as the community is more sensitive to slowdowns. Our later chapters
demonstrate how we can approach efficient designs without compromising security.
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