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Imagine a World…
An individual learns of a new and more secure 

way to access online services: his cell phone 

carrier, bank, and local governments will all 

offer Identity Ecosystem-approved credentials. 

He also discovers that his email provider, 

social networking site, health care provider, 

and local utility companies accept any of these 

credentials. He selects the service provider 

that fits his requirements, and he no longer 

has to remember dozens of different 

usernames and passwords.



Coordination of Existing Programs

NSTIC supports a future online environment in which 
credentials issued by one sector can be used across others, 
reducing infrastructure costs and increasing convenience, 

interoperability, and security for individuals.
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Existing stove-piped critical infrastructure sectors

 Cost savings
 Convenience
 Increased 

privacy 
protection

 Efficiency



Benefits



The NSTIC Vision

Individuals and organizations 
utilize secure, efficient, easy-

to-use, and interoperable 
identity solutions to access 
online services in a manner 
that promotes confidence, 

privacy, choice, and 
innovation.



Guiding Principles

Security Interoperability Easy-to-Use



Identity Ecosystem Participants
• Individual: The person engaged in an online 

transaction. Individuals are the first priority of 
this Strategy

• Identity Provider: Enrolls and establishes, 
maintains, and secures the digital identity 
associated with a subject.

• Attribute Provider: Asserts trusted, validated 
attribute claims in response to attribute requests 
from relying parties.

• Relying Party: Selects and trusts the identity and 
attribute providers of their choice based on risk 
and functional requirements.



Identity Ecosystem and 
Individuals

For individuals, the envisioned Identity 
Ecosystem is:

• privacy-enhancing
• user-centric
• voluntary 
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Fair Information Practice 
Principles

• Multifaceted integration of 8 FIPPs as 
articulated by DHS

• Example: Data Minimization 
- identity providers
- relying parties
- technical standards
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•NSTIC Implementation Plan•NSTIC Implementation Plan

The National Strategy for Trusted Identities in 

Cyberspace (NSTIC)

The National Strategy for Trusted Identities in 

Cyberspace (NSTIC)

Two Parts:

 National Strategy
 Signed by the President

 Detailed activities to support Strategy’s vision
 Lead Agency assigned to each activity



Next Steps
• Clear Strategy for Presidential signature
• Conduct next stakeholder review of Implementation Plan
• Establish National Program Office as Federal focal point
• Complete and release Implementation Plan
• Execute Implementation Activities

– Expand government services, pilots, and policies
– Address liability
– Coordinate development of risk models and interop

standards
– Coordinate and enhance international efforts
– Implement privacy protections
– More actions to enable the Identity Ecosystem…


