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Abstract
The success of modern public/edge clouds hinges heavily
on the performance of their end-host network stacks if they
are to support the emerging and diverse tenants’ workloads
(e.g., distributed training in the cloud to fast inference at the
edge). Virtual Switches (vSwitches) are vital components of
this stack, providing a unified interface to enforce high-level
policies on incoming packets and route them to physical
interfaces, containers, or virtual machines. As performance
demands escalate, there has been a shift toward offloading
vSwitch processing to SmartNICs to alleviate CPU load and
improve efficiency. However, existing solutions struggle to
handle the growing flow rule space within the NIC, leading
to high miss rates and poor scalability.

In this paper, we introduce Gigaflow, a novel caching
system tailored for deployment on SmartNICs to acceler-
ate vSwitch packet processing. Our core insight is that by
harnessing the inherent pipeline-aware locality within prog-
rammable vSwitch pipelines—defining policies (e.g., L2, L3,
and ACL) and their execution order (e.g., using P4 and Open-
Flow)—we can create cache rules for shared segments (sub-
traversals) within the pipeline, rather than caching entire
flows. These shared segments can be reused across multi-
ple flows, resulting in higher cache efficiency and greater
rule-space coverage. Our evaluations show that Gigaflow
achieves up to a 51% improvement in cache hit rate (aver-
age 25% improvement) over traditional caching solutions
(i.e., Megaflow), while capturing up to 450× more rule space
within the limited memory of today’s SmartNICs—all while
operating at line speed.

CCS Concepts: • Networks→ Packet classification; Pro-
gramming interfaces; Cloud computing; Programmable
networks; In-network processing; Data center networks;
Network adapters; • Hardware→ Networking hardware.
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1 Introduction
Since the late 90s, the end-host networking stack in datacen-
ter networks has transformed into a switching substrate
built around virtual switches (vSwitches) [33, 56]. These
vSwitches act as the last-hop layer in the modern distributed
computing landscape—routing traffic to and from virtual ma-
chines (VMs) and containers, connecting them to the outside
world [20, 33, 56, 75]. Early incarnations of these vSwitches
primarily resulted in mimicking the functionalities of fixed-
function hardware switches as hardcoded software switches
(e.g., Linux Bridge and iptables) [21, 77]. We have come a
long way since then (a) through a series of software optimiza-
tions aimed at maximizing CPU performance [56, 58, 59]
to (b) leveraging hardware offloads using modern Smart-
NICs [25, 27, 46, 47, 83]. Nevertheless, the challenge persists:
these vSwitches struggle to scale effectively with emerging
workloads and increasing link rates [59, 90].

In software, applying the entire multi-table pipeline—
comprising a sequence of transformations based on net-
work policies (e.g., L2, L3, or ACL)—within a vSwitch for
each incoming packet is prohibitively expensive. CPUs strug-
gled with handling multiple lookups, resulting in significant
performance degradation with each additional lookup [56].
Early optimizations addressed this by introducing single-
lookup caches, namely Microflow and Megaflow [56]. In the
Microflow cache, the first packet in a flow is processed by
the multi-table pipeline to generate a single exact-match
rule, which is then cached, allowing subsequent packets to
bypass the full pipeline. Later, Microflow caches evolved into
wildcard-based Megaflow caches, which improved aggre-
gated vSwitch throughput by allowing a broader range of
traffic patterns to be handled within the cache.
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(a) Traversal caching using Megaflow

(b) Sub-traversal caching using GIGAFLOW

Sub-Traversal

Figure 1. (a) A traversal is a complete sequence of table
lookups through the vSwitch pipeline that generates a
Megaflow rule. (b) A sub-traversal is a subset of these
lookups within a traversal, capturing smaller, reusable
segments shared across multiple flows.

More recent work has focused on enhancing lookup
speeds within Megaflow caches by replacing the existing
Tuple Space Search (TSS) classifier [56, 66] with compact ma-
chine learning models, such as the Range Query-Recursive
Model Index (RQ-RMI) [58, 59]. Despite these improvements,
CPU limitations—particularly the stagnating performance
growth with the slowdown of Moore’s Law [26, 42, 69, 78,
82]—continue to restrict the overall throughput of vSwitches
to less than 10 Gbps per core [56, 59, 71].

There is an urgent push within the networking industry to
shift from CPU-based virtual switching to SmartNICs, as ev-
ident through recent products from major players, including
AmazonNitro [1], NVIDIA Bluefield [46, 47], AMDPensando
DPU [2, 4], and Intel IPU [30]. Equipped with a hardware
(HW) cache, these NICs can process and route traffic directly
to and from the virtual endpoints (e.g., using SR-IOV [50]),
effectively bypassing software-based processing. These NICs
can reach link speeds of 400Gbps and higher [47] when the
matching rule is present in the HW cache.1

Yet, the main challenge with these NICs is the lim-
ited size of their HW caches, typically holding between
10–50K wildcard rules—far fewer than the software-based
caches [39, 56, 74]. This limitation is attributed to the
restricted power budget of SmartNICs, typically around
75W [84], and the complexity of integrating large TCAMs
on-chip [37, 45, 60, 67, 72]. As a result, despite their per-
formance advantages, high miss rates within these caches
result in significantly lower overall aggregate throughput.
Thus, most implementations today use HW caches to han-
dle only a small subset of traffic—primarily long and bursty
flows—while directing the bulk of other traffic to software
for processing [19, 25, 61, 74].

In this paper, we offer a fresh perspective on caching
rules within SmartNICs. Traditionally, two assumptions have
guided the design of caching in vSwitches: (1) multi-table

1Note, the on-NIC ARM cores are typically less powerful and result in even
poorer performance compared to the server cores [15] (see §6).

lookups are prohibitively expensive, necessitating a single-
lookup cache (e.g., Megaflow) [56, 59]; and (2) cache-rule
generation relies solely on the locality derived from traffic
patterns (i.e., temporal and spatial) [20, 56, 59, 71]. We argue
that it is time to revisit these assumptions.

First, unlike CPUs, modern SmartNICs can perform multi-
table lookups directly in hardware at line speeds, similar
to high-performance network switches (e.g., RMT [11, 28],
dRMT [16], and Trident5 [12, 13]), allowing for cross-product
rule combinations that greatly expand rule-space coverage
beyond physical table limits. Second, the vSwitch pipelines
are programmable (e.g., using P4 [10] and OpenFlow [40]),
letting operators configure not only the types of policies to
apply (e.g., L2, L3, or ACL) but also their precise order. This
flexibility introduces a new and powerful form of locality—
pipeline-aware locality—that extends beyond the traditional
notions of temporal and spatial locality.

In conventional caching, Microflow rules capture tem-
poral locality by caching frequent packets from the same
exact flow, while Megaflow rules use wildcards to capture
spatial locality, grouping flows with overlapping headers.
Pipeline-aware locality, however, leverages the structure of
the vSwitch pipeline itself, enabling cache rules based on
shared sequences and operations within the pipeline.

To exploit this pipeline-aware locality, we extend the con-
cept of a traversal [20, 31, 33, 56, 71, 90] in vSwitches—
a unique sequence of table lookups through the vSwitch
pipeline that generates a Megaflow rule [31, 56, 59], reflect-
ing both the order of table lookups and the rules matched
within those tables (Figure 1a). We decompose each traver-
sal into smaller, reusable segments, known as sub-traversals
(Figure 1b), which represent common lookup patterns shared
across flows, capturing frequently repeated sequences within
the pipeline. By caching these sub-traversals and strategically
installing them across SmartNIC tables, we allow multiple
flows to reuse shared segments of the pipeline, creating a
more efficient and scalable caching strategy.

Building on these insights—(a) line-rate multi-table
lookups in SmartNICs and (b) Megaflow rules constructed
from overlapping sub-traversals—we design Gigaflow, a
caching system that maximizes rule-space coverage and
cache hit rate while maintaining line-rate performance:
• To ensure that the sub-traversal rules in the SmartNIC ta-
bles preserve the correct sequence of the original vSwitch
pipeline for a given flow, Gigaflow introduces Longest Tra-
versal Matching (LTM) with table tags (§4.1). By selecting
the longest matching sub-traversal in each table, LTM en-
sures the correctness of the lookup operations, with table
tags maintaining the proper sequence order.
• To identify the most common sub-traversals for maximum
rule-space coverage in the SmartNIC, Gigaflow leverages
the disjointedness property of vSwitch pipelines (§4.2), i.e.,
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separating sub-traversals at boundaries with disjoint head-
ers (e.g., across L2 and L3 headers). This stateless approach
effectively captures pipeline-aware locality while keeping
the processing cost constant, irrespective of the number of
cached rules.

We implement Gigaflow as a new caching subsys-
tem inside Open vSwitch (OVS) [56] and deploy it on P4-
programmable FPGA-based SmartNICs using Xilinx’s P4SD-
Net [6] with the OpenNIC codebase [5, 44] and Alveo U250
FPGAs [83, 86]. Our experiments use five real-world vSwitch
pipelines with diverse traversal patterns (Table 1), along with
Classbench [68] rulesets, and CAIDA [14] traffic traces. The
results demonstrate up to 51% improvement in hit rate (25%
on average), up to 90% fewer cache misses, and up to 450×
greater rule-space coverage with 18% fewer cache entries,
all while maintaining line-rate performance. Our Gigaflow
prototype is available as open source.2

2 Background
Traditionally (Figure 2a), a NIC would forward all incoming
packets up the host’s hypervisor stack to a virtual switch
(vSwitch), which applies steering policies (as flow rules) to
route the packets to the destined virtual machines (VMs) or
containers [20, 56].Thus, being on the critical path demanded
that the vSwitch be able to swiftly process packets with
minimal overhead—as time spent processing packets here
would directly impact the performance of the VMs, hosting
tenant’s workloads [24, 36, 43, 76, 87, 89].
2.1 Programmable vSwitch Pipelines
Early vSwitches, such as Linux Bridge [21] and iptables [77],
proved inadequate in supporting advanced use cases (e.g.,
network virtualization [33]) crucial for modern cloud en-
vironments [56]. Hosting multiple tenants’ workloads and
VMs demanded sophisticated flow policies for filtering, iso-
lating, and steering traffic across the shared infrastruc-
ture [33, 56]. For instance, data centers required a new pro-
tocol (VXLAN [79]) to partition the network into finer over-
lays than VLAN [80] or other traditional protocols could
achieve. To express these policies, vSwitches, like Open
vSwitch (OVS) [56], VMware’s VDS [73], and Microsoft’s
Virtual Filtering Platform (VFP) [20], began exposing a prog-
rammable pipeline of match-action tables (MATs) through
a standardized interface (e.g., OpenFlow [40]). Instead of
relying on fixed pipelines, operators could now program
these switches and specify, as a sequence of flow rules, what
policies to execute and in what order.
vSwitch Caches: Microflow & Megaflow. CPUs, how-
ever, struggled to execute these programmable multi-table
pipelines efficiently, leading to considerable performance
degradation compared to earlier counterparts [56, 59, 90].
This led to a series of innovations in the development of
fast single-lookup flow caches (such as Microflow/Megaflow
2Codebase: https://github.com/gigaflow-vswitch
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Figure 2.Themodern end-host virtual switches offload
traffic steering to and from VMs to SmartNICs, with
hardware (HW) cache, for high-speed networking.

in OVS [56], and Unified Flow Table (UFT) in VFP [20]),
which store the results of packets processed through the
multi-table pipeline (e.g., traversal) as flow rules. The main
insight was that subsequent packets with matching header
fields (exact or wildcard) could be processed directly from
the flow cache, requiring only a single lookup. For example,
in OVS, a hierarchy of these caches is utilized to handle in-
coming packets [56]. The packet is initially checked in the
Microflow (or exact-match) cache, designed to capture the
temporal locality of traffic (i.e., packets from a specific flow
arriving frequently). Next, it is looked up in a Megaflow (or
wildcard-match) cache, which leverages spatial locality (i.e.,
packets from flows with matching prefixes arriving closer
in time). Finally, it progresses through the vSwtich multi-
table pipeline, and if the instructions permit, corresponding
rules are installed in the two caches. These caches function
effectively when they have large sizes (i.e., to capture large
flow-rule space) but quickly lose their advantage when the
size is limited (see §6).

2.2 Accelerating vSwitches via SmartNICs
Achieving high speeds with CPUs is a tall order, espe-
cially when compounded by the need to utilize minimal
CPUs, typically just one, for virtual switching in pub-
lic clouds [30, 46, 47, 64, 83]. Regardless, several seminal
works came forth including kernel-bypass techniques (like
DPDK [18] and Netmap [70]), caching schemes (e.g., exac-
t/wildcard matching) [56, 71], and more recent ML-based
packet classifications [58, 59] to reduce the processing cycles
spent by vSwitches on packet handling. Yet, despite these
innovations, the deceleration of Moore’s Law [42] and the
intrinsic constraints of CPUs (i.e., the von Neumann bottle-
neck [81]), restricts the maximum achievable performance
to less than 10Gbps per CPU [56, 59, 71].

To overcome these limitations, the networking commu-
nity is now turning towards SmartNICs in an effort to offload
packet steering from vSwitches—taking them off the critical
path [1, 2, 4, 30, 38, 41, 46, 47]. A hardware (HW) cache inside
SmartNICs (Figure 2b) stores and applies steering policies
to incoming packets and routes them directly to their des-
ignated endpoints (e.g., VMs and containers) using single
root input/output virtualization (SR-IOV) support [50]. Un-
like CPUs, these caches utilize a match-action table (MAT)
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Figure 3. Increasing the cache tables (K) reduces cache
entries (a) andmisses (b), cutting vSwitch CPU usage by
an average of 3× while covering 335×more rule space,
compared to Megaflow (not shown); tested against
100,000 unique flows (details in §6).

architecture based on TCAMs [30, 47], capable of process-
ing packets at link speeds exceeding 400Gbps. This new
configuration resembles the operation of modern switches,
featuring an ASIC dedicated to line-rate packet processing,
complemented by an on-switch CPU responsible for pro-
gramming entries within the ASIC [30, 47, 84]. In our case,
it is the vSwitch, running on the CPU (host or ARM SoC),
that programs the HW cache in the SmartNIC.

The pressing need to scale end-host networking and to
break past the restrictions of CPUs has, thus, resulted in
the introduction of a variety of such SmartNIC products
by various NIC vendors and cloud providers. These include
Amazon Nitro [1], Nvidia Bluefield [46, 47], AMD Pensando
DPU [2, 4], Intel IPU [30], Marvell LiquidIO [38], and Mi-
crosoft Fungible DPU [41].

However, despite their raw computing power, these Smart-
NICs are now constrained by the size and utilization (i.e., hit
rate) of their HW caches [11, 16, 38, 39, 47, 64].

3 Motivation & Key Insights
To propel end-host networking into the era of 400Gbps+
packet processing, it is crucial that the majority of traffic
be handled by the HW caches in the SmartNICs. Doing so,
however, requires a radical rethinking of howwe develop and
offload vSwitch caches today. Simply increasing the size of
these HW caches would not suffice, as evident bymost recent
SmartNIC products (typically, holding 10–50K rules) [38, 39].
The limited PCIe power budget of 75W [63, 83, 84] and the
operational complexity and cost of integrating TCAMs on-
chip [60], restrict the number of rule entries these HW caches
can accommodate. This begs the question, is there a way to
scale the rule efficiency and performance of these SmartNICs?

We believe there is. Until now, all our efforts have been
driven by the following assumptions: (a) to improve perfor-
mance, single-lookup flow caches are essential, as multi-table
pipelines result in higher classification load and longer de-
lays; and (b) to improve hit rate, the only available locality
information for guiding cache-rule generation is derived
exclusively from the traffic. However, two recent trends in-
validate these assumptions today.

1
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Figure 4. The average frequency of a tuple of header
fields reoccurring in the Classbench ruleset (which in-
cludes 200,000 rules) increases as the number of the
matching header fields decreases (5 → 1), thereby in-
creasing the potential for header sharing.

3.1 Multi-Table Lookups & SmartNIC Offloads
Similar to data center switching ASICs (e.g., RMT [11, 28]),
SmartNIC switching ASICs (e.g., on the NVIDIA Blue-
field [47]) can execute multi-table lookups at line rate with
sub-𝜇s latencies [83, 84].

At first glance, this capability might suggest that we could
simply offload the entire vSwitch pipeline onto the SmartNIC.
However, several limitations make this approach infeasible:
(1) the vSwitch multi-table pipelines are intricate, offering
an abstraction of any-size flow tables with deep pipelines
(e.g., 256 tables [56]) and complex control flow structures
(e.g., loops) to support operator policies [33, 56], and (2)
the low power rating and restricted chip area of SmartNICs
limit how many tables they can support (typically 4–8) [30,
35, 83]. Additionally, recirculations within SmartNIC ASICs
directly affect throughput and latency, resulting in sub-line-
rate processing [28, 29].
Key Insight (I1): Rather than directly offloading the

vSwitch pipeline as-is, we can trace the control flow of a
packet through the pipeline, yielding a linear sequence of
lookups (i.e., a traversal). The goal is then to map this traver-
sal (involving N tables) onto the SmartNIC pipeline with K
cache tables, where K≪N.

A Megaflow cache corresponds to a mapping with K=1
(Figure 1a), which simplifies the mapping problem signifi-
cantly [56]. In a Megaflow cache, each table’s actions are
traced and composed into a final set of actions, along with
a matching wildcard, and cached as a single rule. We gen-
eralize this concept to K>1 by breaking a traversal into K
sub-traversals (Figure 1b), which are then mapped across
the SmartNIC’s multi-table pipeline. The difficulty, however,
lies in identifying optimal breakpoints for sub-traversals to
maximize sharing among incoming flows. For example, us-
ing a real-world vSwitch pipeline (OLS; Table 1), Classbench
ruleset [68], and CAIDA traffic traces [14], setting K=4 re-
duces cache misses by up to 90% (Figure 3a) and increases
rule-space coverage by 335×, all while requiring only 10,000
entries (Figure 3b).

3.2 Pipeline-Aware Locality & Prog. vSwitches
The vSwitch pipelines are programmable (e.g., via P4 [10]
and OpenFlow [40]); network operators can specify which
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produce an unrolled traversal, which is then partitioned into sub-traversals and stored as LTM rules in Gigaflow
caches. (c) Example Gigaflow processing with two traversals partitioned across three caches, capturing four flows.

policies to apply and in what order—forming a sequence of
table lookups through the vSwitch pipeline, with each table
serving a distinct function (e.g., L2, L3, or ACL). Ideally, the
most frequently and commonly used sub-sequences of these
table lookups should be selected as candidate sub-traversals
for installation on the SmartNIC’s cache tables. However,
identifying these optimal sub-traversals requires real-time
awareness of traffic patterns and the cached sub-traversals; a
process that becomes progressively more costly as the cache
size increases.
Key Insight (I2): Another approach to identifying fre-

quently taken sub-traversals within the vSwitch pipeline
is to examine the fields each table matches on. While it
may seem counter-intuitive initially, breaking these sub-
traversals across tables—matching on disjoint fields—could
result in sub-traversals that are frequently traversed (or
shared) by arriving flows.

For instance, as shown in Figure 4, a sub-traversal match-
ing between 1 and 4 headers can be shared by about 856 flows
(on average) in the Classbench [68] ruleset, which depicts a
datacenter environment. However, the average sharing drops
to about 1.03 when matching on the entire 5-tuple with a
Megaflow cache. This indicates that breaking sub-traversals
into segments of smaller, disjoint header fields would yield
fewer misses and cache entries (Figure 3).

4 Design of Gigaflow
Building on these insights—caching sub-traversals from the
vSwitch pipeline in the SmartNIC (I1) and leveraging dis-
jointedness for pipeline-aware locality (I2)—we introduce
Gigaflow, a novel system featuring a multi-table caching
schemewithin the SmartNIC, called Longest Traversal Match
(LTM), §4.1. Gigaflow populates this cache by partitioning
traversals into disjoint sub-traversals (with no overlapping
fields), ensuring maximum rule-space coverage, §4.2.

Workflow. As illustrated in Figure 5a, Gigaflow’s LTM
cache in the SmartNIC consists of K feed-forward lookup
tables based on the P4-programmable RMT architecture
(GF1,GF2, … ,GF𝐾), which is widely supported by commer-
cial SmartNICs today [30, 47, 64, 83, 86]. When an incom-
ing packet misses the LTM cache, it is sent to the vSwitch,
where its flow signature, 𝐹 (a set of header fields), is extracted
and processed through the userspace forwarding pipeline
(§4.2.1). This process generates a traversal, which includes
the accessed vSwitch pipeline tables (𝑇1, 𝑇2, … , 𝑇𝑁), the mod-
ified flow after each table (𝐹 𝑖), and a wildcard indicating the
matched header bits (𝑊𝑖), as shown in Figure 5b.

Next, Gigaflow divides the traversal into up to 𝐾 disjoint
sub-traversals, selecting a partitioning scheme that maxi-
mizes disjointness between adjacent sub-traversals (§4.2.2).
These sub-traversals are converted into LTM rules, each con-
taining a match predicate (𝑀𝑘), a wildcard (𝜔𝑘), a match
priority (𝜌𝑘), a table tag (𝜏𝑘), and an action (𝛼𝑘), Figure 5b.
The rules are subsequently installed into the LTM cache, al-
lowing incoming packets to leverage shared segments of the
pipeline for efficient processing (§4.2.3).

For instance, Figure 5c depicts two traversals generated
from different flow signatures. Both initially follow the same
sequence of vSwitch tables, 𝑇1 = 1 → 𝑇2 = 3 → 𝑇3 = 2,
matching on common Ethernet headers (ETH) and an IP/24
prefix. They diverge at the fourth table (𝑇4 = 6), where one
matches on the TCP destination port and the other on a more
specific IP/32 address. By partitioning these traversals into
sub-traversals, Gigaflow installs the resulting rules into the
LTM cache, capturing both the original flows and potential
new flows that combine segments of the original traversals
(indicated by the purple paths in Figure 5c)—allowing di-
rect handling in the SmartNIC without traversing the entire
vSwitch pipeline. We will use this as a running example
throughout the remainder of the paper.

471



ASPLOS ’25, March 30-April 3, 2025, Rotterdam, Netherlands Annus Zulfiqar et al.

4.1 Gigaflow SmartNIC Offload
Sub-traversal caching imposes additional challenges for en-
suring accurate and consistent lookups within SmartNICs,
especially in RMT-based architectures [11, 16, 28, 29]. Unlike
traditional traversal caching (Figure 1a), which consolidates
the entire vSwitch processing into a single, non-overlapping
Megaflow rule [52, 56, 59], sub-traversal caching (Figure 1b)
distributes rules across multiple cache tables. This distri-
bution can lead to overlapping sub-traversals from differ-
ent flows, resulting in multiple matches within the same
table and making it harder to accurately reflect the original
vSwitch traversal sequence. While Megaflow caching main-
tains a clear one-to-one mapping between the rule and its
traversal, sub-traversal caching must handle these complexi-
ties to ensure accurate and consistent matching.

4.1.1 Longest Traversal Matching (LTM). To tackle
these challenges, we introduce Longest Traversal Match-
ing (LTM), a multi-table caching scheme for SmartNICs in
Gigaflow. LTM performs two key tasks: (1) selecting the
correct matching rule within a cache table, and (2) ensuring
that the chosen sub-traversals maintain the correct sequence
of the original vSwitch traversal as the packet progresses
through cache tables.

In Figure 5c, a packet from the second traversal matches
both rules in GF1 since they share the same ETH headers
and match both IP/24 and IP/32 prefixes. The challenge is
determiningwhich rule to select. Similarly, inGF2, the packet
could match the TCP destination port (dTCP), but this rule
does not correspond to the original vSwitch traversal—thus
leading to incorrect and inconsistent behavior.

LTM resolves these conflicts by selecting the rule asso-
ciated with the sub-traversal that spans the most tables in
the original vSwitch pipeline; hence, the name “Longest Tra-
versal Matching.” This ensures that the packet matches the
most specific rule from the original traversal. In our earlier
example, the packet would match the second rule (ETH and
IP/32) in GF1 as it spans more tables.

To maintain the correct traversal sequence across cache
tables, LTM appends a “table ID” to the match predicate.
The table ID represents the expected next table in the origi-
nal vSwitch traversal. At each cache stage, the packet must
match both the rule and the expected table ID, filtering out
sub-traversals that are not part of the original sequence. This
approach ensures consistency—causing a miss in GF2 but
correctly selecting the second rule in GF3 for its matching
TCP source port.

LTM operates similarly to Longest Prefix Matching
(LPM) [32] in packet routing: while LPM selects the longest
prefix for precise routing, LTM prioritizes sub-traversals that
span the most tables in the vSwitch pipeline. By focusing on
longer matches, LTM ensures accurate alignment with the
original traversal, enabling consistent and efficient packet
processing within SmartNICs.

1 table LTM_Table {

2 key = {

3 meta.table_tag : exact; ^// Table Tag (τ)
4 meta.src_port : ternary; ^// Ingress Port

5 hdr.eth.smac : ternary; ^// ETH Src

6 hdr.eth.dmac : ternary; ^// ETH Dst

7 hdr.eth.type : ternary; ^// ETH Type

8 hdr.ipv4.src : ternary; ^// IP Src

9 hdr.ipv4.dst : ternary; ^// IP Dst

10 hdr.ipv4.proto : ternary; ^// IP Protocol

11 meta.tp_src : ternary; ^// TCP Src

12 meta.tp_dst : ternary; ^// TCP Dst

13 }

14 actions = {

15 set_ethernet; ^// Modify ETH Fields

16 set_ip; ^// Modify IP Fields

17 set_transport; ^// Modify TCP Fields

18 update_table_tag; ^// Next Sub-Traversal

19 forward; ^// Forward Pkt to Egress

20 drop; ^// Drop Pkt

21 NoAction;

22 }

23 size = NUM_ENTRIES;

24 default_action = NoAction;

25 }

Figure 6. An LTM table, as defined in P4 [10], per-
forms an exact matches on tag 𝜏 while allowing wild-
card matches on other header fields. Actions modify
header fields, update the tag, and either forward or
drop the packet. When a miss occurs, Gigaflow sends
the packet to the userspace vSwitch pipeline.
4.1.2 LTM on P4-programmable RMT Architecture.
Gigaflow utilizes the P4-based RMT architecture [11] to
implement Longest Traversal Matching (LTM) in SmartNICs,
using RMT’s rule priority and metadata features for efficient
processing. LTM assigns priorities (𝜌) based on sub-traversal
length, with longer sub-traversals receiving higher priority.
For example, in Figure 5c, the first rule in GF1 has a priority
of 𝜌 = 3, while the second has 𝜌 = 4. LTM also uses P4 meta-
data to manage the “table ID” (i.e., tag 𝜏), which indicates the
next expected table. When a packet belonging to the second
traversal exits GF1, 𝜏 updates to 9, directing it to skip GF2
and proceed to GF3. This design ensures accurate traversal
sequences while operating at line rate in SmartNICs.

Figure 6 illustrates an LTM table definition in P4 [10].
All LTM tables share a homogeneous structure, performing
an exact match on the tag 𝜏 (8-bit metadata) and ternary
matches on additional fields, such as the ingress port and
all five-tuple headers. LTM rules use these wildcarded fields
and match them based on the LTM priority 𝜌. This uniform
design enables any table in the SmartNIC to support flexible
sub-traversal matching without being restricted to specific
vSwitch pipeline stages or networking layers, preserving the
programmability of the vSwitch pipeline.
4.2 Gigaflow vSwitch Processing
When a packet misses the Gigaflow cache in the SmartNIC,
it is forwarded to the vSwitch for processing. The vSwitch
then executes three main steps: (1) constructing a traver-
sal based on the vSwitch pipeline and packet’s flow signa-
ture (§4.2.1), (2) partitioning the traversal into sub-traversals
(§4.2.2), and (3) generating the final LTM rules for caching
in the SmartNIC (§4.2.3).
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4.2.1 Building vSwitch Pipeline Traversal. To con-
struct the traversal, the vSwitch gathers information as the
packet moves through its pipeline (Figure 5b). It collects the
incoming and modified outgoing flows (𝐹 𝑖), the sequence of
table IDs (𝑇𝑖) processed, and the matching wildcards (𝑊𝑖).

The traversal is composed of three vectors: T for table
IDs, F for modified flows after each lookup, and W for
matched fields. Additionally, the vSwitch identifies avail-
able Gigaflow caches for mapping, represented as GF =
{GF𝑘 ∣ GF𝑘 is not full, 𝑘 ∈ [1, 𝐾]}. Thus, the complete traver-
sal vector is defined as < T, F,W,GF >.

4.2.2 Generating Sub-Traversal Partitions. This stage
takes the traversal vector < T, F,W,GF > and partitions it
into sub-traversals, selecting the configuration with the high-
est pair-wise disjointedness between adjacent sub-traversals.

Disjointedness Property: Two sub-traversals are
considered disjoint if they have no matching fields in
common. For example, if one sub-traversal matches
on Ethernet headers while another matches on TCP
ports, they are disjoint, as in Figure 5c.When creating
cache entries, it is best to place disjoint sub-traversals
in separate tables and merge those that share match-
ing fields (Figure 4). This approach maximizes the
number of independent rule combinations, allowing
broader coverage of flow space and improving cache
efficiency, as we evaluate in §6.

To illustrate sub-traversal partition generation and selec-
tion, Figure 7 shows potential partitions for the first traversal
from Figure 5c that Gigaflow explores to find the optimal
partition. The disjoint field boundaries in the figure separate
ETH, IP/24, and TCP source/destination ports.

A disjoint set of sub-traversals can be seen as grouping
vSwitch pipeline table rules with overlappingmatching fields.
In the optimal partition (the last one in Figure 7), the first
sub-traversal matches Ethernet/IP headers, the second tar-
gets TCP destination ports, and the third handles TCP source
ports. In contrast, sub-optimal partitions cross the disjoint
field boundaries (highlighted in red), combining disjoint
fields within the same sub-traversal.

Algorithm.This observation leads to an effective method
for identifying optimal sub-traversals: explore all possible
partitions and evaluate each sub-traversal for tables with
overlapping fields. If fields overlap, assign a score equal to
the sub-traversal’s length (i.e., the number of tables it spans);
if fields are disjoint, assign a score of 0. The total score for
a partition is the sum of its sub-traversal scores, with the
partition achieving the highest score selected as optimal. A
dynamic program can do this exploration in O(N⋅K) time,
N being the traversal length and K being the number of
Gigaflow tables.
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Figure 7. An example traversal showing disjoint field
boundaries and various sub-traversal partitions. Par-
titions crossing the boundary (in red) receive a score
of 0, while those within the boundary are scored by
their length. The partition with the highest total score
represents the most disjoint configuration.

The optimal partition has two key characteristics: (1) it
maximizes disjointedness by separating distinct field sets and
(2) it prioritizes longer sub-traversals, reducing the number
of Gigaflow cache entries needed per traversal. In Figure 7,
the optimal partition achieves a score of 6, compared to other
alternatives. We further show in §6 that many real-world
vSwitch pipelines (Table 1) offer similar opportunities for
creating disjoint sub-traversals.

4.2.3 Creating and Installing LTM Rules. Gigaflow’s
partition generator produces one partition with up to K sub-
traversals, each converted into an LTM cache entry. To create
Gigaflow entries, the matching wildcard (𝜔𝑘) is generated
by performing a bitwise union (OR) of wildcards (𝑊𝑖) from
all tables in the sub-traversal. The match predicate (𝑀𝑘) is
constructed through a bitwise intersection (AND) of this
wildcard with the initial flow at the start of the sub-traversal.
The actions (𝛼𝑘) are defined by calculating the commit, which
represents the differences between the initial flow (𝐹 𝑖) and
the final flow state after the sub-traversal, recorded as setfield
actions in the LTM cache.

LTM sets the priority (𝜌𝑘) of each sub-traversal rule based
on its length (§4.1).Thematch predicate is updated to include
an exact match on the table tag (𝜏𝑘), which corresponds to
its starting vSwitch pipeline table ID (𝑇𝑖). The actions also
update the table tag to the ID of the next expected table,
ensuring that packets follow the correct traversal sequence.
Managing vSwitch Pipeline Rule Dependencies. In

Gigaflow, a cache hit must reflect the highest-priority tra-
versal path in the vSwitch pipeline. To ensure this, Gigaflow
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Pipeline Description Tables Traversals

OFD Openflow Data Plane Abstraction (OFDPA) [17] provides integration of HW/SW switches in CORD. 10 5
PSC An L2L3-ACL OVS pipeline as used in Pisces [65]. 7 2
OLS OVN logical switch [55] manages virtual network topologies with logical segments using OVS. 30 23
ANT Antrea [7–9] implements networking and security policies using OVS for a Kubernetes cluster. 22 20
OTL Openflow Table Type Patterns (TTP) [51] for configuring L2L3-ACL policies in OVS. 8 11

Table 1. Real-world Open vSwitch (OVS) pipelines, depicting vSwitch tables and unique traversals.

combines LTM priorities (𝜌) with additional field bits added
to the wildcard of each cache entry, similar to Megaflow [56],
preventing matches with higher-priority rules.

For instance, consider a packet destined for 192.168.21.27
with vSwitch rules prioritized by IP prefixes: (400:
192.168.14.15/32), (300: 192.168.14.0/24), (200: 192.168.0.0/16),
and (100: 192.0.0.0/8). As the packet misses the first two rules
but matches the third, Gigaflow adjusts the wildcard to
account for the highest-priority rule that could still match,
resulting in a wildcard of 255.255.240.0. The final cache entry
becomes 192.168.21.27 AND 255.255.240.0→ 192.168.16.0/20.
By adding these bits to the cache entry’s wildcard, Gigaflow
ensures that packets match only the target vSwitch rule for
this flow, preventing any simultaneous matches with higher-
priority rules and effectively blocking lower-priority hits.

4.3 Gigaflow Revalidation and Updates
Gigaflow handles cache revalidation through two mecha-
nisms: (1) evicting entries when vSwitch pipeline rules are
updated and (2) removing expired entries when incoming
traffic no longer utilizes them.

4.3.1 Eviction Due to vSwitch Pipeline Rule Updates.
When vSwitch pipeline rules change, Gigaflow revalidation
identifies inconsistent entries without immediate rule pushes
to the cache. Instead, it uses revalidation cycles, where Gi-
gaflow picks the table tag (𝜏) of an entry, sends its parent
flow to the corresponding vSwitch pipeline table, and vali-
dates it up to the length of its sub-traversal. If the actions
and match predicate of the revalidated entry differ from the
stored Gigaflow entry, it is marked for eviction.

4.3.2 Eviction Due to Timeouts. Gigaflow uses a max-
idle parameter, similar to OVS [56], to remove stale entries.
However, instead of evicting entire parent traversals, Gi-
gaflow selectively evicts only stale sub-traversals. Caching
sub-traversals enables faster revalidation, as sub-traversals
are shorter than complete traversals, reducing revalidation
overhead. This makes Gigaflow more efficient than tradi-
tional traversal caches like Megaflow in OVS (§6.3).

5 Implementation
We implement Gigaflow as a caching subsystem within the
widely-used Open vSwitch (OVS) [56], adding support for
both a software backend and SmartNIC offload. Using OVS
commit:4f933301 [23], we modified approximately 10,000
lines of code (LoCs) across 45 files, written in C/C++. About

30% of these changes are dedicated to Gigaflow’s sub-
traversal partitioning and rule-creation engine. Moreover,
our software backend utilizes the OVS DPDK framework
(v21.11.0) [22], with an additional 10% LoCs.

For the SmartNIC offload, we used production-grade Xil-
inx OpenNIC [5] implementation with NetFPGA-PLUS [44]
(commit:f03b61c1) with the P4-programmable FPGA-based
SmartNIC—Alveo U250—as the hardware backend. The Xil-
inx Alveo series are FPGA-powered SmartNICs optimized
for datacenter acceleration [83, 86]. We wrote 350 lines of
P4 [10] code, compiling it to Verilog using the P4SDNet
toolchain (v2020.1) [6] and Vivado SDK (v2020.2) [3], pro-
vided by Xilinx, to create Gigaflow’s caching pipeline with
fourmatch-action tables (MATs). Each table performs ternary
matches on ten standard network header fields (e.g., Ether-
net, IP, TCP/UDP) and includes an exact-match field for the
table tag (𝜏), along with priorities (𝜌) and actions (e.g., to
modify the tag).

Overall, our SmartNIC implementation utilizes 47% of the
FPGA’s lookup tables (LUTs), 33% of flip-flops (FFs), and 49%
of on-chip memory (BRAM/URAM). The setup consumes
38W on-chip power3 and is synthesized for 100G line-rate
performance. Finally, to update SmartNIC tables at runtime,
we incorporated PCIe read/write routines—generated by
P4SDNet for our P4 program—into the OVS offload APIs
(i.e., queue_netdev_flow_put and rte_flow) [22, 23], taking
around 700 LoCs.

6 Evaluation
We evaluate Gigaflow’s end-to-end cache efficiency and
performance (§6.2) and conduct microbenchmarks (§6.3).
6.1 Experiment Setup
Testbed Environment. Our testbed consists of two servers
connected back-to-back, serving as a device under test
(DUT) and a traffic generator, respectively. These servers
are equipped with a 64-core Intel Xeon Platinum 8358P
CPU @ 2.60GHz with 512GB RAM, running Proxmox VE
(v8.0.4) [57]. Each of these hosts a dual-port Intel XL710
10/40G NIC as well as Nvidia’s Connectx-6 100G NIC and
a Bluefield-2 DPU (with ARM SoC). The DUT server also
comes equipped with a Xilinx Alveo U250 FPGA for testing
our Gigaflow prototype. All these NICs and FPGAs are

3Reported from the Xilinx Vivado SDK (v2020.2) post-implementation ther-
mal and power report (junction temperature set at 95 °C, typical for Smart-
NICs [54, 62]). The deviation from tapeout is within ±25% [85].
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Figure 8. End-to-end cache hit rate: Gigaflow (4x8K)
vs. Megaflow (32K) in high/low locality environments.
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Figure 9. End-to-end cache misses: Gigaflow (4x8K)
vs. Megaflow (32K) in high/low locality environments.
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Figure 10. End-to-end cache entries: Gigaflow (4x8K)
vs. Megaflow (32K) in high/low locality environments.
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Figure 11. Frequency of sub-traversals reoccurring in
Gigaflow (4x8K).
connected using a P4 Tofino-1 switch [28] to connect them
depending upon the configured baseline implementations.
Baseline Configurations. Our baselines include various
configurations of Open vSwitch (OVS) drawn from the stan-
dard industry deployments [48, 49, 53]: OVS/Kernel, OVS/D-
PDK, and OVS/Megaflow-Offload; including our Gigaflow
implementation, OVS/Gigaflow-Offload. We evaluate the
OVS Kernel and DPDK baselines on both the host CPU and
the ARM SoC on the Nvidia DPU, while the Megaflow and
Gigaflow offloads are tested using the Alveo U250 FPGA.
Additionally, we examine Megaflow and Gigaflow perfor-
mance using two different search algorithms: Tuple Space
Search (TSS) and Neuvomatch (NM) [58, 59]. We provision
a single CPU core for vSwitch software processing for all
configurations, but the trend remains consistent with more
CPU cores (Appendix A).
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Figure 12. End-to-end latency: Gigaflow (4x8K) vs.
Megaflow (32K) in high/low locality environments.
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Figure 13. Average CPU cycle breakdown of vSwitch
processing elements: userspace forwarding pipeline,
sub-traversal partitioning, and LTM rule generation.

Real-World vSwitch Pipelines. Table 1 lists the real-world
pipelines used in our evaluations, each consisting of a few to
dozens of tables and varying numbers of unique traversals.
Using these pipelines, we analyze Gigaflow’s ability to
capture pipeline-aware locality and the potential for sub-
traversal sharing in real-world scenarios.
Multi-Table Rulesets and Traffic Generation. We de-
velop a tool, Pipebench, which uses real-world pipelines
(Table 1) to generate multi-table rulesets and traffic traces,
featuring both high and low locality traffic (e.g., with vary-
ing access patterns to shared sub-traversals). To accomplish
this, we use Classbench [68], that provides a comprehensive
list of rules with fully-populated wildcard header fields for
Firewall, ACL, and IPSec policies in datacenter environments.
To generate the multi-table ruleset, we first randomly select
a traversal that includes tables and their matching fields for
a specific pipeline. Next, we randomly choose a rule from
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Figure 14. Cache misses with increasing number of
Gigaflow tables (2–5): a 100K entry limit per table.

0

30K

60K

90K

120K

150K

OFD PSC OLS ANT OTL

#E
nt

rie
s

MF GF2 GF3 GF4 GF5

(a) High Locality

0

30K

60K

90K

120K

150K

OFD PSC OLS ANT OTL

#E
nt

rie
s

(b) Low Locality
Figure 15. Cache entries with increasing number of
Gigaflow tables (2–5): a 100K entry limit per table.

Classbench and map its fields to each table in the traversal.
This process is repeated to generate the complete ruleset.

Similarly, we sample rules from Classbench to generate
two different traffic patterns using the CAIDA [14] traffic
characteristics (i.e., flow sizes and inter-packet gaps) [59].
The first pattern is created by uniformly selecting rules and
modifying the CAIDA packet headers accordingly to reflect
low-locality traffic. The second pattern selects rules based
on the recurring frequency of a header tuple (Figure 4), pro-
ducing high-locality traffic that increases the opportunity for
sharing sub-traversals between flows.

6.2 End-to-End Analysis
6.2.1 Cache Behavior: Hit Rates, Misses, and Entries.
In high-locality environments, Gigaflow consistently out-
performs Megaflow across all five vSwitch pipelines (Ta-
ble 1), achieving up to 51% higher hit rates (25% on aver-
age, Figure 8) and reducing cache misses by up to 90% (64%
on average, Figure 9). These improvements stem from sub-
traversal sharing, which leverages pipeline-aware locality.
For instance, in the PSC pipeline, partitioning traversals
by separating L2 (Ethernet) processing from ACL (IP/TCP)
creates more sharing opportunities, resulting in higher hit
rates. The extent of sub-traversal sharing depends on both
the pipeline’s design and the nature of incoming traffic (Fig-
ure 11). In low-locality traffic, with fewer sharing opportu-
nities, hit rates decrease, and cache misses increase. How-
ever, Gigaflow still maintains performance comparable to
Megaflow in pipelines, such as OFD, PSC, and OTL.

Sub-traversal sharing also affects cache utilization. In high-
locality traffic, Megaflow uses 93% of available cache space,
whereas Gigaflow uses only 76% on average (Figure 10).
Even in low-locality environments—the worst-case scenario

OFD PSC OLS ANT OTL

Megaflow 32K 32K 32K 32K 32K
Gigaflow 14.7M 4.9M 10.8M 1.3M 48K

Table 2. Gigaflow (4x8K) vs. Megaflow (32K) maxi-
mum rule-space coverage with high-locality.
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Figure 16. Comparing Gigaflow (4x8K) with partition-
ing schemes: Random (RND), Disjoint Paritioning (DP),
and 1-1 mapping (1-1), using the OLS pipeline.
for sharing—Gigaflow still maintains comparable perfor-
mance to Megaflow. Although sharing frequency decreases
by an average of 25% (Figure 11), Gigaflow remains compet-
itive. For OLS and ANT, the reduced sharing opportunities
and higher cache usage slightly diminish Gigaflow’s advan-
tage over Megaflow in low-locality settings.
6.2.2 System Performance: Latency and CPU Usage.
In high-locality environments, Gigaflow achieves signifi-
cant reductions in average per-packet latency compared to
Megaflow, with improvements of 29.14% for theOLS pipeline,
31% for OFD, and 27% for PSC (Figure 12). Although both
Gigaflow and Megaflow offloads, using our FPGA-based
SmartNIC, have the same hardware cache hit latency of
about 9 𝜇s, Gigaflow’s higher cache hit rate minimizes the
need to traverse the vSwitch multi-table pipeline, resulting
in lower overall latency. In low-locality scenarios, where
cache hits are less frequent, the latency improvements are
more modest—6% for PSC, 1.67% for OFD, and 0.02% for
OTL. Larger pipelines, like OLS and ANT, see higher laten-
cies due to increased cache misses and the overhead asso-
ciated with vSwitch processing, including pipeline lookups,
sub-traversal partitioning, and LTM rule generation.

The CPU usage breakdown for vSwitch processing (Fig-
ure 13) reveals that larger pipelines, such as OLS and ANT,
experience additional overhead when using Gigaflow; the
sub-traversal partitioning and LTM rule generation add 80%
and 68% more processing time on top of the userspace for-
warding pipeline, which Megaflow does not incur. In con-
trast, smaller pipelines like PSC,OTL, andOFD exhibit lower
overheads of 28%, 23%, and 20%, respectively. Despite the
added complexity, the substantial reduction in cache misses
helps Gigaflow offset these overheads, particularly in high-
locality settings (Figure 12).
6.3 Microbenchmarks
6.3.1 Gigaflow’s performance improves with the ad-
dition of more SmartNIC tables, leading to fewer cache
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Figure 17. Comparison of Megaflow and Gigaflow
with two search algorithms: original Tuple Space
Search (TSS) [56, 66] and Nuevomatch (NM) [58, 59].

misses and reduced cache entries. As shown in Figures 14
and 15, increasing the number of SmartNIC tables from 1
(Megaflow) to 5, each containing 100K entries, enhances Gi-
gaflow’s performance in both high- and low-locality envi-
ronments. Different pipelines benefit from varying numbers
of tables—OFD fully utilizes its disjointedness with just two
tables, while PSC sees gains up to three tables. Larger pipe-
lines, like OLS, continue to benefit up to four tables, where
additional partitioning opportunities arise. However, adding
more tables also increases vSwitch processing overhead, as
the number of potential sub-traversal partitions to explore
grows. Still, the overhead remains within 200 𝜇s even for the
larger pipeline, like OLS and ANT.
6.3.2 Gigaflow achieves orders of magnitude more
rule space coverage thanMegaflowwith the same num-
ber of cache entries. Using 4x8K tables, Gigaflow cap-
tures up to two orders of magnitude more rule space across
all pipelines compared to Megaflow with 32K entries (same
total cache size), Table 2. This is enabled by Gigaflow’s
shared sub-traversal caching, which allows cross-product
rule combinations across multiple tables, vastly increasing
coverage. For example, pipelines like OFD, OLS, and PSC
see 459×, 337×, and 156× greater rule space coverage, respec-
tively. Even pipelines with less partitioning potential, such
as ANT and OTL, show improvements of 40× and 1.5×.
6.3.3 Gigaflow’s disjoint partitioning (DP) achieves
performance close to an ideal 1-1mapping approach,
but with 2.8× fewer cache entries. As shown in Figure 16,
using the OLS pipeline with 100K unique flows and Gi-
gaflow (4x8K), a random partitioning approach (RND) re-
duces cache misses by 11% compared to Megaflow, while
consuming the entire cache. In contrast, disjoint partitioning
(DP) reduces cache misses by 89% while using just 31% of the
cache entries. We also compare against an ideal approach
(1-1 mapping), where we assume each table in the traversal
has a corresponding table in the SmartNIC. With this 1-1
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Figure 18. End-to-end cache hit rate with dynamic
workloads: Gigaflow (4x8K) vs. Megaflow (32K) oper-
ating in a high-locality environment; a new workload
with 50K unique flows is introduced at time 5min.

mapping, cache misses are reduced by 94%, slightly better
than disjoint partitioning, but consumes 2.8× more entries.

6.3.4 Gigaflow outperforms software cache opti-
mizations through its extensive rule-space cover-
age in the SmartNIC. We evaluate Gigaflow (4x8K)
against Megaflow (32K) using two software cache search
algorithms—Tuple Space Search (TSS) [56, 66] and Nuevo-
match (NM) [58, 59]—on the PSC pipeline with a 100K unique
flow traffic trace. As shown in Figure 17, in high-locality
settings, Megaflow with NM reduces average latency from
13.4 𝜇s to 12.5 𝜇s (a 6.8% improvement over TSS). In contrast,
Gigaflow with TSS achieves 9.8 𝜇s latency—21.6% faster
than Megaflow with NM. Adding NM to Gigaflow yields a
slightly further reduction to 9.65 𝜇s.
6.3.5 Gigaflow maintains a high hit rate with dy-
namically arriving workloads. We evaluate Gigaflow
(4x8K) against Megaflow (32K) on the PSC pipeline with dy-
namically arriving workloads; the userspace vSwitch rules
and the incoming traffic patterns (e.g., arrival times) remain
the same, as new traffic flows arrive. We test using 100K
unique flows divided evenly across two workloads (50K each)
in a high-locality environment. At time 5min (Figure 18), we
introduce the second workload, which causes Megaflow’s
hit rate to drop drastically from 84% to 61.18%, while Gi-
gaflow sustains its performance (at 93.26%) due to signifi-
cantly higher rule space coverage (Table 2). In a low-locality
scenario, both caches perform similarly.

6.3.6 Gigaflow achieves the lowest latency and 2×
faster cache revalidation compared to OVS baselines.
Gigaflow offers the lowest cache hit latency among all
OVS configurations, with both OVS/Gigaflow-Offload and
OVS/Megaflow-Offload achieving 8.62 ± 0.4 𝜇s. In contrast,
OVS/DPDK on a host CPU has a higher latency of 12.61 ±
1.1 𝜇s, while the Bluefield-DPU’s ARM cores perform even
slower at 51.26 ± 9.7 𝜇s. OVS/Kernel on both the host and
Bluefield-DPU show much higher latencies, at 671.48 ±
13.4 𝜇s and 3,606.37 ± 237.1 𝜇s, respectively. Additionally,
Gigaflow revalidates caches twice as fast as Megaflow. For
instance, revalidating the Megaflow cache (32K entries) with
the OLS pipeline takes 527ms, while Gigaflow (4x8K) com-
pletes the task in 272ms, about 2× faster.
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7 Limitations & Future Work
Traffic-Profile-Guided Optimizations. In low-locality en-
vironments, Gigaflow may underperform compared to
Megaflow since it depends solely on vSwitch pipelines to
identify sub-traversal sharing opportunities. To address this,
Gigaflow can use profile-guided optimization by periodi-
cally sampling packets from the SmartNIC to assess potential
sub-traversal sharing in the traffic. If sharing opportunities
are limited, Gigaflow could switch to using Megaflow en-
tries in the cache, maintaining baseline performance.
Alternative Methods for Sub-Traversal Partitioning.
Gigaflow employs a disjoint partitioning (DP) algorithm to
divide traversals based on field-level separation. While our
results show that DP incurs up to 2× the processing cost over
traditional approaches, this overhead depends on both the
number of Gigaflow tables and the traversal length. With
approaches like Nuevomatch [58, 59] showing benefits of
machine learning in network processing, we could incorpo-
rate it in finding more efficient Gigaflow mappings (e.g., by
optimizing traversal partitioning based on traffic patterns).

8 Related Work
Software Flow Caching. Tuple Space Search (TSS) [66]
is widely used for implementing lookups in vSwitches for
both OpenFlow tables and caches [56], operating with a cost
of O(M), where M represents the number of unique masks.
Nuevomatch [58, 59] introduced RQ-RMI models [34], which
use small perceptron trees to predict the lookup index with
bounded error, lowering the lookup cost toO(1), but without
affecting the cache miss volume. Instead, Gigaflow focuses
on optimizing the cache miss rate.
Systems for Cache Management. OVS [56] prevents rule
overlaps by adding extra bits to the Megaflow wildcard, en-
suring unique match predicates for each traversal, allowing
a single Megaflow cache entry per traversal. PipeCache [88]
employs multi-staged hardware TCAMs, using simplified
OpenFlow models to offload popular rules via a 1-to-1 map-
ping. Elixir [74] dynamically adjusts caching, adapting to
predicted flow burstiness by keeping elephant flows in hard-
ware and mice flows in software. In contrast, Gigaflow
optimizes disjoint sub-traversal caching on SmartNICs, en-
hancing cache efficiency while sustaining line rate.
9 Conclusion
We presented Gigaflow, a multi-table sub-traversal cache
architecture that leverages pipeline-aware locality to effi-
ciently capture significantly larger rule spaces on SmartNICs.
By leveraging disjointedness and optimizing cache storage,
Gigaflow improves cache hit rate by up to 51% (average
25%) and reduces CPU-bound cache misses by up to 90% (av-
erage 64%) compared to Megaflow cache. Gigaflow delivers
these improvements without compromising the line rate. We
believe Gigaflow paves the way for more effective Smart-
NIC deployments, offering a scalable approach to manage

0
20K
40K
60K
80K

100K

OFD PSC OLS ANT OTL

#M
is

se
s

(a) Megaflow

0
20K
40K
60K
80K

100K

OFD PSC OLS ANT OTL

#M
is

se
s 1

2
4

(b) Gigaflow

Figure 19. As the number of CPU cores for vSwitch
processing increases, Gigaflow achieves performance
gains similar to Megaflow.
and accelerate network processing in emerging cloud and
AI data centers.
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A Impact of CPU Core Scaling on
Gigaflow Performance

As data centers become more conservative in CPU alloca-
tion for infrastructure tasks like vSwitch processing—often
restricting it to a single core—we explore how Gigaflow
performs with multiple CPU cores. OVS allows per-CPU
distribution of cache misses from the SmartNIC using RSS,
balancing misses across cores. Figure 19 shows that, like
Megaflow, Gigaflow reduces cache misses per core propor-
tionally with increased cores. However, Gigaflow achieves
this with a lower total CPU load across different pipelines.

B Artifact Appendix
B.1 Abstract
The artifact includes the source code of the Gigaflow cache
integrated into Open vSwitch. It is publicly available on
figshare at https://doi.org/10.6084/m9.figshare.28319711, or
on GitHub at https://github.com/gigaflow-vswitch.

B.2 Artifact Repositories
• OVS with Gigaflow Cache (gvs)
• Traffic Generator (tgen)
• vSwitch Pipelines (slowpath-pipelines), on figshare.

B.3 Dependencies
• Software: Autoconf, Automake, libtool, GNU Make,
Clang (v3.4 or later), Python (v3.7 or later)
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• Hardware: Two linux-based servers each equipped
with a 16-core x86_64 CPU, 16GB RAM, and a DPDK-
supported SmartNIC.
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