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Abstract
Mitigating new harms in immersive and embodied virtual spaces
(e.g., embodied harassment in social VR, new AI-powered online
attacks, and harmful virtual world design to manipulate users) is
a critically needed HCI research agenda for achieving safer on-
line environments in the future, which requires cross-disciplinary,
community-wide discussion, and collective reflections. Building
upon our CHI 2024 workshop on identifying and understanding
these new harms, this workshop aims to gather researchers and
practitioners from various domains to collectively design and de-
velop concrete and actionable sociotechnical solutions that specifi-
cally target new harms in immersive and embodied virtual worlds.
This includes but is not limited to the four themes identified in our
CHI 2024 workshop: monetizing embodied harms, blurring reality
with the online world, platforming perpetrators by investigating
their motivations and emotions, and embodied harms specifically
targeting children. Through this workshop, we will not only synthe-
size and map our existing interdisciplinary efforts and challenges
in this space but also collaboratively create a roadmap detailing our
developed sociotechnical solutions to address these new harms in
immersive and embodied virtual spaces as a community.
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1 Background and Motivation
How diverse online users encounter, experience, and manage var-
ious forms of toxic, problematic, and harmful interactions (e.g.,
harassment, verbal abuse, hate speech, and flaming on social media
platforms and online forums) remains a severe and pervasive issue
in today’s online social spaces, which seriously damages victims’
mental, emotional, and physical well-being [5, 17, 33]. Moving to-
wards gaming and virtual world contexts paints an even more direct
picture. Indeed, as early as 1993, Dibbell’s "A Rape In Cyberspace"
detailed sexual assaults of women users in one of the first virtual
worlds called LambdaMOO [8]. Now toxicity is largely accepted and
normalized in online gaming [4, 14, 34] with statistics suggesting
that 83% of adult gamers experience harassment in online multi-
player games with severe effects like causing distress [3]. With the
rise of new immersive technologies such as Augmented and Virtual
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Reality that heavily rely on immersion, presence, and embodiment,
these toxic behaviors have the potential to be amplified or even
take completely new shapes. Typical examples of these new and
understudied forms of harm in immersive and embodied virtual
spaces range from embodied harassment in social Virtual Reality
(VR) that is especially harmful to marginalized online users, includ-
ing women, LGBTQ+ individuals, and disabled persons [13, 27, 28]
to new forms of online racism such as racist Zoombombing [23] and
Ugandan Knuckles in VRChat [1], new AI-powered online attacks
such as hate raids on Twitch [7], user- or developer-generated harm-
ful design to manipulate people’s actions [20], and new types of
perceptual manipulations leveraging the core abilities of extended
reality (XR) technology to create illusions to the user [6, 18, 32].

To further identify and deepen our understanding of these new
harms, we have successfully held our CHI 2024 workshop [11]. By
leveraging a speculative dystopian design fiction approach, at that
workshop, 26 experts on this topic (14 women and 12 men with
diverse ethnicities), including computer scientists, HCI scholars, VR
and games researchers, social scientists, and policymakers, engaged
in a structured design fiction exercise [10] to collectively create six
design fictions. These design fictions highlight four main themes
regarding our shared concerns in this problem space, including:
monetizing embodied harms (e.g., how harm in embodied on-
line spaces can be monetized to escalate its damage on the victims),
blurring reality with the online world (e.g., the continuous
collision of our offline identity and digital representations), plat-
forming perpetrators by investigating their motivations and
emotions (e.g., understanding why toxicity is always part of the
online experience), and embodied harms specifically targeting
children (e.g., how would placing children in such technical envi-
ronments affect social dynamics and our future generation?). These
insights have been published as a poster at CSCW 2024 [12]. It is
also through our successful CHI 2024 workshop that we believe
that developing novel sociotechnical solutions to mitigate these
new harms is a critically needed HCI research agenda for achieving
safer online environments in the future, which requires more cross-
disciplinary, community-wide discussion, and collective reflections.
In particular, such community-wide efforts should go beyond just
identifying and understanding these new harms but to collectively
design and develop more concrete and actionable sociotechnical
solutions to mitigate such harms in immersive and embodied virtual
spaces. This thus becomes the main goal of this follow-up workshop
at CHI 2025.

2 Goals of the Workshop
In response to these new and understudied harms in immersive and
embodied online spaces, a growing body of HCI research has begun
to not only unpack the unique nature of such harms but also en-
vision new solutions and technical interventions to mitigate them
in various ways. For example, focusing on mitigating embodied
harassment in social VR, various platform-embedded new safety
features such as voice modulators for users to conceal their gender,
sexual, and racial identity [13], better reporting and documenta-
tion mechanisms [13], consent mechanics to address interpersonal
harm [30, 35], and AI-powered moderation systems [9, 29] have
been proposed. Research has investigated how people cope with

exposure to harms, such as toxicity [15, 21], and how tools inte-
grated into games could provide support to those targeted by toxic
behavior [26]. Additionally, researchers have proposed a shift from
content moderation to design moderation to help better regulate
user-generated virtual worlds/experiences, especially for youth [20].
Likewise, there have been various research efforts to utilize AI to de-
tect and mitigate online risks for adolescents [24, 25]. For instance,
researchers have utilized multimodal approaches to detect unsafe
interactions [2] and found that meta-data from youth’s private con-
versations provides sufficient evidence for machine learning models
to detect unsafe interactions. This means that with minimum infor-
mation, privacy-invasive tools such as parental monitoring apps
[16] or prioritizing security over children’s safety by implementing
end-to-end encryption1 could be addressed. Moreover, Slater et
al. [31] opened the discussion among VR researchers about how
increasing realism in VR might lead to even more threats to the
user and make them susceptible to perceptual manipulations (e.g.,
memory source confusion in VR dominantly relies on the ability of
the user to leverage visual cues that are associated uniquely to one
source [19]). Right now, there are virtually no safeguards against
such manipulations, which highlights a significant gap for ensuring
safety in XR platforms.

This small body of existing work has demonstrated our commu-
nity’s collective efforts to develop solutions to mitigate new harms
in various immersive and embodied online spaces. However, two
concerns emerge. First, while these existing efforts have proposed
various potential solutions, it is still unclear whether they aim to ad-
dress all harms for all populations or if we still need more targeted
efforts to develop nuanced and specific solutions for various types
of harms targeting different user groups. Second, these existing
efforts mainly focus on developing technical interventions. Given
how most of these new harms are social in nature (e.g., interper-
sonal harms), there seems to be an inherent dilemma regarding
using technical entities (e.g., computer programs) to address highly
complex and context-sensitive social problems. As such, we believe
that effective solutions for mitigating these new harms in immer-
sive and embodied virtual spaces should not merely be technical
but sociotechnical.

Therefore, the main goal of this workshop, as a follow-up to our
successful CHI 2024 workshop [11], is to gather researchers and
practitioners from various domains, including online safety, policy-
making, social sciences, AI development, cybersecurity, games and
virtual worlds, and XR, to collectively design and develop con-
crete and actionable sociotechnical solutions that specifically
target new harms in immersive and embodied virtual worlds.
This includes but is not limited to the four themes identified in
our CHI 2024 workshop: monetizing embodied harms, blurring real-
ity with the online world, platforming perpetrators by investigating
their motivations and emotions, and embodied harms specifically
targeting children [12]. Focusing on these themes (and other addi-
tional themes workshop attendees are interested in exploring), this
workshop aims to:

• Synthesize existing strategies and recommendations to deal
with each theme of new harms

1https://www.itpro.com/security/encryption/359943/what-is-end-to-end-
encryption-and-why-is-everyone-fighting-over-it
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• Articulate coping approaches for managing exposure to each
theme of new harms that can be integrated into system
designs

• Evaluate how, if at all, existing harm mitigation strategies
(e.g., AI or moderation) can or cannot be used to effectively
mitigate each theme of new harms

• Brainstorm, design, and prototype both social/legal (e.g.,
policy-making and community norms) and technical solu-
tions to address each theme of new harms

• Discuss potential risks and ethical implications of the devel-
oped sociotechnical solutions to mitigate each theme of new
harms

• Summarize concrete and generalizable takeaways and ac-
tionable approaches to tackle new harms in immersive and
embodied virtual spaces that may go beyond these specific
themes

3 Organizers
Our team of organizers represents experts in the area of games, live
streaming, XR, online communities, youth online safety, and social
VR with diverse research approaches (e.g., qualitative, experimental,
design, and machine learning). Each brings unique expertise and
vision to the topic.

GuoFreeman (main contact) is anAssociate Professor of Human-
Centered Computing at Clemson University. Her work focuses on
how interactive technologies such as multiplayer online games,
esports, live streaming, and social VR shape interpersonal relation-
ships and group behavior; and how to design safe, inclusive, and
supportive social VR spaces to combat emergent harassment risks
especially for marginalized users.

Julian Frommel is anAssistant Professor in Interaction/Multimedia
at Utrecht University. He is interested in the design and implemen-
tation of interactive digital systems that provide enjoyable, mean-
ingful, safe, and healthy experiences for users, including research
on how to mitigate negative effects of toxicity and harassment in
online games and other online spaces.

Regan Mandryk is a Professor of Computer Science at the
University of Victoria, Canada. Her work focuses on how people of
all ages use playful technologies for social, cognitive, and emotional
wellbeing, how toxicity, discrimination, and harassment thwart the
connection and recovery benefits provided by multiplayer games,
and how we can design playful collaborative systems that benefit—
not harm—player wellbeing.

Jan Gugenheimer is an Assistant Professor at TU-Darmstadt
and Telecom-Paris, working on HCI-related topics in the field of
Extended Reality. His focus is on understanding how new unique
properties of immersive technologies can be used to deceive and
manipulate a user’s actions and beliefs and how we have to design
the technology to prevent such potential misuse.

Lingyuan Li is a Postdoctoral Fellow in the School of Informa-
tion at the University of Texas at Austin. She delves into the intri-
cacies of mediated experiences shaped by emerging technologies
such as social VR, digital peer-to-peer payments, human-centered
AI, and live streaming, and how we can leverage AI to mitigate
emergent personal harm and risks and design more inclusive, safer,
and supportive online spaces.

Douglas Zytko is an Associate Professor in the College of In-
novation & Technology at the University of Michigan-Flint. His
research uses consent as a lens to understand and design mitigative
solutions for sexual harm. Most relevant to this workshop, his work
explores data donation of online dating sexual experiences as a
human-centered approach to improving sexual risk detection AI.

Afsaneh Razi is an Assistant Professor at Drexel University’s
Information Science Department. Her research area is positioned
at the intersection of HCI and AI to address socio-technical issues.
Specifically, her work aims to address the critical and timely prob-
lem of online safety by leveraging a multi-disciplinary approach
of human-centered AI to accurately detect risks vulnerable users
encounter online and develop online safety interventions.

Cliff Lampe is a Professor and Associate Dean for Academic
Affairs at the University of Michigan School of Information. He
also serves as Chair of the CHI Steering Committee and is a mem-
ber of the CHI Academy. His work has highlighted moderation
in online spaces, the effects of harassment and disinformation in
online spaces, and recently the motivations behind harassers in
these spaces.

4 Website and Pre-Workshop Plans
Similar to our CHI 2024 workshop2, we have created a website
(https://sites.google.com/view/chi-2025-workshop-solutions) to ad-
vertise the CFP, provide details about the workshop and submis-
sions, and introduce the organizers. Leading up to the workshop,
we will add the list of accepted workshop attendees, a schedule of
workshop activities, and information related to accessibility accom-
modation. Following the workshop, we anticipate continuing to
use the website to promote the outcomes of the workshop.

Prior to the workshop, we will make this workshop broadly vis-
ible in our community and further increase the awareness of the
critical need for developing concrete and actionable sociotechnical
solutions to mitigate new online harms in immersive and embodied
virtual spaces. We will invite participants of our CHI 2024 work-
shop to attend this follow-up workshop to continue our collective
efforts last year. We will also widely advertise this workshop to
attract new participants with fresh perspectives. We will especially
focus on including participants who represent diverse backgrounds
and reach out to our connections in communities that focus on
working with specific populations of underrepresented individuals.
We will additionally reach out via mailing lists and other communi-
ties on Slack and Discord, not only associated with communities
and universities in North America and Europe, but also via global
networks. Moreover, we will point potential attendees to SIGCHI
resources on financial support for attendee participation (e.g., Gary
Marsden Travel Awards) in the CHI conference.

5 Hybrid Plans and Asynchronous Engagement
We are planning a hybrid workshop. Because of the interactive na-
ture of the planned activities, we feel that attendees would benefit
from in-person attendance over online attendance. However, due
to the various considerations of reduced travel (e.g., sustainability,
financial or visa restrictions, and ongoing travel restrictions due

2https://sites.google.com/view/chi-2024-workshop-newharms/home
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to the pandemic and global mobility issues), we will support par-
ticipation from those unable or unwilling to travel upon request.
Plenary sessions and breakout sessions will be supported using
videoconferencing tools (e.g., Zoom). Depending on the ratios of in-
person and remote attendees, we will form remote breakout groups
or integrate participants into hybrid groups during the interactive
workshop activities, a format that we successfully implemented
in our prior workshop at CHI 2023 [22] and CHI 2024 [11]. Our
effective hybrid solution is no-cost to the conference, assuming a
standard AV setup with a room projector and speaker. We will ask
about accessibility requirements long before the conference and
arrange auto-captioning (which benefits everyone).

6 Workshop Activities
This full day workshop will contain four main sessions of activities,
demarcated by coffee breaks and lunch.

SessionOne: Building Community and Explaining Themes
of New HarmsWe Target. At the beginning of the workshop, the
organizers will communicate the goals for the day. Participants and
organizers will also introduce themselves to situate the knowledge
that people are offering and expect to gain throughout this work-
shop. In doing so, we aim to foster a sense of community, allowing
participants and organizers to get to know each other, understand
why we are interested in this problem space, and comprehend our
shared group knowledge, concerns, and approaches.

Next, we will explain the four themes of new harms in immersive
and embodied virtual worlds identified in our CHI 2024 workshop
[11, 12] to both new and returning workshop attendees.Wewill also
encourage all attendees to propose any other type of new harms
than these four themes that they would like to focus on (e.g., harms
concerning accessibility issues in these spaces). The ultimate goal
of this session is to (1) build our mutual understandings and targeted
efforts to focus on a list of specific themes of new harms in immersive
and embodied virtual spaces, rather than all harms; and (2) establish
small groups who will work together to collectively tackle one theme
of new harms respectively, based on the team’s shared interests.

Section Two: Collective Mapping: Existing Solutions and
Limitations. After participants and organizers start to have a
sense of community and form small groups based on which theme
of new harms they would like to work on, participants will then
work in breakout groups to collectively map existing strategies
and recommendations to deal with each theme of new harms (if
any) and limitations of these existing solutions. Participants will be
especially encouraged to reflect upon why these existing solutions
do or do not work from a sociotechnical perspective.

At the end of this session, we expect to collectively generate
a visualization (e.g., a map or a chart) of existing sociotechnical
solutions to mitigate each theme of new harms as well as specific
limitations, concerns, and trade-offs of these solutions. The ultimate
goal of this session is to synthesize our existing interdisciplinary efforts
and map out the challenges to develop concrete solutions to address
specific forms of new harms in immersive and embodied virtual spaces,
which will orient Session 3 workshop activities after the lunch break.

Session Three: Design and Prototype New Sociotechnical
Solutions. After lunch, we will then work in our breakout groups
to design and prototype new concrete and actionable approaches,

directions, and principles to better mitigate each theme of new
harms in immersive and embodied virtual spaces. These proposed
new solutions can either focus on addressing existing solutions’
limitations or provide alternative approaches to mitigate these new
harms. Participants will also be encouraged to not only emphasize
technical interventions (e.g., how to design and implement a con-
sent feature in social VR) but consider necessary and structural
changes at the social and legal level (e.g., how to appropriately
revise community norms). Each group will report back to the ple-
nary session on their discussion. The ultimate goal of this session is
to collaboratively develop and elaborate concrete and generalizable
takeaways and actionable approaches to tackle new harms in immer-
sive and embodied virtual spaces, which may go beyond the specific
themes we focus in this workshop.

Session Four: Creating a Roadmap. The last session of this
workshop will focus on collaboratively creating a roadmap detailing
our developed sociotechnical solutions to mitigate new harms in
immersive and embodied virtual spaces as a group. We envision
that this roadmap will include at least three sections based on our
workshop activities throughout all 4 sessions: (1) detailing and
visualizing existing solutions to address specific themes of new
harms in immersive and embodied virtual spaces and limitations of
each solution; (2) the list of guidelines, recommendations, sketches,
and prototypes that each breakout group has developed to either
address these existing solutions’ limitations or provide alternative
approaches to mitigate these new harms; (3) our collective stance,
recommendations, and envisions of this problem space.

We will then wrap up by summarizing the day and discussing
post-workshop plans for continued community building, progress,
and opportunities to work together. Similar to how we published
the outcomes of our CHI 2024 workshop as a CSCW 2024 poster
[12], the ultimate goal of this session is to keep refining this roadmap
after the workshop and submit it for publication (e.g., submitting to
CSCW 2025 as a poster). Our hope is that this potential publication
can serve as a starting point for the broader HCI community to
continue such conversations and exploration.

7 Accessibility
See Section 5 for a description of how we plan to accommodate
accessibility needs in the workshop itself.

8 Post-Workshop Plans and Plans to Publish
Workshop Outcomes

This year, to allow for focused work toward a tangible outcome, we
want to support the participation of topic experts and participants
who are interested in the topic. Therefore, for this workshop, we
plan to invite interested researchers and practitioners to submit
a brief bio and position statement outlining their interest in the
topic (each up to 200 words). In the position statement, participants
should describe why they are interested in the area, which work
they have already done, and if they are interested in specific topics
related to the workshop. All the submitted materials will be hosted
on our workshop website, providing a repository for the discussion.
Instead of publishing those position statements and workshop pro-
ceedings via arXiv, we will focus on submitting the outcomes of
our collective efforts at this follow-up workshop for publication
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(e.g., as a poster for CSCW 2025), similar to how we published the
outcomes of our CHI 2024 workshop as a CSCW 2024 poster [12].

In addition to research outputs, we also aim for the workshop
to motivate future events (e.g., panels/workshops at other SIGCHI
venues), research collaborations, and grant applications.

9 Expected Size of Attendance
We aim to be inclusive in the selection and accept all submissions
that are in scope of our workshop. Last year, more than 30 in-
person attendees and online participants participated in our CHI
2024 workshop. We expect a similar size of attendance for this
follow up CHI 2025 workshop.

10 Call for Participation
Immersive and embodied virtual spaces are increasingly prevalent.
While generally beneficial, the paradigm shifts introduced by such
environments (e.g., immersion, embodiment, or technological ad-
vancements) can also lead to new harms for users, such as embodied
harassment in social VR, new AI-powered online attacks, user- or
developer-generated harmful design to manipulate people’s actions,
and new types of perceptual manipulations in XR to create illusions
to the user. In our CHI 2024 workshop, we brought together ex-
perts to identify and understand these new harms. Building on this,
we want to bring together a set of interdisciplinary researchers
and practitioners from HCI and adjacent fields to collectively
design and develop concrete and actionable sociotechnical
solutions that specifically target new harms in immersive
and embodied virtual worlds. This includes (but is not limited to)
the four themes identified in our CHI 2024 workshop: monetizing
embodied harms, blurring reality with the online world, platform-
ing perpetrators by investigating their motivations and emotions,
and embodied harms specifically targeting children. We invite inter-
ested researchers and practitioners to submit a position statement
and bio (each up to 200 words). In the position statement, partici-
pants should describe their experience and interest in the topic and
workshop. Submissions will be accepted via the workshop website:
https://sites.google.com/view/chi-2025-workshop-solutions. The
workshop will be organized as a hybrid event at CHI 2025, but we
encourage in-person attendance. One participant from each sub-
mission must register for the workshop and at least one day of the
CHI conference.
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